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Questions (Q58-Q63):
NEW QUESTION # 58 
lkeo Corp. has hired an incident response team to assess the enterprise security. As a part of the incident handing and response
process, the IR team is reviewing the current security policies implemented by the enterprise. The IR team finds out that employees
of the organization do not have any restrictions on Internet access, which means that they are allowed to visit any site, download any
application, and access a computer or a network from a remote location. Considering this as a main security threat, the IR team
plans to change this policy as it can be easily exploited by the attackers. Identify the security policy that the IR team is planning to
modify.

A. Permissive policy
B. Prudent policy
C. Paranoid policy
D. Promiscuous pol cy

Answer: D

NEW QUESTION # 59 
Otis is an incident handler working in Delmont organization. Recently, the organization is facing several setbacks in the business and
thereby its revenues are going down. Otis was asked to take the charge and look into the matter. While auditing the enterprise
security, he found the traces of an attack, where the proprietary information was stolen from the enterprise network and was passed
onto the competitors.
Which of the following information security incidents Delmont organization faced?

A. Network and resource abuses
B. Email-based abuse
C. Unauthorized access
D. Espionage

Answer: D

Explanation:
The Delmont organization faced an espionage incident, which involves the unauthorized access and theft of proprietary or
confidential information for passing it onto competitors or other external entities. Espionage is targeted at obtaining secrets or
intellectual property to gain a competitive advantage or for other strategic purposes. Unlike network and resource abuses or email-
based abuse, which might not specifically target sensitive information, espionage directly aims at stealing valuable data. Unauthorized
access is a method that could be used in an espionage attempt but does not fully capture the motive of passing stolen information to
competitors.
References:Incident Handler (ECIH v3) courses and study materials discuss various types of information security incidents, including
espionage, highlighting its impact on businesses and strategies for detection and prevention.

NEW QUESTION # 60 
Dan is a newly appointed information security professional in a renowned organization. He is supposed to follow multiple security
strategies to eradicate malware incidents. Which of the following is not considered as a good practice for maintaining information
security and eradicating malware incidents?

A. Do not click on web browser pop-up windows
B. Do not open files with file extensions such as .bat, .com, ,exe, .pif, .vbs, and so on
C. Do not download or execute applications from third-party sources
D. Do not download or execute applications from trusted sources

Answer: D

NEW QUESTION # 61 
Nervous Nat often sends emails with screenshots of what he thinks are serious incidents, but they always tum out to be false
positives. Today, he sends another screenshot, suspecting a nation-state attack. As usual, you go through your list of questions,
check your resources for information to determine whether the screenshot shows a real attack, and determine the condition of your



network.
Which step of IR did you just perform?

A. Detection and analysis (or identification)
B. Remediation
C. Preparation
D. Recovery

Answer: A

NEW QUESTION # 62 
To respond to DDoS attacks; one of the following strategies can be used:

A. All the above
B. Shut down some services until the attack has subsided
C. Identifying none critical services and stopping them
D. Using additional capacity to absorb attack

Answer: A

NEW QUESTION # 63
......
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