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Network aiagram

Source |IP address Remote-User2:
201.0.114.23

Firewall policy configured with Destination IP address:
virtual IP of webserver 20‘3.0‘.113.2?.

External IP/Address 203.0.113.22 Destination port: 80

Range

Mapped IP Address/ 10.0.1.10
WAN(port1) N
203.0.113.10 N

10.0.1.10

Source IP address Remote-User1:
203.0.115.23

o~
P

Destination IP address: Remote-User
203.0.113.22
Destination port: ¢80

Edit Address

Name Deny_IP

o Pt EizRTINE]
Type Sdbnet -
IP/Netmask 201.0.114.23/32

Interface = WAN (port1)

Static route configuration (B

Comments Deny web server access. £ 23/255

Firewall policies H T I n : T

' Schedule Service Action

D Name Source Destination

[Z] M WAN (port1) — M LAN (port3) @

4 Deny B Deny_Ip, [\JDAll (e always @ ALL @ DENY

3 Allow_access = al f@ Webserver (@ always ALL v ACCEPT

An administrator created a Deny policy with default settings to deny Webserver access for Remote-User2.

The policy should work such that Remote-User] must be able to access the Webserver while preventing Remote-User2 from
accessing the Webserver.

‘Which additional configuration can the administrator add to a deny firewall policy, beyond the default behavior, to block Remote-
User2 from accessing the Webserver?

A. Disable match-vip in the Allow_access policy

B. Configure a One-to-One IP Pool object in a new policy.

C. Set the Destmnation address as Webserver in the Deny policy.

D. Set the Destination address as Deny IP in the Allow_access policy.

Answer: C

Explanation:
To block Remote-User2's access to the Webserver, the deny policy must explicitly specify the Webserver as the destination



address; otherwise, it denies traffic to all destinations, which is not the desired behavior.

NEW QUESTION # 123
An administrator manages a FortiGate model that supports NTurbo.
How does NTurbo acceleration enhance antivirus performance?

A. For proxy-based inspection, NTurbo offloads traffic to the content processor.

B. For flow-based inspection, NTurbo creates two inspection sessions on the FortiGate device.

C. For proxy-based inspection, NTurbo buffers the whole file and then sends it to the antivirus engine.

D. For flow-based inspection, NTurbo establishes a dedicated data path to redirect traffic between the IPS engine and
FortiGate ingress and egress interfaces.

Answer: D

Explanation:

With flow-based inspection, NTurbo improves antivirus performance by establishing a dedicated fast data path that redirects traffic
between the IPS engine and the FortiGate ingress/egress interfaces. This reduces CPU overhead, allowing antivirus scanning to
happen at higher throughput without requiring full proxy-based buffering.

NEW QUESTION # 124
Refer to the exhibits. An admmnistrator has observed the performance status outputs on an HA cluster for 55 seconds.



HA configuration

HQ-NGFW-1 # config system ha

HQ-NGFW-1 (ha) # show
config system ha
set group-id 5
set group-name “Training”
set mode a-p
set password ENC adfbyqYdiPexFmAnZgzDY
set hbdev "port7” @
set session-pickup enable
set override disable
set priority 200
set monitor “portl"
set memory-based-failover enable
set memory-failover-threshold 7@
set memory-failover-monitor-period 50
set memory-failover-sample-rate 10
set memory-failover-flip-timeout 60

ce 100% idlp 0% 1owa1t 0% irq 0% irg
r
CPUL sta:e=~ 0% user 0% system O% nice 100% idle 0% iowai irg
Memory: 2042076k total, 1837868k used (90%), 104146k 0062k freeable (4.9%)
Average network usage: 19/2 kbps in 1 minute, 19/ s m¥Rutes, 19/3 kbps in 30 minutes

Maximal network usage: 36/18 kbps in 1 minute 86 j 0 minutes, 58/87 kbps in 30 minutes

Average sessions: 21 sessions in 1 mi ion' n 10 minutes, 21 sessions in 30 minutes

Maximal sessions: 22 sessions in 1 E s in 10 minutes, 28 sessions in 30 minutes

Average session setup rate: 0 1n last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 . ) = - i 2, 1 sessions per second in last 10 minutes
Average NPU sessions: i 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessionss ] s@in last 1 minute, 0 sessions in lasit 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 %o

IPS attacks b e in 1 minute

Uptime: 10 day$@ 22 s, 50 minutes

HQ-NGFW.-2 System Performance output

HQ-NGFW-2 § get system performance status

CPU states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq O% softirgq

CPUO states: 0% user 0% system 0% nice 100% idle 0% iowait 0% irq 0% softirq

CPUl states: 0% user 0% system 0% nice 100% idle 0% jowait 0% irg 0% softirq

Memory: 2042076k total, 993836k used (48.7%), €90352k free (33.8%), 357888k freeable (17.5%)

Average network usage: 26/18 kbps in 1 minute, 25/18 kbps in 10 minutes, 24/18 kbps in 30 minutes

Maximal network usage: 91/27 kbps in 1 minute, 92/27 kbps in 10 minutes, 92/32 kbps in 30 minutes

Average sessions: 9 sessions in 1 minute, 9 sessions in 10 minutes, 9 sessions in 30 minutes

Maximal sessions: 11 sessions in 1 minute, 11 sessions in 10 minutes, 13 sessions in 30 minutes

Average session setup rate: 0 sessions per second in last 1 minute, 0 sessions per second in last 10 minutes
Maximal session setup rate: 0 sessions per second in last 1 minute, 1 sessions per second in last 10 minutes
Average NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Maximal NPU sessions: 0 sessions in last 1 minute, 0 sessions in last 10 minutes, 0 sessions in last 30 minutes
Virus caught: 0 total in 1 minute

IPS attacks blocked: 0 total in 1 minute

Uptime: 10 days, 10 hours, 50 minutes

‘Which FortiGate is the primary?

e A. HQ-NGFW-1 with the parameter memory-failover-flip-timeout setting
e B. HQ-NGFW-2 with the parameter priority setting

e C. HQ-NGFW-2 with the parameter memory-failover-threshold setting

e D. HQ-NGFW-1 with the parameter override setting

Answer: D

Explanation:

The HA configuration shows that override is disabled (set override disable), but despite this, HQ- NGFW-1 has the higher priority
(200) and is acting as the primary, as indicated by its higher resource usage and uptime. Override allows the device with higher
priority to take over as primary, so HQ- NGFW-1 is the primary device.

NEW QUESTION # 125
‘Which inspection mode does FortiGate use for application profiles if'it is configured as a profile- based next-generation firewall



(NGFW)?

A. Full content inspection
B. Proxy-based inspection
C. Flow-based inspection
D. Certificate inspection

Answer: B

Explanation:

When FortiGate operates in profile-based NGFW mode, it supports both flow-based and proxy- based inspection for security
profiles. However, application profiles (such as Application Control, Web Filter, and Antivirus) are inspected using proxy-based
mspection by default in profile-based mode, as this mode allows FortiGate to fully analyze and enforce policies on the application
content layer.

NEW QUESTION # 126
Review the mtrusion prevention system (IPS) profile signature settings shown i the exhibit.
|Add Signatures x
Type Filter
Action @ 8Block ~
Packet logging © Enable ExIMIELIE
Status €3 Disable & Default
Rate-based settings Specify
Exempt IPS 0 EditIP Exemp{_ions__
e C Q Selected @ LV
Name & l Severity & Target $ 0s$ Action @
[ IPS Signature €
SRR T E i ERTMET .

‘What can you conclude about the signature when adding the FTP.Login.Failed signature to the IPS Sensor profile?

A. FortiGate allows this low severity signature packet and creates a log,
B. The signature setting includes a group of other signatures.

C. The signature setting uses a custom rating threshold

D. FortiGate stores a local copy of the packet that matches the signature.

Answer: D

NEW QUESTION # 127

According to our nvestigation, the test syllabus of the FCP_FGT AD-7.6 examis changing every year. Some new knowledge will
be added mnto the annual real exam. Some old knowledge will be deleted. So you must have a clear understanding of the test
syllabus of the FCP_FGT AD-7.6 study materials. Now, you can directly refer to our study materials. Our experts have carefully
researched each part of the test syllabus of the FCP_FGT AD-7.6 Study Materials. Then they compile new questions and answers
of the study materials according to the new knowledge parts.
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