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HM #126
Properly applied cyber threat intelligence to the SOC team help them in discovering TTPs.
What does these TTPs refer to?

A. Targets, Threats, and Process

B. Tactics, Techniques, and Procedures
C. Tactics, Threats, and Procedures

D. Tactics, Targets, and Process

Ef#: B

R #127
Which of the following directory will contain logs related to printer access?

A. /var/log/cups/Printeraccess_log file
B. /var/log/cups/Printer_log file

C. Nvar/log/cups/accesslog file

D. /var/log/cups/access_log file

IEf#: D

fi .-

* Planning and budgeting: This is the mitial phase where you determine the scope, objectives, and financial resources available for the
lab.

* Physical location and structural designconsiderations: Selecting a suitable location and designing the lab to meet operational needs
and security requirements.

* Work area considerations: Organizing the space efficiently for different tasks such as evidence analysis, storage, and administrative
work.

* Human resource considerations: Identifying the roles, responsibilities, and qualifications required for lab personnel.

* Physical security recommendations: Implementing measures to protect sensitive data and physical assets within the lab.

* Forensics lab licensing; Ensuring that the lab and its personnel are conmpliant with relevant laws, regulations, and industry standards.
References: While I can't refer to specific EC-Council SOC Analyst courses or study guides, these steps are generally accepted as
part of the process for setting up a computer forensics lab. For detailed guidance, it's best to consult the official EC-Council
resources and materials provided for the SOC Analyst certification.

Graphical user mnterface Description automatically generated with low confidence

BR #128

A SOC analyst monitors network traffic to detect potential data exfiltration. The team uses a security solution that inspects data
packets in real time as they traverse the network. During incident response, the solution struggles to analyze encrypted traffic, limiting
effectiveness in identifying threats hidden within secure communications. Which security control, with this known limitation, is the
SOC teamrelying on?

e A VPN


https://www.goshiken.com/EC-COUNCIL/312-39-mondaishu.html

o B. Packet filters
e C.IPsec
e D.SSH

IEf#: B

R -

Packet filters are a network security control that inspects packet headers (source/destination IP, ports, protocol flags) to allow or
block traffic. Their known limitation is that they generally do not inspect encrypted payload content; they can see metadata but not
the application-layer data inside TLS/SSL sessions. The scenario describes a solution that "inspects data packets in real time" but
struggles with encrypted traffic, which aligns with packet filtering and other header-based inspection approaches. VPN, SSH, and
IPsec are encryption technologies/protocols themselves, not the inspection control; they create encrypted tunnels that make payload
inspection harder. Froma SOC viewpoint, packet filtering is valuable for fast enforcement and reducing attack surface, but it is
limited for detecting threats embedded in encrypted sessions. To improve visibility, SOC teams often complement packet filters with
TLS termination at controlled points (proxies), endpoint telemetry (process initiating connection), and flow analytics
(NetFlow/IPFIX) to detect anomalies in encrypted traffic based on behavior and metadata.

H #129
Which of the following formula is used to calculate the EPS of the organization?

e A. EPS =average number of correlated events / time in seconds
¢ B. EPS = number of correlated events / time in seconds

e C. EPS = number of security events / time in seconds

e D. EPS = number of normalized events / time in seconds

Ef#: B

fEEL:

In the context of a Security Operations Center (SOC), EPS typically refers to "Events Per Second," which is a measure of the
number of security events processed in one second. The correct formula for calculating EPS in a SOC environment is the number of
correlated events divided by the time in seconds. Correlated events are those that have been analyzed and aggregated by the SOC's
security information and event management (SIEM) system, indicating a potential security incident. This metric helps in understanding
the operational load and performance of the SOC.

References: The information is aligned with the EC-Council's Certified SOC Analyst (CSA) course material and best practices,
which emphasize the importance of understanding and managing SOC operational metrics such as EPS for effective security
monitoring and incident response12.

B #130
Identify the attack, where an attacker tries to discover all the possible information about a target network before launching a further
attack.

A. Man-In-Middle Attack
B. Reconnaissance Attack
C. DoS Attack

D. Ransomware Attack

EfE: B

AR :

A Reconnaissance Attack is a type of cyber attack where theattacker engages in activities to gather information about a target
network before launching further attacks. This preliminary phase nvolves collecting data that could include network infrastructure
details, system vulnerabilities, and other critical information that could be exploited in subsequent stages of an attack.

Reconnaissance can be both passive, nvolving information gathering without directly interacting with the target system, or active,
which may include more direct methods like port scanning,

References:The concept of Reconnaissance Attacks is detailed in EC-Council's cybersecurity resources, such as the Certified Threat
Intelligence Analyst (C|TIA) programand articles on the Cyber Kill Chain, which describe reconnaissance as the first stage in a cyber
attack12. These resources outline the methodologies and types of information gathered during reconnaissance, emphasizing its role in
identifying potential attack vectors12.

Reference: https//www2.deloitte.com/content/danyDeloitte/sg/Docurments/risk/sea-risk-cyber- 101-july2017.
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