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Fortinet FCSS_LED AR-7.6 Exam Syllabus Topics:

Topic Details

¢ Authentication: This domain covers advanced user authentication using RADIUS and LDAP, two-factor
authentication with digital certificates, and configuring syslog and RADIUS single sign-on on
FortiAuthenticator.

Topic 1

¢ Central Management: This section addresses managing FortiSwitch via FortiManager over FortiLink,
implementing zero-touch provisioning, configuring VLANSs, ports, and trunks, and setting up FortiExtender

Topic 2
ope and FortiAP devices.

¢ Monitoring and Troubleshooting: This section covers configuring quarantine mechanisms, managing
FortiAlOps, troubleshooting FortiGate communication with FortiSwitch and FortiAP, and using monitoring

Topic 3
P tools for wireless connectivity.

o Zero-Trust LAN Access: This domain covers machine authentication, MAC Authentication Bypass, NAC
policies for wireless security, guest portal deployment, and advanced solutions like FortiLink NAC,

Topic 4
ope dynamic VLAN, and VLAN pooling,
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Fortinet FCSS - LAN Edge 7.6 Architect Sample Questions (Q104-Q109):

NEW QUESTION # 104
In a FortiNAC deployment, what does the term "dissolvable agent" refer to?
Response:

A. An endpoint license

B. A cloud-based identity system

C. A configuration template

D. A temporary agent downloaded for posture checks

Answer: D

NEW QUESTION # 105

You are setting up a captive portal to provide Wi-Fi access for visitors. To simplify the process, your team wants visitors to
authenticate using their existing social media accounts instead of creating new accounts or entering credentials manually.
Which two actions are required to enable this fimctionality? (Choose two.)

A. Set up the FortiAuthenticator internal database as the primary source for user credentials

B. Configure only the emnail login option because a social media login cannot be used with captive portals.
C. Set up a remote open authorization (OAuth) server for each selected social media platform

D. Enable Account Login as the authentication type and configure a remote LDAP server.

E. Configure the social login profiles for the supported platforms.

Answer: A,C

NEW QUESTION # 106
What is the primary finction of FortiLink NAC in a LAN environment?

A. To ensure devices are manually placed in VLANSs based on their user roles
B. To automate device onboarding and verify security posture

C. To manage FortiSwitch devices and apply manual firewall rules

D. To extend security policies across FortiGate firewalls only

Answer: B

Explanation:

FortiLink NACis the NAC (Network Access Control) engine built into FortiGate when it manages FortiSwitch devices.
It performs:

#Automated device onboarding

* Automatically detects new devices connecting to switches.

* Uses MAC, vendor, DHCP fingerprinting, or IoT database to classify devices.
* No manual VLAN assignment required.

#Security posture verification

* Works with FortiClient EMS, ZTNA tags, IoT detection.

* Applies policies based on:

* Device type

* User role

* Endpoint compliance

* JoT vulnerability status

#Dynamic VLAN assignment

* Automatically moves devices into proper VLANS, quarantine networks, or guest zones.
#Integration with LAN Edge & Zero Trust

* Uses FortiGate + FortiSwitch + FortiAP to enforce zero-trust access.

This matches the LAN Edge 7.6 Architect explanation of FortiLink NAC.
#Why other answers are wrong

A). Extend security policies across FortiGate firewalls



Not NAC. That refers to Security Fabric or SD-WAN.

C). Apply manual firewall rules

FortiLink NAC is specifically designed toautomateaccess control.
D). Manually place devices in VLANs

NAC eliminates manual VLAN assignment - it is dynamic.

NEW QUESTION # 107
What is the default behavior of a factory-reset FortiGate with internet access and no configuration?
Response:

A. 1t self-registers to FortiManager via FortiDeploy
B. It starts in transparent mode

C. It waits for manual config via console

D. It requests a dynamic IP from DHCP

Answer: A

NEW QUESTION # 108

Which encryption protocols can CAPWAP use to secure the data channel when communicating between a FortiGate wireless
controller and FortiAP?

Response:

A. DTLS and IPsec

B. SSL/TLS and IPsec
C. SSH and SSL

D. WPA3 and TLS

Answer: A

NEW QUESTION # 109
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