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Fortinet FCSS_SDW_AR-7.4 Exam Syllabus Topics:

Topic Details

¢ Configure Performances SLAs: Designed for network administrators, this part focuses on setting up
performance Service Level Agreements (SLAs) within SD-WAN environments. Candidates must show

Topic 1
ope proficiency in defining criteria to monitor and maintain network performance and reliability.



https://drive.google.com/open?id=1FMbpinb7R4P2vw0gMsoQcJ7H2WAQqEDX
https://www.practicevce.com/Fortinet/FCSS_SDW_AR-7.4-practice-exam-dumps.html
https://www.prepawayete.com/Fortinet/FCSS_SDW_AR-7.4-latest-exam-dumps.html

¢ Rules and Routing: Targeted at network engineers, this section assesses the ability to configure SD-WAN
rules and routing policies. Candidates will be tested on managing traffic flow and prioritization across the

Topic 2
opre SD-WAN infrastructure,

¢ Advanced IPsec: Intended for security engineers, this section covers the deployment of advanced IPsec

topologies for SD-WAN, including hub-and-spoke models, ADVPN configurations, and complex multi-
Topic 3 hub or multi-region deployments. Candidates need to demonstrate expertise in securing wide-area
networks using [Psec technologies.

¢ Centralized Management: This domain evaluates network administrators’ competence in deploying and
managing SD-WAN configurations centrally using FortiManager. It includes tasks such as implementing

Topic 4
ope branch configurations and utilizing overlay templates to streamline network management.
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NEW QUESTION # 16
Refer to the exhibits.
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SD-WAN template zones and rules configuration
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You use FortiManager to configure SD-WAN on three branch devices.

‘When you install the device settings. FortiManager prompts you with the error "Copy Failed" for the device branchl fat When you

click the log button. FortiManager displays the message shown in the exhibit.

¢ A. Gateways for all members in a zone must be defined the same way. Specify the gateway of the SD- WAN member port!

without metadata variables.
¢ B. Check the metadata variable definitions, and review the per-device mapping configuration.
e C. Check the connection between branchl_fgt and FortiManager

¢ D. Remove the installation target for the SD-WAN member port4. You cannot combine metadata variable and installation

targets.
¢ E. Based on the exhibits, which statement best describes the issue and how you can resolve it?

Answer: B

NEW QUESTION # 17
Refer to the exhibit.



FortiGate policy route

branch_fgt # diagnose firewall proute list
list route policy info(vf=root):

id=1(0x01) dscp_tag=0xfc flags=0x0 tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0): dst (0->0)
iif=7 (port5)

path(1l): oif=5(port3) gwy=10.0.1.255

source wildcard(l) : 10.0.1.128/255.255.255.128

destination wildcard(i): 0.0.0.0/0.0.0.0

hit_count=0 rule_last_used=2024-12-13 01:40:44

id=2131427329(0x7£0b0001) vwl_service=1(Critical-DIA), vwl_mbr_seqg=2 1 dscp_tag=0xfc Oxfc flags=
0x0 tos=0x0

tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(2): oif=4(port2), oif=3(portl)

source(l) : 10.0.1.0-10.0.1.255

destination wildcard(1): 0.0.0.0/0.0.0.0

application control(2): Salesforce(16920,0) SMTR,Signed.Email (28991,0)

hit_count=732 rule lastguSeds2024-12-12 12:80:16

id=2131427329 (0x7£f040003) vwl_service=3(Corp), vwl mbr seq=4 5 6 dscp tag=0xfc Oxfc flags=0x0
tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->0) iif=0(any)

path(3): 0if=20(HUB1-VPN1), o0if=21(HUB1-VPN2), o0if=22 (HUB1-VPN3)

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.0.0.0-10.255.255.255

hit_count=0 rule_last_used=2024-12-12 02:29:25

I id=2l31la:lleEwl_service=4(LAN-to-Corp2), vwl mbr_seg=1l 2 dscp_tag=0xfc Oxfc flags=

0x10 load-balance hash-mode=round-robin tos=0x0 tos_mask=0x00 protocol=0 port=src(0->0) :dst (0->
0) iif=0(any)

path(2): oif=3(portl) num pass=1, oif=4(port2) num pass=1

source(l) : 10.0.1.0-10.0.1.255

destination (1): 10.66.0.0-10.66.0.255

hit_count=0 rule_last_used=2024-12-13 01:43:31

What conclusions can you draw about the traffic received by FortiGate originating from the source LAN device 10.0.1.133 and
destined for the company's SMTP mail server at 10.66.0.125?

¢ A FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server 10.66
0.125 through port3.
e B. ForliGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through port2.
e C. FortiGate steers the traffic from the LAN device 10.0.1.133 to the company SMTP mail server
10.66.0.125 through the SD-WAN member ID 4.
¢ D. FortiGate steers the traffic fromthe LAN device 10.0.1.133 to the SMTP mail server 10.66.0.125 through the SD-WAN
member [D 1 or 2.

Answer: D

Explanation:

The policy-route output shows the matching SD-WAN service for destination 10.66.0.0/24 is vwl_service=4 (LAN-to-Corp2) with
vwl mbr_seq=1 2 and paths oif=3(port1) and oif=4(port2). Therefore, traffic from

10.0.1.133 to 10.66.0.125 is steered via SD-WAN member ID 1 or 2.

NEW QUESTION # 18

You are planning a new SD-WAN deployment with the following criteria:

- Two regions

- Most of'the traffic is expected to remain within its region

- No requirement for inter-region ADVPN

To remain within the recommended best practices, which routing protocol should you select for the overlays?

A. OSPF for the routing within each region and EBGP between the regions.

B. IBGP within each region and between the regions.

C. IBGP with BGP per overlays within each region and IBGP with BGP on loopback between the regions.
D. IBGP with BGP on loopback within each region and EBGP between the regions.



Answer: D

NEW QUESTION # 19
Refer to the exhibit.
SD-WAN configuration on FortiGate

Braachi_fgt § get router info routing-table all

t addr
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Which SD-WAN rule and mterface uses FortiGate to steer the traffic from the LAN subnet 10.0.1.0/24 to the corporate server
10.2.5.254?

A. SD-WAN service rule 3 and interface HUB1-VPN3.
B. SD-WAN service rule 4 and interface port2.
C. SD-WAN service rule 3 and interface HUB1-VPN2.
D. SD-WAN service rule 4 and portl or port2.

Answer: B

Explanation:

Traffic steering in Fortinet SD-WAN is based on defined rules and the corresponding outgoing interfaces. The exhibit (not shown
here) would indicate that the traffic from the LAN subnet 10.0.1.0/24 to the server

10.2.5.254 is matched by SD-WAN rule 3 and sent out via the HUB1-VPN3 interface.

References:

[FCSS_SDW_AR-7.4 1-0.docx Q2]

FortiOS 7.4 SD-WAN Concept Guide - Rule Matching

NEW QUESTION # 20
Refer to the exhibits.
You use FortiManager to configure SD-WAN on three branch devices.
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When you install the device settings, FortiManager prompts you with the error "Copy Failed" for the device branchl _fgt. When you
click the log button, FortiManager displays the message shown in the exhibit.

There are two different ways to resolve this issue. Based on the exhibits, which methods could you use?

(Choose two.)

A. Do not define mstallation targets for SD-WAN members.

B. Specify the gateway of the SD-WAN member portl with an IP address or use the default value.
C. Review the per-device mapping configuration for metadata variables

D. Update the management [P address of branchl_fgt.

Answer: B,C

Explanation:

Specify the gateway of the SD-WAN member portl with an [P address or use the default value # The error log shows invalid ip -
prop[gateway]: ip4class($ {sdwan_portl gw}) invalid ip addr, meaning the variable

${sdwan portl gw} does not have a valid mapping. Assigning a valid [P address or default value for the gateway resolves this
error.

Review the per-device mapping configuration for metadata variables # The issue is tied to how the metadata variable

${sdwan portl gw} is mapped for branchl_fgt. Ifthis device does not have the variable properly defined in per-device mapping,
the configuration will fail. Correcting the mapping ensures that the install works.

NEW QUESTION # 21
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