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Google Cloud Certified - Professional Cloud Security Engineer Exam Sample
Questions (Q107-Q112):
NEW QUESTION # 107 
Your organization is using Active Directory and wants to configure Security Assertion Markup Language (SAML). You must set up
and enforce single sign-on (SSO) for all users.
What should you do?

A. 1. Create a new SAML profile.* 2. Upload the X.509 certificate.* 3. Enable the change password URL.*
4. Configure Entity ID and ACS URL in your IdP.
B. 1. Configure prerequisites for OpenID Connect (OIDC) in your Active Directory (AD) tenant* 2. Verify the AD domain.*
3. Decide which users should use SAML.* 4. Assign the pre-configured profile to the select organizational units (OUs) and
groups.
C. 1. Manage SAML profile assignments.* 2. Enable OpenID Connect (OIDC) in your Active Directory (AD) tenant.* 3.
Verify the domain.
D. 1- Create a new SAML profile.* 2. Populate the sign-in and sign-out page URLs.* 3. Upload the X.509 certificate.* 4.
Configure Entity ID and ACS URL in your IdP

Answer: D

Explanation:
When configuring SAML-based Single Sign-On (SSO) in an organization that's using Active Directory, the general steps would
involve setting up a SAML profile, specifying the necessary URLs for sign-in and sign- out processes, uploading an X.509 certificate
for secure communication, and setting up the Entity ID and Assertion Consumer Service (ACS) URL in the Identity Provider (which
in this case would be Active Directory).

NEW QUESTION # 108 
Employees at your company use their personal computers to access your organization s Google Cloud console. You need to ensure
that users can only access the Google Cloud console from their corporate-issued devices and verify that they have a valid enterprise
certificate What should you do?

A. Implement an Identity and Access Management (1AM) conditional policy to verify the device certificate
B. Implement a VPC firewall policy Activate packet inspection and create an allow rule to validate and verify the device
certificate.
C. Implement an organization policy to verify the certificate from the access context.
D. Implement an Access Policy in BeyondCorp Enterprise to verify the device certificate Create an access binding with the
access policy just created.

Answer: D

Explanation:
https://cloud.google.com/beyondcorp?hl=pt-br

NEW QUESTION # 109 
You discovered that sensitive personally identifiable information (PII) is being ingested to your Google Cloud environment in the
daily ETL process from an on-premises environment to your BigQuery datasets. You need to redact this data to obfuscate the PII,
but need to re-identify it for data analytics purposes. Which components should you use in your solution? (Choose two.)

A. Secret Manager
B. Cloud Data Loss Prevention with deterministic encryption using AES-SIV
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C. Cloud Data Loss Prevention with cryptographic hashing
D. Cloud Key Management Service
E. Cloud Data Loss Prevention with automatic text redaction

Answer: B,C

Explanation:
To handle PII data ingestion and ensure both redaction and re-identification for analytics purposes, you can use Cloud Data Loss
Prevention (DLP) with appropriate techniques for masking and encryption.
* Cloud Data Loss Prevention (DLP) with Cryptographic Hashing (C):
* Use Cloud DLP to apply cryptographic hashing to PII data. Hashing transforms the data into a fixed-length string that is not
directly readable, providing a layer of obfuscation. This helps in masking the PII while retaining the ability to verify data integrity.
* Cloud Data Loss Prevention (DLP) with Deterministic Encryption using AES-SIV (E):
* Apply deterministic encryption using AES-SIV through Cloud DLP. Deterministic encryption ensures that the same input will
always produce the same encrypted output, allowing you to re- identify the PII when necessary. This method enables secure
encryption while allowing data re- identification for analytics.
By combining these two approaches, you can effectively mask PII for privacy protection and later re-identify it when required for
analysis.
References
* Cloud Data Loss Prevention Documentation
* Data Redaction and Masking Techniques

NEW QUESTION # 110 
You are a Security Administrator at your organization. You need to restrict service account creation capability within production
environments. You want to accomplish this centrally across the organization. What should you do?

A. Use organization policy constraints/iam.disableServiceAccountKeyUpload boolean to disable the creation of new service
accounts.
B. Use organization policy constraints/iam.disableServiceAccountKeyCreation boolean to disable the creation of new service
accounts.
C. Use Identity and Access Management (IAM) to restrict access of all users and service accounts that have access to the
production environment.
D. Use organization policy constraints/iam.disableServiceAccountCreation boolean to disable the creation of new service
accounts.

Answer: D

Explanation:
You can use the iam.disableServiceAccountCreation boolean constraint to disable the creation of new service accounts. This allows
you to centralize management of service accounts while not restricting the other permissions your developers have on projects.
https://cloud.google.com/resource-manager/docs/organization-policy/restricting-service- accounts#disable_service_account_creation

NEW QUESTION # 111 
You are setting up a new Cloud Storage bucket in your environment that is encrypted with a customer managed encryption key
(CMEK). The CMEK is stored in Cloud Key Management Service (KMS). in project
"pr j -a", and the Cloud Storage bucket will use project "prj-b". The key is backed by a Cloud Hardware Security Module (HSM)
and resides in the region europe-west3. Your storage bucket will be located in the region europe-west1. When you create the
bucket, you cannot access the key. and you need to troubleshoot why.
What has caused the access issue?

A. The CMEK is in a different project than the Cloud Storage bucket
B. Cloud HSM does not support Cloud Storage
C. A firewall rule prevents the key from being accessible.
D. The CMEK is in a different region than the Cloud Storage bucket.

Answer: D

Explanation:
Explanation



When you use a customer-managed encryption key (CMEK) to secure a Cloud Storage bucket, the key and the bucket must be
located in the same region. In this case, the key is in europe-west3 and the bucket is in europe-west1, which is why you're unable to
access the key.

NEW QUESTION # 112
......
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