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NEW QUESTION # 175
Under which two circumstances is a CoA issued? (Choose two)

A. A new Identity Service Engine server is added to the deployment with the Administration persona
B. A new Identity Source Sequence is created and referenced in the authentication policy.

C. An endpoint is profiled for the first time.

D. A new authentication rule was added to the policy on the Policy Service node.

E. Anendpoint is deleted on the Identity Service Engine server.

Answer: C,E

Explanation:

The profiling service issues the change of authorization in the following cases:

- Endpoint deleted-When an endpoint is deleted from the Endpoints page and the endpoint is disconnected or removed from the
network.

An exception action is configured- If you have an exception action configured per profile that leads to an unusual or an unacceptable
event from that endpoint. The profiling service moves the endpoint to the corresponding static profile by issuing a CoA.

- An endpoint is profiled for the first time- When an endpoint is not statically assigned and profiled for the first time; for example, the
profile changes from an unknown to a known profile.

+ An endpoint identity group has changed-When an endpoint is added or removed from an endpoint identity group that is used by
an authorization policy.

The profiling service issues a CoA when there is any change in an endpoint identity group, and the endpomt identity group is used in
the authorization policy for the following;

++ The endpoint identity group changes for endpoints when they are dynamically profiled ++ The endpoint identity group changes
when the static assignment flag is set to true for a dynamic endpoint - An endpoint profiling policy has changed and the policy is used
in an authorization policy- When an endpoint profiling policy changes, and the policy is included in a logical profile that is used in an
authorization policy. The endpoint profiling policy may change due to the profiling policy match or when an endpoint is statically
assigned to an endpoint profiling policy, which is associated to a logical profile. In both the cases, the profiling service issues a CoA,
only when the endpoint profiling policy is used in an authorization policy. Reference:
httpss//www.cisco.comvc/en/us/td/docs/security/ise/2-1/admin_guide/b _ise admin_guide 21/

b _ise admin guide 20 chapter 010100.html

++ The endpoint identity group changes when the static assignment flag is set to true for a dynamic endpoint - An endpoint profiling
policy has changed and the policy is used in an authorization policy- When an endpoint profiling policy changes, and the policy is
included in a logical profile that is used in an authorization policy. The endpoint profiling policy may change due to the profiling policy
match or when an endpoint is statically assigned to an endpoint profiling policy, which is associated to a logical profile. In both the
cases, the profiling service issues a CoA, only when the endpoint profiling policy is used in an authorization policy.

Reference:

++ The endpoint identity group changes for endpoints when they are dynamically profiled ++ The endpoint identity group changes
when the static assignment flag is set to true for a dynamic endpoint - An endpoint profiling policy has changed and the policy is used
in an authorization policy- When an endpoint profiling policy changes, and the policy is included in a logical profile that is used in an
authorization policy. The endpoint profiling policy may change due to the profiling policy match or when an endpoint is statically
assigned to an endpoint profiling policy, which is associated to a logical profile. In both the cases, the profiling service issues a CoA,
only when the endpoint profiling policy is used in an authorization policy. Reference:
httpss//www.cisco.conmvc/en/us/td/docs/security/ise/2-1/admin_guide/b _ise admin guide 21/

b ise_admin guide 20 chapter 010100.html

NEW QUESTION # 176
Which technology is used to improve web traffic performance by proxy caching?

A. Firepower
B. FireSIGHT
C. WSA
D. ASA

Answer: C

NEW QUESTION # 177
A network administrator is configuring a role in an access control policy to block certain URLs and selects the
"Chat and instant Messaging" category. which reputation score should be selected to accomplish this goal?



A0
B. 1
C.2
D.3

Answer: C

Explanation:

To block certain URLs based on the "Chat and Instant Messaging" category, the network administrator should select a reputation
score of 5. A reputation score is a numerical value that indicates the likelihood of a URL being malicious or unwanted. The lower the
score, the higher the risk. A score of 5 means that the URL is suspicious or potentially harmful, and should be blocked or
mspected12. A score of 3 means that the URL is unknown or unverified, and may be allowed or blocked depending on the policy
settings12. A score of 10 means that the URL is trustworthy or benign, and should be allowed12. A score of 1 means that the URL
is malicious or high-risk, and should be blocked12. Therefore, a score of 5 is the most appropriate to block the

"Chat and Instant Messaging" category, which may contain unwanted or problematic websites. References:

* Reputation score, section "Reputation score".

* Web content filtering, section "What is web content filtering?".

NEW QUESTION # 178
An administrator is configuring a DHCP server to better secure their environment. They need to be able to ratelimit the traffic and
ensure that legitimate requests are not dropped. How would this be accomplished?

A. Enable ARP inspection for the required VLAN
B. Set the DHCP snooping bit to 1

C. Set a trusted interface for the DHCP server

D. Add entries in the DHCP snooping database

Answer: C

Explanation:
ExplanationTo understand DHCP snooping we need to learn about DHCP spoofing attack first.

3. DHCP Respo

DHCP Attacker

DHCP spoofing is a type of attack in that the attacker listens for DHCP Requests from clients and answers them with fake DHCP
Response before the authorized DHCP Response comes to the clients. The fake DHCP Response often gives its IP address as the
client default gateway -> all the traffic sent from the client will go through the attacker computer, the attacker becomes a "man-in-
the-middle". The attacker can have some ways to make sure its fake DHCP Response arrives first. In fact, if the attacker is "closer”
than the DHCP Server then he doesn't need to do anything, Or he can DoS the DHCP Server so that it can't send the DHCP
Response. DHCP snooping can prevent DHCP spoofing attacks. DHCP snooping is a Cisco Catalyst feature thatdetermines which
switch ports can respond to DHCP requests. Ports are identified as trusted and untrusted.




Client
—
Untrusted

DHCP Attacker

Only ports that connect to an authorized DHCP server are trusted, and allowed to send all types of DHCPmessages. All other ports
on the switch are untrusted and can send only DHCP requests. Ifa DHCP responseis seen on an untrusted port, the port is shut
down.

NEW QUESTION # 179
‘Which two capabilities does an MDM provide? (Choose two.)

A. unified management of mobile devices, Macs, and PCs froma centralized dashboard
B. manual identification and classification of client devices

C. enforcement of device security policies froma centralized dashboard

D. unified management of Android and Apple devices froma centralized dashboard

E. delivery of network malware reports to an inbox in a schedule

Answer: A,C

NEW QUESTION # 180

Our company is professional brand. There are a lot of experts and professors in the field in our company. All the experts in our
company are devoting all of their time to design the best 350-701 350-701 study materials for all people. In order to ensure quality
of the products, a lot of experts keep themselves working day and night. We believe that our study materials will have the ability to
help all people pass their 350-701 Examand get the related exam in the near future.
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