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HashiCorp Vault-Associate-002 Exam Syllabus Topics:

Section Objectives
- Key-value secrets engine

e 1. Static secrets management
e 2. Versioned KV store

Topic 1: Secrets Engines - Dvnaric secrets

¢ 1. Database secrets engine
¢ 2. Cloud credential generation

- Tokens

¢ 1. Token lifecycle
e 2. Token renewal and revocation
Topic 2: Policies and Access Control .
- ACL policies

¢ 1. Path-based permissions
¢ 2. Policy syntax and rules
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- Auth backends

¢ 1. AppRole authentication
e 2. Userpass and LDAP auth
¢ 3. Token authentication

Topic 3: Authentication Methods

- Audit devices

¢ 1. Audit logging concepts

Topic 4: Operations and Security - Encryption and data protection

e 1. Transit secrets engine

- Vault components and core concepts

e 1. Seallunseal process
e 2. Storage backends

Topic 5: Vault Architecture and Overview _ Vault deployment modes

¢ 1. High availability setup

e 2. Dev server vs production
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B #59
‘What environment variable overrides the CLI's default Vault server address?

A. VAULT ADDR

B. VAULT HTTP ADDRESS
C. VAULT ADDRESS

D. VAULT HTTPS_ADDRESS

IEf#: A

HH #60
‘Why might an application be mapped to an identity entity?

A. To allow an application deployed with multiple authentication methods have a consistent set of policies

B. To get around cloud license limitations

C. To prohibit Vault administrators firom revoking tokens associated with that application

D. To allow the same application in one cloud to access already provisioned Vault tokens for that application in another clo

F
R

: A

HR #6l1
Examine the command below. Output has been trimmed.
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role_id="debb8f13-79%ea-3e3d-810&-10711d85c1fb" \
secret_id="31d52faa-5b@b-711d-2ea2-c197cff6081b"Key Value

token b.AAAAAQI1WH-DExezQvzhZGNMhZSyBulWXEOQYHHBO0. . . trimmed. . .
token_accessor n/a

token_duration im

token_renewable false

token_policies [¥shipping"]

identity_policies [1

policies [“shipping"]
token_meta_role_name shipping

Which of the following statements describe the command and its output?

A. Missing a default token policy

B. Generated token's TTL is 60 hours

C. Generated token is an orphan token which can be renewed indefinitely

D. Configures the AppRole auth method with user specified role ID and secret ID

Ef#: D

H #62
Which statement is true about an orphan token?

A. 1t is not persisted

B. It has a use limit

C. It does not expire when its parent does
D. It does not have a max time-to-live (TTL)

Ef#: C

B #63
What are orphan tokens?

¢ A. Orphan tokens are not children of their parent; therefore, orphan tokens do not expire when their parent does
e B. Orphan tokens do not expire when their own max TTL is reached

e C. Orphan tokens are tokens with a use limit so you can set the number of uses when you create them

e D. Orphan tokens are tokens with no policies attached

Ef#: A
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