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Linux Foundation CNPA A& Z:

FH 270

¢ Continuous Delivery & Platform Engneering: This section measures the skills of Supplier Management
Consultants and focuses on continuous integration pipelines, the fimdamentals of the CI

FH1 ¢ (D relationship, and GitOps basics. It also includes knowledge of workflows, incident response in

platform engineering, and applying GitOps for application environments.
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¢ Platform APIs and Provisioning Infrastructure: This part of the exam evaluates Procurement Specialists on

the use of Kubernetes reconciliation loops, APIs for self-service platforms, and infrastructure provisioning
FH 2 with Kubernetes. It also assesses knowledge of the Kubernetes operator pattern for integration and
platform scalability.

¢ Platform Engineering Core Fundamentals: This section of the exam measures the skills of Supplier
Management Consultants and covers essential foundations such as declarative resource management,
DevOps practices, application environments, platform architecture, and the core goals of platform
engineering, It also includes continuous integration fundamentals, delivery approaches, and GitOps
principles.
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Z| &l Cloud and Containers CNPA F 2 M EEA| (Q18-Q23):

AE#18
A Cloud Native Platform Engineer is tasked with improving the integration between teams through effective API management.
Which aspect of API-driven initiatives is most crucial for fostering collaboration in platform engineering?

A. APIs should be tightly coupled to specific teans to enforce accountability.

B. APIs must be documented properly to ensure all teams understand how to use them.

C. APIs should be designed to be as complex as possible to accommodate all potential use cases.
D. APIs should be released without versioning to simplify maintenance.

HE: B

Y.

Proper documentation is critical for fostering collaboration through APIs. Option A is correct because well- documented APIs
ensure that all teanrs-platform engineers, developers, and operations-understand how to consume and integrate services effectively.
Clear documentation reduces friction, accelerates adoption, and minimizes support overhead.

Option B (no versioning) is poor practice, as versioning ensures backward compatibility and safe upgrades.

Option C (tight coupling) restricts collaboration and creates silos, which goes against platform engineering principles. Option D
(complex design) reduces usability and increases cognitive load, the opposite of platform goals.

APISs serve as the contracts between teams and systems. In platform engineering, well-documented, versioned, and abstracted APIs
provide a consistent and predictable way to interact with platform services, improving collaboration and developer experience.
References:- CNCF Platforms Whitepaper- Team Topologies Guidance- Cloud Native Platform Engineering Study Guide

HE#19
In what way does an internal platform impact developers' cognitive load?

A. Tt has no impact on the mental effort required from developers, ensuring their cognitive load remains unchanged.
B. It increases cognitive load by requiring knowledge of all the underlying tools involved.

C. It shiffs all operational complexity onto developers, making them fully responsible for managing the process.

D. It reduces cognitive load by hiding complex infrastructure details and providing simple interfaces.
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The primary role of an Internal Developer Platform (IDP) is to reduce cognitive load for developers by abstracting away
infrastructure complexity and providing simple, self-service interfaces. Option B is correct because platforms deliver curated golden
paths, service catalogs, and APIs that allow developers to focus on application logic instead of learning every underlying
mffastructure tool.

Option A is incorrect-platforms are specifically designed to reduce mental overhead. Option C contradicts the platform engineering
principle of shifting complexity away from developers. Option D also misrepresents the intent of platforms, which aim to unify and
simplify rather than complicate.

By lowering cognitive load, platforms improve productivity, enable faster onboarding, and reduce the likelihood of errors. This aligns
with the "platform as a product" model, where developers are treated as customers and the platformis designed to optimize their
experience.

References:- CNCF Platforms Whitepaper- Team Topologies (Cognitive Load Principle)- Cloud Native Platform Engineering Study
Guide

HEE #20
In the context of Istio, what is the purpose of PeerAuthentication?

A. Securing service-to-service communication

B. Managing network policies for ingress traffic
C. Monitoring and logging service commumication
D. Defining how traffic is routed between services

HE: A

MY

In Istio, PeerAuthentication is used to configure how workloads authenticate traffic coming from other services in the mesh. Option
C is correct because PeerAuthentication primarily secures service-to-service communication using mutual TLS (mTILS), ensuring
encryption in transit and verifying the identity of both communicating parties.

Option A (network policies for ingress traffic) relates to Kubernetes NetworkPolicy, not Istio PeerAuthentication. Option B (traffic
routing) is handled by Istio's VirtualService and DestinationRule resources. Option D (monitoring/logging) is part of Istio's telemetry
features, not PeerAuthentication.

PeerAuthentication policies define whether mI'LS is disabled, permissive, or strict, giving platform teams fine-grained control over
how services communicate securely. This aligns with zero-trust security models and ensures compliance with organizational policies
without requiring application code changes.

References:- CNCF Service Mesh Whitepaper- Istio Security Documentation- Cloud Native Platform Engineering Study Guide

AE #21
What does the latest tag usually represent in a container image registry?

A. A system-generated version number based on Git history.

B. The only image tag that can be deployed to production systemns.
C. The most recently built image unless otherwise specified.

D. A signed image that has passed all security validations.

HE. C

MY

In most container registries, the latest tag is sinply an alias pointing to whichever image was most recently built and pushed, unless
explicitly overridden. Option A is correct because the latest tag does not carry any semantic guarantee beyond being the most
recently tagged version.

Option B is incorrect-latest does not imply security validation or attestation. Option C is false because production systems should
not rely on latest; instead, immutable, versioned tags or digests should be used for reproducibility. Option D is misleading, as latest is
not tied to Git history but rather to tag assignment during the build/push process.

While convenient for testing or local development, relying on latest in production pipelines is discouraged.

Platform engineering best practices emphasize explicit versioning and image imnmutability to ensure consistency, reproducibility, and
traceability. Using signed images with SBOM attestation is recommended for security and compliance, while latest should only be
used in controlled, non-production workflows.

References:- CNCF Supply Chain Security Whitepaper- CNCF Platforms Whitepaper- Cloud Native Platform Engineering Study
Guide



EE#22
‘Which of'the following observability pillars provides detailed information about the path a request takes through different services in
a distributed system?

A. Events
B. Traces
C. Metrics
D. Logs

HE: B

MY

Traces provide end-to-end visibility into how a request flows through multiple services in a distributed system. Option A is correct
because tracing captures spans (individual service operations) and stitches them together to forma complete picture of request
execution, including latency, bottlenecks, and dependencies.

Option B (logs) provide detailed event records but lack contextual linkage across services. Option C (events) are discrete system
occurrences, not correlated request flows. Option D (metrics) provide aggregated numerical data like latency or throughput but
cannot show request-level detail across distributed systemns.

Tracing is especially critical in microservices architectures where a single request may traverse dozens of services. Tools like
OpenTelemetry, Jaeger, and Zipkin are commonly used to implement distributed tracing, which is essential for debugging,
performance optimization, and improving reliability.

References- CNCF Observability Whitepaper- OpenTelemetry CNCF Project Documentation- Cloud Native Platform Engineering
Study Guide
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