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CWNP CWNA-109 Exam Syllabus Topics:

Topic Details
¢ WLAN Network Security: It addresses the concepts of weak security options, security mechanisims for
Topic 1 enterprise WLANS, and security options and tools used in wireless networks.

¢ RF Validation and WLAN remediation: This topic covers RF interference, WLAN performance, the basic
Topic 2 features of validation tools, and common wireless issues.

¢ WLAN Regulations and Standards: The topic discusses the roles of WLAN and networking industry
organizations. It also addresses the concepts of various Physical Layer (PHY) solutions, spread spectrum

Topic 3
ope technologies, and 802.11 WLAN functional concepts.
¢ Radio Frequency (RF) Technologies: This topic explains the basic features and behavior of RF. It also
Topic 4 discusses applying the basic concepts of RF mathematics and measurement. Lastly, the topic covers RF

signal characteristics and the functionality of RF antennas.
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CWNP Wireless Network Administrator (CWNA) Sample Questions (Q86-
Q91):

NEW QUESTION # 86
You are implementing a multi- AP WLAN and fast secure roaming is essential. Which one of the following methods is an IEEE
802.11 standard method for fast roaming?

A FT

B. Band steering
C.OKC

D. Load balancing

Answer: A

Explanation:

FT (Fast Transition) is an IEEE 802.11 standard method for fast roaming. FT is defined in the IEEE 802.11r amendment and is also
known as Fast BSS Transition (FBT) or Fast Secure Roaming, FT is a feature that allows a client station to quickly switch from one
AP to another within the same ESS (Extended Service Set) without having to re-authenticate and re-associate with each AP. This
reduces the latency and packet loss that may occur during roaming, thus improving the user experience and maintaining the security
of the connection.

FT works by using pre-authentication and key caching mechanisis that allow the client station and the APs to exchange security
nformation before the actual roaming occurs. This way, when the client station decides to roamto a new AP, it can use a fast
reassociation request and response that contain only a few fields, instead of a full authentication and association exchange that
require more time and data. References: 1, Chapter 9, page

367; 2, Section 6.3

NEW QUESTION # 87
You have been tasked with creating a wireless link between two buildings on a single campus. The link must support at least 150
Mbps data rates. What kind of WLAN technology role should you deploy?

A. Wireless bridging
B. IBSS

C. Access BSS

D. WPAN

Answer: A

Explanation:

https//www.wlanmall.com/what-is-a-wireless-bridge/

Wireless bridging is a WLAN technology role that allows two or more networks to be connected wirelessly over a distance. A
wireless bridge consists of two or more APs that are configured to operate in bridge mode and use directional antennas to establish
a point-to-point or point-to-multipoint link. Wireless bridging can support high data rates and is suitable for scenarios where running
cables is impractical or expensive. To create a wireless link between two buildings on a single campus that supports at least 150
Mbps data rates, wireless bridging is an appropriate solution678. References: CWNA-109 Study Guide, Chapter 6: Wireless LAN
Devices and Topologies, page 271; CWNA-109Study Guide, Chapter 6: Wireless LAN Devices and Topologies, page 265; Wi-Fi
Wireless Bridging Explained.

NEW QUESTION # 88
Option 43 must be configured to allow access points to locate controllers. In what network service should this option be configured?

A. RADIUS
B. LDAP
C. DHCP
D. DNS

Answer: C

Explanation:
DHCP (Dynamic Host Configuration Protocol) is the network service where option 43 must be configured to allow access points to



locate controllers. DHCP is a protocol that allows a device to obtain an [P address and other network configuration parameters
froma server. In a wireless controller scenario, the access points can use DHCP to request an [P address froma DHCP server,
which can also provide the IP address or hostname of the wireless controller as an option in the DHCP response. Option43 is a
vendor-specific option that can be used to encode custom information for different types of devices. For example, Cisco access
points can use option 43 to receive the IP address of the wireless controller from the DHCP server, while Aruba access points can
use option 43 to receive the hostname of the wireless controller from the DHCP server. This way, the access points can discover the
wireless controller and establish a connection with it. References: 1, Chapter 8, page 309; 2, Section 5.2

NEW QUESTION # 89
During a post-implementation survey, you have detected a non-802.11 wireless device transmitting in the area used by handheld
802.11g scanners. What is the most important factor in determining the impact of this non-802.11 device?

A. Channel occupied
B. Receive sensitivity
C. Aurtime utilization
D. Protocols utilized

Answer: C

Explanation:

Airtime Utilization is a per-channel statistic that defines what percentage of the channel is currently being used, and what percentage
is therefore free. Airtime usage can come from: Data traffic to and from client devices. Interference from WiFi and non- WiFi
sources. Management overhead from APs and client devices. https://wyebot.cony2019/06/06/understanding-airtime-utilization/

NEW QUESTION # 90
You manage a WLAN with 100 802.11ac access points. All access points are configured to use 80 MHz channels. In a particular
BSS, only 40 MHz commumications are seen. What is the likely cause of this behavior?

A. The short guard interval is also enabled

B. All clients implement single spatial stream radios

C. The clients are all 802.11n STAs or lower

D. The AP is improperly configured to use only 40 MHz of the 80 MHz allocated bandwidth

Answer: C

Explanation:

https/7signal.cony802- 1 1 ac-migration-part-2-whats-nobodys-telling-you-about-80mhz-and- 1 60mhz-channel-bo The clients are
all 802.11n STAs or lower is the likely cause of this behavior. Ifa WLAN with 100 802.11ac access points is configured to use 80
MHz channels, butonly 40 MHz commumications are seen in a particular BSS, it means that the clients in that BSS do not support 80
MHz channels. This could be because they are using older standards, such as 802.11n or lower, that do not support 80 MHz
channels. Alternatively, they could be using newer standards, such as 802.11ac or ax, but have their channel width settings limited to
40 MHz or lower due to device capabilities or configuration options. In either case, the AP will adapt to the client's channel width
and use only 40 MHz of the 80 MHz allocated bandwidth to commumicate with them.

This will reduce the potential throughput and efficiency of the WLAN. References: , Chapter 3, page 111;, Section 3.2

NEW QUESTION # 91
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