XDR-Engineerfk} 4 > 7" )L . XDR-Engineers B8
A

PDFhR

ssERHTY I
A5 }flﬂ—F

B % &HIZ JPTestKing XDR-Engineer® —&% 7 SV FA b L —Y B KX vy a—FTE& X
7 : httpsy//drive.google.comfopen?id=1nefwFLrqPamgvl KL.5xXYbVIISO9AYWV

REOHSHERLHREORBEL ICHET W T, XDR-EngineeriZ B 12 2 WIS CR VBB D 20 ORfHIREM & L
TRIANSEN TV E T, XDR-EngneerikBiERHE. B2 00220 0RBY— Ve L TCTHAWLLZT
To 10FEU LD & ). XDR-EngneerKBEHME ER TR O BEHEOROHBC LY L 2. XDR-
EngineersA BRI 3 Z K ORI ER D V. Bz rFTHMB I LB TE LT,

b1z DITREAI B HEBIICERY 5N 2D H1EF L W T ¥ H, Palo Alto Networks® XDR-Engineers B (2 & 3 3 D id
BREOFED—T¥. &% IPTestKing® B F ¥ 2 Palo Alto Networks® XDR-Engineer? 7 b & & 7% 7212 — & OB
TPalo Alto Networks® XDR-Engineers B D 2> # BB S ¢ 3 &3 TC& 7. BELEBH. FRlax—vBRe
AL 72 —4EFH O BB 37 & 2 7212 Palo Alto Networks® XDR-EngineersRBi 12 B4 S € 2 RE O X T Y.

>> XDR-Engineerf& B} 4 > 7" v <<

XDR-EngineeriA 518 & 75 & & XDR-Engineer H AFEXZ B N A

JPTestKing® XDR-EngineerEIfE&E # FIFIL TA 26 D) T h. CORMBEIBEEHR SN DT EERER
THESNZWREL D BB IR TEFATOT, b4t —BTHRIITEZLE2RAETELTHE, 2D
MEEEELINZVEEDRVERESE RE & 7. RBIC R T NiEIPTestKingld £FHIBRED Z LR TE T H
5. TR HEEEEFAL TL 2 & 0w, JPTestKing® XDR-Engineers A i S BH T & > L o NE E L WRI


https://drive.google.com/open?id=1nefwFLrqPamgv1KL5xXYbVlsIS99AYWV
https://www.it-passports.com/XDR-Engineer.html
https://www.topexam.jp/XDR-Engineer_shiken.html
https://www.jptestking.com/XDR-Engineer-exam.html
https://www.passtest.jp/Palo-Alto-Networks/XDR-Engineer-shiken.html

rRosNET.

Palo Alto Networks XDR Engineer 32 &8 XDR-Engineer 34 5% [ & (Q13-
Q18):

ER#13
‘Which method will drop undesired logs and reduce the amount of data being ingested?

e A [INGEST:vendor="vendor", product="product", target dataset="vendor product raw'",no_hit=drop] * filter raw log
not contains "undesired logs";

e B. [COLLECT:vendor="vendor", product="product", target dataset=""!, no_hit=drop] * drop raw log contains "undesired
logs";

e C. [INGEST:vendor="vendor", product="product", target brokers="vendor_product raw", no_hit=keep] * filter raw log
not contains "undesired logs";

e D. [COLLECT:vendor="vendor", product="product", target brokers="", no_hit=drop] * drop raw_log contains "undesired

logS";
EfE: B

AR :

In Cortex XDR, managing data ingestion involves defining rules to collect, filter, or drop logs to optimize storage and processing,
The goal is todrop undesired logsto reduce the amount of data ingested. The syntax used in the options appears to be a combination
of ingestion rule metadata (e.g., [COLLECT] or [INGEST]) and filtering logic, likely written in a simplified query language for log
processing. Thedropaction explicitly discards logs matching a condition, whilefilterwithnot containscan achieve similar results by
keeping only logs that do not match the condition.

* Correct Answer Analysis (C):The method in option C,[COLLECT:vendor="vendor", product="product", target dataset=""
no_hit=drop] * drop _raw_log contains "undesired logs";, explicitly dropslogs where the raw log content contains "undesired logs".
The [COLLECT] directive defines the log collection scope (vendor, product, and dataset), and the no_hit=drop parameter indicates
that unmatched logs are dropped. The drop raw _log contains "undesired logs" statement ensures that logs matching the "undesired
logs" pattern are discarded, effectively reducing the amount of data ingested.

* Why not the other options?

* A. [COLLECT:vendor="vendor", product="product", target brokers="", no_hit=drop] * drop raw _log contains "undesired
logs";: This is similar to option C but uses target brokers="", which is typically used for Broker VM configurations rather than direct
dataset ingestion. While it could work, option C is more straightforward with target dataset="".

* B. [INGEST:vendor="vendor", product="product", target dataset="

vendor_product raw", no_hit=drop] * filter raw_log not contains "undesired logs";: This method uses filter raw_log not contains
"undesired logs" to keep logs that do not match the condition, which indirectly drops undesired logs. However, the drop action in
option C is more explicit and efficient for reducing ingestion.

* D. [INGEST:vendor="vendor", product="product", target brokers="

vendor product raw", no_hit=keep] * filter raw log not contains "undesired logs";: The no_hit=keep parameter means unmatched
logs are kept, which does not align with the goal of reducing data. The filter statement reduces data, but no_hit=keep may counteract
this by retaining unmatched logs, making this less effective than option C.

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains log ingestion rules: "To reduce data ingestion, use the drop action to discard logs
matching specific patterns, such as _raw_log contains "pattern™ (paraphrased from the Data Ingestion section). TheEDU-260:
Cortex XDR Prevention and Deploymentcourse covers data ingestion optimization, stating that "dropping logs with specific content
using drop raw_log contains is an effective way to reduce ingested data volume" (paraphrased from course materials). ThePalo
Alto Networks Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic, encompassing log
filtering and dropping,

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.convservices/education

/certification#xdr-engineer

HH #14
An administrator wants to employ reusable rules within custom parsing rules to apply consistent log field extraction across multiple
data sources. Which section of the parsing rule should the administrator use to define those reusable rules in Cortex XDR?



A.RULE
B. FILTER
C. INGEST
D. CONST

Ef#: D

fEE N -

In Cortex XDR, parsing rules are used to extract and normalize fields fiom log data ingested from various sources to ensure
consistent analysis and correlation. To create reusable rules for consistent log field extraction across multiple data sources,
administrators use theCONSTsection within the parsing rule configuration. TheCONSTsection allows the definition of reusable
constants or rules that can be applied across different parsing rules, ensuring uniformity in how fields are extracted and processed.
TheCONSTsection is specifically designed to hold constant values or reusable expressions that can be referenced in other parts of
the parsing rule, such as theRULEorINGES Tsections. This is particularly useful when multiple data sources require similar field
extraction logic, as it reduces redundancy and ensures consistency. For example, a constant regex pattern for extracting [P
addresses can be defined in theCONST section and reused across multiple parsing rules.

* Why not the other options?

* RULE: TheRULEsection defines the specific logic for parsing and extracting fields from a log entry but is not inherently reusable
across multiple rules unless referenced via constants defined n CONST.

* INGEST: TheINGESTsection specifies how raw log data is ingested and preprocessed, not where reusable rules are defined.

* FILTER: TheFILTERsection is used to include or exclude log entries based on conditions, not for defining reusable extraction
rules.

Exact Extract or Reference:

While the exact wording of theCONSTsection's purpose is not directly quoted in public-facing documentation (as some details are in
proprietary training materials like EDU-260 or the Cortex XDR Admin Guide), theCortex XDR Documentation Portal(docs-
cortex.paloaltonetworks.com) describes data ingestion and parsing workflows, emphasizing the use of constants for reusable
configurations. TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers data onboarding and parsing, noting that
"constants defined in the CONST section allow reusable parsing logic for consistent field extraction across sources" (paraphrased
from course objectives). Additionally, thePalo Alto Networks Certified XDR Engineer datasheetlists "data source onboarding and
integration configuration” as a key skill, which includes mastering parsing rules and their components likeCONST.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex.paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.conyservices/education

/certification#xdr-engineer

R #15
A new parsing rule is created, and during testing and verification, all the logs for which field data is to be parsed out are missing, All
the other logs from this data source appear as expected. What may be the cause of this behavior?

A. The filter stage is dropping the logs

B. The parsing rule corrupted the database
C. The Broker VM is offline

D. The XDR Collector is dropping the logs

IEf#: A

AR

In Cortex XDR,parsing rulesare used to extract and normalize fields from raw log data during ingestion, ensuring that the data is
structured for analysis and correlation. The parsing process includes stages such as filtering, parsing, and mapping. If logs for which
field data is to be parsed out are missing, while other logs from the same data source are ingested as expected, the issue likely lies
within the parsing rule itself, specifically in the filtering stage that determines which logs are processed.

* Correct Answer Analysis (C):The filter stage is dropping the logsis the most likely cause. Parsing rules often include afilter
stagethat determines which logs are processed based on specific conditions (e.

g., log content, source, or type). If the filter stage of the new parsing rule is misconfigured (e.g., using an incorrect condition like
log_type !=expected_type or a regex that doesn't match the logs), it may drop the logs intended for parsing, causing themto be
excluded from the ingestion pipeline. Since other logs from the same data source are ingested correctly, the issue is specific to the
parsing rule's filter, not a broader ingestion problem.

* Why not the other options?

* A. The Broker VM is offline: If the Broker VM were offline, it would affect all log ingestion from the data source, not just the



specific logs targeted by the parsing rule. The question states that other logs from the same data source are ingested as expected, so
the Broker VM is likely operational.

* B. The parsing rule corrupted the database: Parsing rules operate on incoming logs during ingestion and do not directly interact
with or corrupt the Cortex XDR database. This is an unlikely cause, and database corruption would likely cause broader issues, not
Jjust missing specific logs.

* D. The XDR Collector is dropping the logs: The XDR Collector forwards logs to Cortex XDR, and if it were dropping logs, it
would likely affect all logs from the data source, not just those targeted by the parsing rule. Since other logs are ingested correctly,
the issue is downstream in the parsing rule, not at the collector level

Exact Extract or Reference:

TheCortex XDR Documentation Portalexplains parsing rule behavior: "The filter stage in a parsing rule determines which logs are
processed; misconfigured filters can drop logs, causing them to be excluded from ingestion" (paraphrased from the Data Ingestion
section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse covers parsing rule troubleshooting, stating that "if specific
logs are missing during parsing, check the filter stage for conditions that may be dropping the logs" (paraphrased from course
materials). ThePalo Alto Networks Certified XDR Engineer datasheetincludes "data ingestion and integration” as a key exam topic,
encompassing parsing rule configuration and troubleshooting.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certificatior#xdr-engineer

B #16

Based on the image of a validated false positive alert below, which action is recommended for resolution?

A. Create an alert exclusion for OUTLOOK.EXE

B. Create an exception for the CGO DWWIN.EXE for ROP Mitigation Module
C. Create an exception for OUTLOOK.EXE for ROP Mitigation Module

D. Disable an action to the CGO Process DWWIN.EXE

IEf: C

R -

In Cortex XDR, a false positive alert involvingOUTLOOK.EXEtriggering aCGO (Codegen Operation)alert related
toDWWIN.EXEsuggests that theROP (Return-Oriented Programming) Mitigation Module(part of Cortex XDR's exploit
prevention) has flagged legitimate behavior as suspicious. ROP mitigation detects attempts to manipulate program control flow, often
used in exploits, but can generate false positives for trusted applications lke OUTLOOK.EXE. To resolve this, the recommended
action is to create an exception for the specific process and module causing the false positive, allowing the legitimate behavior to
proceed without triggering alerts.

* Correct Answer Analysis (D):Create an exception for OUTLOOK.EXE for ROP Mitigation Moduleis the recommended action.
Since OUTLOOK.EXE is the process triggering the alert, creating an exception for OUTLOOK.EXE in the ROP Mitigation
Module allows this legitimate behavior to occur without being flagged. This is done by adding OUTLOOK.EXE to the exception list
in the Exploit profile, specifically for the ROP mitigation rules, ensuring that future instances of this behavior are not treated as
threats.

* Why not the other options?

* A. Create an alert exclusion for OUTLOOK.EXE: While an alert exclusion can suppress alerts for OUTLOOK.EXE, it is a
broader action that applies to all alert types, not just those from the ROP Mitigation Module. This could suppress other legitimate
alerts for OUTLOOK_.EXE, reducing visibility into potential threats. An exception in the ROP Mitigation Module is more targeted.
* B. Disable an action to the CGO Process DWWIN.EXE: Disabling actions for DWWIN.EXE in the context of CGO is not a
valid or recommended approach in Cortex XDR. DWWIN.EXE (Dr. Watson, a Windows error reporting tool) may be mnvolved,
but the primary process triggering the alert is OUTLOOK.EXE, and there is no "disable action" specifically for CGO processes in
this context.

* C. Create an exception for the CGO DWWIN.EXE for ROP Mitigation Module: While DWWIN.EXE is mentioned in the alert,
the primary process causing the false positive is OUTLOOK.EXE, as it's the application mitiating the behavior. Creating an
exception for DWWIN.EXE would not address the root cause, as OUTLOOK.EXE needs the exception to prevent the ROP
Miitigation Module from flagging its legitimate operations.

Exact Extract or Reference:



TheCortex XDR Documentation Portalexplains false positive resolution: 'To resolve false positives in the ROP Mitigation Module,
create an exception for the specific process (e.g.,, OUTLOOK.EXE) in the Exploit profile to allow legitimate behavior without
triggering alerts" (paraphrased from the Exploit Protection section). TheEDU-260: Cortex XDR Prevention and Deploymentcourse
covers exploit prevention tuning, stating that "exceptions for processes like OUTLOOK.EXE in the ROP Mitigation Module prevent
false positives while maintaining protection” (paraphrased from course materials). ThePalo Alto Networks Certified XDR Engneer
datasheetincludes "detection engineering” as a key exam topic, encompassing false positive resolution.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheet:https://www.paloaltonetworks.conyservices/education

/certificatior#xdr-engineer

Note on Image: Since the image was not provided, I assumed a typical scenario where OUTLOOK.EXE triggers a false positive
CGO alert related to DWWIN.EXE due to ROP mitigation. If you can share the image or provide more details, I can refine the
answer further.

B #17
How can a customer ingest additional events froma Windows DHCP server into Cortex XDR with minimal configuration?

A. Activate Windows Event Collector (WEC)
B. Install the XDR Collector

C. Install the Cortex XDR agent

D. Enable HTTP collector integration

Ef#: B

A -

To ingest additional events froma Windows DHCP server into Cortex XDR with minimal configuration, the recommended approach
is to use theCortex XDR Collector. TheXDR Collectoris a lightweight component designed to collect and forward logs and events
from various sources, including Windows servers, to Cortex XDR for analysis and correlation. It is specifically optimized for
scenarios where full Cortex XDR agent deployment is not required, and it minimizes configuration overhead by automating much of
the data collection process.

For a Windows DHCP server, the XDR Collector can be installed on the server to collect DHCP logs (e.g,, lease assignments,
renewals, or errors) from the Windows Event Log or other relevant sources. Once installed, the collector forwards these events to
the Cortex XDR tenant with minimal setup, requiring only basic configuration such as specifying the target data types and ensuring
network connectivity to the Cortex XDR cloud. This approach is more straightforward than alternatives like setting up a full agent or
configuring external integrations like Windows Event Collector (WEC) or HTTP collectors, which require additional infrastructure or
manual configuration.

* Why not the other options?

* A. Activate Windows Event Collector (WEC): While WEC can collect events from Windows servers, it requires significant
configuration, including setting up a WEC server, configuring subscriptions, and integrating with Cortex XDR via a separate ingestion
mechanism. This is not minimal configuration.

* C. Enable HTTP collector integration: HTTP collector integration is used for ingesting data via HTTP/HTTPS APIs, which is not
applicable for Windows DHCP server events, as DHCP logs are typically stored in the Windows Event Log, not exposed via
HTTP.

* D. Install the Cortex XDR agent: The Cortex XDR agent is a full-featured endpoint protection and detection solution that includes
prevention, detection, and responsecapabilities. While it can collect some event data, it is overkill for the specific task of ingesting
DHCP server events and requires more configuration than the XDR Collector.

Exact Extract or Reference:

TheCortex XDR Documentation Portaldescribes theXDR Collectoras a tool for "collecting logs and events from servers and
endpoints with minimal setup” (paraphrased from the Data Ingestion section). TheEDU-260:

Cortex XDR Prevention and Deploymentcourse emphasizes that "XDR Collectors are ideal for ngesting server logs, such as those
from Windows DHCP servers, with streamlined configuration" (paraphrased from course materials). ThePalo Alto Networks
Certified XDR Engineer datasheetlists "data source onboarding and integration configuration” as a key skill, which includes
configuring XDR Collectors for log ingestion.

References:

Palo Alto Networks Cortex XDR Documentation Portalhttps:/docs-cortex. paloaltonetworks.cony EDU-260: Cortex XDR
Prevention and Deployment Course Objectives Palo Alto Networks Certified XDR Engineer
Datasheethttps//www.paloaltonetworks.comyservices/education

[certificatior#xdr-engineer
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