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Fortinet FCSS - Network Security 7.6 Support Engineer Sample Questions
(Q15-Q20):
NEW QUESTION # 15 
Which exchange lakes care of DoS protection in IKEv2?

A. Create_CHILD_SA
B. IKE_Auth
C. IKE_SA_NIT
D. IKE_Req_INIT

Answer: D

Explanation:
The IKE_SA_INIT exchange in IKEv2 is responsible for DoS protection measures. During IKE_SA_INIT, before authentication
and further exchange, the responder can use cookie challenges (per RFC 7296 and Fortinet VPN documentation). If a DoS attack
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is suspected (many requests from the same source), the responder replies with a cookie. Only after the initiator returns the correct
cookie does the exchange proceed, protecting the responder from state exhaustion and certain forms of DoS traffic at the handshake
stage.
References:
FortiOS VPN Manual: IKEv2 Exchange Process and DoS Protections
IKEv2 RFC 7296: Description of IKE_SA_INIT and DoS Cookie Mechanism

NEW QUESTION # 16 
Refer to the exhibit, which shows a partial web filter profile configuration.

The URL www.dropbox.com is categorized as File Sharing and Storage.
Which action does FortiGate take if a user attempts to access www.dropbox.com?

A. Based on the URL Filter configuration, FortiGate allows the connection.
B. FortiGate blocks the connection as an invalid URL.
C. FortiGate blocks the connection, based on the FortiGuard category-based filter configuration.
D. Based on the Web Content filter configuration, access to www.dropbox.com would be exempted.

Answer: A

NEW QUESTION # 17 
Exhibit.

Refer to the exhibit, which shows a partial output of diagnose hardware aysinfo memory.
Which two statements about the output are true? (Choose two.)

A. The value indicated next to the inactive heading represents the currently unused cache page.
B. The I/O cache, which has 641364 kB of memory allocated to it.
C. The user space has 708880 kB of physical memory that is not used by the system.
D. There are 98908 kB of memory that will never be used.

Answer: A,C



Explanation:
The partial output from diagnose hardware sysinfo memory provides details on system RAM allocation.
According to Fortinet's technical documentation for memory troubleshooting and Linux memory management (which FortiOS is
based on):
* MemFree is the portion of physical memory not currently allocated to any running process or kernel function. Thus, 708880 kB is
available and can be immediately used by user-space programs or system operations.
* Inactive refers to pages in the memory cache that were previously in use for I/O or file system buffering but are now not actively
referenced. These pages are retained in memory for quick access if needed again, but can be reclaimed for other memory operations
if demand increases. The value 98908 kB here represents currently unused cache pages (inactive pages), ready for repurposing or
deletion if the system requires more RAM.
* Cached represents the total amount of system memory allocated to cache, which includes both active and inactive cache pages. It
does not, by itself, represent I/O cache exclusively, nor does "inactive" mean memory "will never be used" as the kernel can re-
purpose inactive pages on demand.
References:
Fortinet Technical Tip: Explaining the 'diagnose hard sysinfo memory' command FortiOS System Administration Guide: Linux
Memory Reporting, Cached and Inactive Statistics

NEW QUESTION # 18 
In the SAML negotiation process, which section does the Identity Provider (IdP) provide the SAML attributes utilized in the
authentication process to the Service Provider (SP)?

A. Authentication Response
B. SP Login dump
C. Authentication Request
D. Assertion dump

Answer: D

NEW QUESTION # 19 
Refer to the exhibit, which shows a partial output of the real-time LDAP debug.

What two actions can the administrator take to resolve this issue? (Choose two.)

A. Ensure the account is active.
B. Ensure the user is a member of at least one AD group to ensure step 4 of the LDAP authentication process is successful.
C. Ensure the user is providing the correct user credentials.
D. Ensure the user logs in using 'John Smith' not 'jsmith'.

Answer: A,C

NEW QUESTION # 20
......
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