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156-590 54 5% B /E (Q54-Q59):

HH #54
Task: Create a custom Threat Prevention profile named Corporate TP_Strict in SmartConsole.

Ef#:

RN -

See the Explanation. Explanation:

1- Go to Threat Prevention > Profiles.

2- Click "New Profile", name it Corporate TP _Strict.

3- In the base profile, select Optimized as a starting point.

4- Enable IPS, Anti-Bot, Anti-Virus, Threat Emulation, and Threat Extraction.
5- Save the profile for later assignment to a policy rule.

B #55
Task: Disable Anti-Virus scanning temporarily for troubleshooting.

Ef#:

A -

See the Explanation. Explanation:

1- In SmartConsole > Gateway Properties > Threat Prevention.
2- Uncheck "Anti- Virus" blade temporarily.

3- Publish and mstall the policy.

4- Re-enable it post-testing following the same steps.

5- Confirm with cpstat antimalware.

E R #56
Task: Monitor Anti-Bot and AV throughput and CPU usage.

IEf#:

fi .-

See the Explanation. Explanation:

1- SSH mto the Gateway.

2- Run: cpview > press TAB to reach "Threat Prevention."

3- Note values for throughput, scanning rate, and CPU usage.
4- Exit with 'q" and monitor again post-traffic load test.

5- Use this to optimize scan settings if needed.

HH #57
Task: Use SmartConsole to verify that the correct profile is applied to gateway traffic.

Ef#:

AR :

See the Explanation. Explanation:

1- Generate traffic that matches the Threat Prevention rule.

2- Go to Logs & Monitor, search by source/destination.

3- Confirm the Profile name in the log entry under Threat Prevention details.
4- Cross-reference with the rule base.

5- Adjust rules if wrong profile is triggered.

HH #58
Task: Configure exceptions for Anti- Virus to ignore a known safe file hash.



Ef#:

R :

See the Explanation. Explanation:

1- Open SmartConsole > Threat Prevention > Protections.

2- Go to "Anti- Virus" protections.

3- Create a new exception using file hash under "Files & Hashes."
4- Set action to "Ignore" or "Detect."

5- Save, apply to profile, publish, and install policy.
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