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Priifungsfragen mit Losungen (Q78-Q83):

78. Frage

Taylor, a security professional, uses a tool to monitor her company's website, analyze the website's traffic, and track the
geographical location of the users visiting the company's website. Which of the following tools did Taylor employ in the above
scenario?

A. WebSite Watcher
B. Webroot

C. WAFWOOF

D. web-Stat

Antwort: D

Begrindung;

Increase your web site's performance and grow! Add Web-Stat to your site (it's free!) and watch individuals act together with your
pages in real time.

Learn how individuals realize your web site. Get details concerning every visitor's path through your web site and track pages that
flip browsers into consurmers.

One-click install. observe locations, in operation systems, browsers and screen sizes and obtain alerts for new guests and
conversions

79. Frage

Steve, a scientist who works in a governmental security agency, developed a technological solution to identify people based on
walking patterns and implemented this approach to a physical control access.

A camera captures people walking and identifies the individuals using Steve's approach.

After that, people must approximate their RFID badges. Both the identifications are required to open the door.

In this case, we can say:

A. The solution will have a high level of false positives

B. Biological motion cannot be used to identify people

C. The solution implements the two authentication factors: physical object and physical characteristic
D. Although the approach has two phases, it actually implements just one authentication factor

Antwort: C

Begriindung;

In authentication, Multi-Factor Authentication (MFA) volves using more than one category of authentication factors:
Something you know (e.g., password)

Something you have (e.g., RFID badge, token)

Something you are (e.g., biometrics like fingerprints, facial recognition, gait) In this scenario:

The RFID badge is "something you have" (a physical object).

The gait recognition (walking pattern) captured by the camera is a biometric-"something you are" (a physical characteristic).
Together, these two methods represent two distinct authentication factors, thereby implementing true multi- factor authentication.
Reference - CEH v13 Official Study Guide:

Module 5: System Hacking

Topic: Authentication Mechanisims

Quote:

"Examples of multi-factor authentication include combining biometrics (something you are) with a smart card or badge (something
you have). Gait recognition is considered a behavioral biometric and falls under

rn

'something you are'.
Incorrect Options Explained:

A). Incorrect - gait and RFID represent two separate factor types, not one.

C). No evidence in the scenario supports high false positives.

D). Gait analysis is a recognized biometric method and can be used for identification.
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80. Frage

You have gained physical access to a Windows 2008 R2 server which has an accessible disc drive. When you attempt to boot the
server and log in, you are unable to guess the password. In your tookit, you have an Ubuntu 9.10 Linux LiveCD. Which Linux-
based tool can change any user's password or activate disabled Windows accounts?

A. SET

B. Cain & Abel

C. John the Ripper
D. CHNTPW

Antwort: D

81. Frage

Bob, a network admnistrator at BigUniversity, realized that some students are connecting their notebooks in the wired network to
have Internet access. In the university campus, there are many Ethernet ports available for professors and authorized visitors but not
for students.

He identified this when the IDS alerted for malware activities in the network. What should Bob do to avoid this problem?

A. Ask students to use the wireless network
B. Separate students in a different VLAN
C. Disable unused ports in the switches

D. Use the 802.1x protocol

Antwort: D

82. Frage

Nedved is an IT Security Manager of a bank in his country. One day. he found out that there is a security breach to his company's
email server based on analysis of a suspicious connection from the email server to an unknown IP Address.

What is the first thing that Nedved needs to do before contacting the incident response team?

A. Disconnect the email server from the network

B. Migrate the connection to the backup email server

C. Leave it as it Is and contact the incident response te3m right away
D. Block the connection to the suspicious IP Address from the firewall

Antwort: A
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