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Fortinet NSE7_SSE_AD-25 Exam Syllabus Topics:

Topic Details
o Secure Private Access (SPA): This domain includes designing SPA use cases, deploying SPA with SD-
Topic 1 WAN, and implementing ZTNA with tagging rules and access proxy configurations.

¢ SASE deployment and management: This section focuses on deploying and managing FortiSASE for
branch and remote users, configuring advanced inspection features, and managing endpoint profiles and

Topic 2
P compliance rules.
¢ SASE architecture and integration: This domain covers integrating FortiSASE into existing networks,
Topic 3 identifying core SASE components, and evaluating their roles in advanced deployment scenarios.
e Analytics: This section covers troubleshooting connectivity and endpoint issues, analyzing dashboards and
Topic 4 logs, and reviewing reports related to user traffic and security events.

Fortinet NSE 7 - FortiSASE 25 Enterprise Administrator Sample Questions
(Q22-Q27):

NEW QUESTION # 22
‘Which policy type is used to control traffic between the FortiClient endpoint to FortiSASE for secure internet access?

e A secure web gateway (SWG) policy
e B. VPN policy

e (. thin edge policy

e D. private access policy

Answer: A

Explanation:

The Secure Web Gateway (SWQ) policy is used to control traffic between the FortiClient endpoint and FortiSASE for secure
internet access. SWG provides comprehensive web security by enforcing policies that manage and monitor user access to the
mternet.

* Secure Web Gateway (SWG) Policy:

* SWG policies are designed to protect users from web-based threats and enforce acceptable use policies.

* These policies control and monitor user traffic to and from the internet, ensuring that security protocols are followed.

* Traffic Control:

* The SWG policy intercepts all web traffic, inspects it, and applies security rules before allowing or blocking access.

* This policy type is crucial for providing secure internet access to users connecting through FortiSASE.

References:

FortiOS 7.6 Admmnistration Guide: Details on configuring and managing SWG policies.

FortiSASE 23.2 Documentation: Explains the role of SWG in securing internet access for endpoints.

NEW QUESTION # 23
An organization must block user attempts to log in to non-company resources while using Microsoft Office 365 to prevent users
from accessing unapproved cloud resources. Which FortiSASE feature can you implement to meet this requirement?

A. data loss prevention (DLP) with Microsoft Purview Information Protection (MPIP)
B. web filter with nline-CASB

C. application control with inline-CASB

D. DNS filter with domain filter
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Answer: C

Explanation:

Application control with inline-CASB enables enforcement of SaaS usage policies, including controlling user authentication and
access behavior within cloud applications like Microsoft Office

365. It can block or restrict attempts to log in to unauthorized or non-company cloud resources by inspecting and controlling
application-level actions in real time.

NEW QUESTION # 24
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The daily report for application usage shows an unusually high number of unknown applications by category.
What are two possible explanations for this? (Choose two.)

A. Deep inspection is not being used to scan traffic.

B. Certificate inspection is not being used to scan application traffic.

C. The inline-CASB application control profile does not have application categories set to Monitor
D. Zero trust network access (ZTNA) tags are not being used to tag the correct users.

Answer: A,C

Explanation:

In FortiSASE, the accuracy of application usage reports depends on two primary factors: the ability to identify the application
(visibility) and the configuration to log that data (reporting).

* Deep Inspection Requirement (D): Modern applications frequently use encryption (SSL/TLS) and dynamic ports. Without Deep
Inspection (SSL decryption), the FortiSASE security engine cannot see the application payload and is limited to inspecting headers
or SNI. This results in many applications being identified only by their generic protocol (e.g., "SSL" or "HTTPS") and subsequently



appearing as Unknown in reports because the specific Layer 7 application signature cannot be matched.

* Application Control Monitor Setting (B): Even when an application is correctly identified, it must be properly logged to appear
accurately in the "Daily report for application usage". In the inline-CASB (Application Control) profile, categories are assigned
actions such as "Allow", "Block", or "Monitor". If categories are set to "Allow" instead of Monitor, the traffic is permitted but
granular session details- including the specific application category-may not be logged for reporting purposes, causing themto be
grouped into an "Unknown'" or "Uncategorized" bucket in high-level summaries.

* Analysis of Incorrect Options:

* Option A: While certificate inspection provides more visibility than no inspection, it is still insufficient for many applications that
require deep packet inspection for identification.

Therefore, the lack of Deep inspection (Option D) is the more accurate technical explanation for

"Unknown" results.

* Option C: ZTNA tags are used for access control and posture-based policy enforcement; they do not impact the application
identification engine's ability to categorize traffic flows.

NEW QUESTION # 25
You are configuring FortiSASE SSL deep inspection. What is required for FortiSASE to inspect encrypted traffic? (Choose one
answer)

e A FortiSASE acts as a root CA without needing a certificate, and SSL deep inspection is used only for split DNS and video
filtering,

¢ B. FortiSASE requires an external CA to issue certificates to client machines, and SSL deep inspection supports only
antivirus and file filter.

¢ C. FortiSASE acts as a certificate authority (CA) with a self-signed or internal CA certificate, requiring the root CA certificate
to be imported into client machines.

e D. FortiSASE uses a third-party CA certificate without importing it to client machines, and SSL deep inspection supports
only web filtering and application control.

Answer: C

Explanation:

SSL deep inspection (DPI) is a critical security function that allows FortiSASE to decrypt and inspect the actual payload of
encrypted traffic (such as HTTPS, SMTPS, and FTPS) to identify and block hidden threats.

* The Role of the CA: For this process to occur, FortiSASE must act as a "man-in-the-middle" by intercepting the SSL session,
decrypting it for inspection, and then re-encrypting it before sending it to the endpoint.2 To re-encrypt the traffic, FortiSASE acts as
a Certificate Authority (CA) and signs a new certificate for the destination website on the fly.

* Certificate Types: This CA role can be fulfilled using the default self-signed certificate provided by Fortinet (typically

Fortinet CA_SSL) or a certificate issued by an organization's mternal/private CA.

Publicly trusted third-party CAs (like DigiCert or Let's Encrypt) do not sell CA-capable certificates that can be used for this type of
inspection.

* Client Machine Requirement: Because the endpoint's browser or operating system will not natively trust a certificate signed by a
private or self-signed CA, the root CA certificate must be imported into the Trusted Root Certification Authorities store on all
managed client machines. Failure to do so results in persistent certificate warnings or blocked connections for the end user.

* Supported Features: Once enabled, SSL deep inspection provides the necessary visibility for high- level security features to
function, including Antivirus, Web Filtering, Data Loss Prevention (DLP), File Filter, and Application Control.

NEW QUESTION # 26
What are two benefits of deploying FortiSASE with FortiGate ZTNA access proxy? (Choose two.)

A. Tt supports both agentless ZTNA and agent-based ZTNA.
B. It offers data center redundancy.

C. The on-premises FortiGate performs a device posture check.
D. It is ideal for latency-sensitive applications.

Answer: A,C

Explanation:

Integrating FortiSASE with FortiGate ZTNA access proxy enables support for both agent-based and agentless ZTNA access
methods, providing flexible connectivity options for different user types. In this architecture, the on-premises FortiGate also performs
device posture checks to evaluate endpoint compliance before granting access to internal applications.



NEW QUESTION # 27
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