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HEE #234
Which two features are supported only by FortiMail but not by FortiGate? (Choose two.)

A. end-to-end IBE encryption
B. DNSBL

C. FortiGuard Antispam

D. built-in MTA

Y. AD

HE #235

A cafe offers free Wi-Fi. Customers' portable electronic devices often do not have antivirus software installed and may be hosting
worms without their knowledge.

You nwst protect all customers from any other customers' infected devices that join the same SSID.

Which step meets the requirement?

e A Enable deep SSH inspection with antivirus and IPS.
¢ B. Use WPA2 encryption and configure a policy on FortiGate to block all traffic between clients.
e C. Use a captive portal to redirect unsecured connections such as HITP and SMTP to their secured equivalents, preventing
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worns on infected clients from tampering with other customer traffic.
e D. Use WPA2 encryption, and enable "Block Intra-SSID Traffic".

HE: D

EAE #236
Refer to the CLI configuration of an SSL inspection profile from a FortiGate device configured to protect a web server:

config firewall ssl-ssh-profile
edit Inbound-SSL-Inspect
config https
set ports 443
set status deep-inspection

end
set supported-alpn none
next

Based on the information shown, what is the expected behavior when an HTTP/2 request comes in?

A. FortiGate will rewrite the ALPN header to request HTTP/1.

B. FortiGate will forward the traffic without modifying the ALPN header.
C. FortiGate will strip the ALPN header and forward the traffic.

D. FortiGate will reject all HTTP/2 ALPN headers.

e C

HE.
https:/docs. fortinet.conm/document/fortigate/7.0.0/new-features/710924/http-2- support-in-proxy- mode-ssk-inspection

AE #237

The FortiGate is used as an [Psec gateway at a branch office. Two tunnels, tunA and tunB, are established between this FortiGate
and the headquarters' IPsec gateway. The branch office's subnet is 10.1.1.0/24. The headquarters' subnet is 10.2.2.0/24.

The desired usage for tnA and tunB has been defined as follows:

- sessions initiated from 10.1.1.0/24 to 10.2.2.0/24 must be routed out over tunA when tunA is up

- sessions initiated from 10.1.1.0/24 to 10.2.2.0/24 have to be routed

out over tunB when tunA is down

- sessions initiated from 10.2.2.0/24 can ingress either on tunA or on

tunB

Which static routing configuration meets the requirements?

confly rolter static

edit 1

set dst 10.2.2.0 255,255 280.0
set distance 10

set device "tunA”

next

edit 2

set dst-i0,272.0 255.255.255.0
el distance 20

et devics "tunbB”

fext

.A:M




config router static

edit 1

set dst 10.2.2.0 255.255.255.0
set distance 10

|set priority 5

Set dévick "tuna”

next

edit 2

set dst 1072.2.0 255.255.255.0
set distance 10

set priority 10

set device "tunB*

next

e B |end

config router static

edit 1

set dst 10.2.2.0 255.255.255.0
set distance 10

set weight 20

set device "tunA”

next

edit 2

set dst 10,2.2.0 255.255.255.0
set distance 10 Fi:RTINEY

set ‘weight 10
set davice "“tunB”
next

e C. end

config router static

edit 1

set dst 10.2.2.0 255.255,255.0
set distance 10

gset device "tunA”

next

edit 2

set dst 10¢2v2.0 255.255.255.0
set distance 10

set dewice "tunB*

nexEINMET
end
e D
HY: B
EE #238

A FortiGate is configured to perform outbound firewall authentication with Azure AD as a SAML IdP.
What are two valid interactions that occur when the client attempts to access the internet?
(Choose two.)

A. The client browser forwards the SAML response received from Microsoft SAML IdP to the FortiGate SP.

B. FortiGate SP redirects the client browser to the local captive portal and then redirects to the Microsoft SAML IdP.
C. The Microsoft SAML IdP sends the SAML response to the FortiGate SP.

D. FortiGate SP sends a SAML request to the IdP.

HE: AD

Y.

FortiGate SP sends a SAML request to the IdP.

FortiGate acts as the SAML Service Provider (SP). When a client attempts to access the internet, FortiGate redirects the client to
the Identity Provider (IdP) and sends a SAML request to initiate the authentication process.

The client browser forwards the SAML response received from Microsoft SAML IdP to the FortiGate SP.

After the client authenticates with the Microsoft Azure AD IdP, the IdP sends a SAML response to the client browser, which
forwards this response to the FortiGate SP for verification and further processing,

HE #239
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