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A 270
¢ Designing Integration Solutions to Meet Security Requirements: This topic emphasizes securing access to
=x 1 the Anypoint Platform and APIs, using Anypoint Security, counteracting security vulnerabilities, and
understanding audit logging capabilities.

¢ Initiating Integration Solutions on Anypoint Platform: Summarizing MuleSoft Catalyst and Catalyst
=x 2 Knowledge Hub, differentiating between functional and non-functional requirements, selecting features for
designing and managing APIs, and choosing deployment options are its sub-topics.
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¢ Designing Architecture Using Integration Paradigims: This topic focuses on creating high-level integration
=x 3 architectures using various paradigis. It includes API-led connectivity, web APIs and HTTP, event-driven
APISs, and message brokers, and designing Mule application using messaging patterns and technologies.

¢ Applying DevOps Practices and Operating Integration Solutions: Its sub-topics are related to designing CI
= 4 ¢ CD pipelines with MuleSoft plugins, automating interactions with Anypoint Platform, designing logging
configurations, and identifying Anypoint Monitoring features.

¢ Designing Integration Solutions to Meet Performance Requirements: This topic covers meeting
FH 5 performance and capacity goals, using streaming features, and processing large message sequences.

¢ Designing for the Runtime Plane Technology Architecture: It includes analyzing Mule runtime clusters,
= 6 designing solutions for CloudHub, choosing Mule runtime domains, leveraging Mule 4 class loader
isolation, and understanding the reactive event processing model

¢ Designing Automated Tests for Mule Applications: This topic covers unit test suites, and scenarios for
A7 integration and performance testing,

%| &l Salesforce MuleSoft MuleSoft-Integration-Architect-1 F 2= E X
(Q147-Q152):

AE #147

As a part of project , existing java implementation is being migrated to Mulesoft. Business is very tight on the budget and wish to
complete the project in most economical way possible.

Canonical object model using java is already a part of existing implementation. Same object model is required by mule application
for a business use case. What is the best way to achieve this?

A. Create a custom application to read Java code and make it available for Mule application
B. Use Anypoint exchange

C. Create similar model for Mule applications

D. Make use of Java module

HEe. D

A

Mule 4 is built to:

* Minimize the need for custom code.

* Avoid the need for you to know or understand Java.

However, some advanced uses cases require integration with custom Java code, such as:
* Reuse of a library, such as a tax calculation library.

* Reuse of a canonical object model that is standard in the organization.

* Execution of custom logic using Java.

Mule ref doc : httpsv/docs.mulesoft.convjava-module/1.2/

EE #148

Refer to the exhibit.

A Mule application has an HTTP Listener that accepts HITP DELETE requests. This Mule application Is deployed to three
CloudHub workers under the control of the CloudHub Shared Load Balancer.

A web client makes a sequence of requests to the Mule application's public URL.

How is this sequence of web client requests distributed among the HTTP Listeners running in the three CloudHub workers?

A. Each request is routed (scattered) to ALL three CloudHub workers at the same time

B. Each request Is routed to ONE ARBITRARY CloudHub worker out of ALL three CloudHub workers

C. Each request is routed to ONE ARBITRARY CloudHub worker in the PRIMARY Availability Zone (AZ)
D. Each request is routed to the PRIMARY CloudHub worker in the PRIMARY Availability Zone (AZ)

. B

0



Y.
Correct behavior is Each request is routed to ONE ARBITRARY CloudHub worker out of ALL three CloudHub workers

HEE #149

A set of integration Mule applications, some of which expose APISs, are being created to enable a new business process. Various
stakeholders may be impacted by this. These stakeholders are a combination of semi-technical users (who understand basic
integration terminology and concepts such as JSON and XML) and technically skilled potential consumers of the Mule applications
and APIs.

What Is an effective way for the project team responsible for the Mule applications and APIs being built to communicate with these
stakeholders using Anypoint Platform and its supplied toolset?

¢ A Capture documentation about the Mule applications and APIs inline within the Mule integration flows and use Anypoint
Studio's Export Documentation feature to provide an HTML version of this documentation to the stakeholders

¢ B. Use Anypoint Exchange to register the various Mule applications and APIs and share the RAML definitions with the
stakeholders, so they can be discovered

¢ (. Use Anypoint Design Center to implement the Mule applications and APIs and give the various stakeholders access to
these Design Center projects, so they can collaborate and provide feedback

¢ D. Create Anypoint Exchange entries with pages elaborating the integration design, including API notebooks (where
applicable) to help the stakeholders understand and interact with the Mule applications and APIs at various levels of technical
depth

H": D

MY

As the stakeholders are semitechnical users , preferred option is Create Anypoint Exchange entries with pages elaborating the
itegration design, including API notebooks (where applicable) to help the stakeholders understand and interact with the Mule
applications and APIs at various levels of technical depth

EAE #150
What is an advantage of using OAuth 2.0 client credentials and access tokens over only API keys for API authentication?

A. Ifthe access token is compromised, the client credentials do not to be reissued.

B. Ifthe client secret is compromised, the client credentials do not have to be reissued.
C. Ifthe access token is compromised, I can be exchanged for an API key.

D. Ifthe client ID is compromised, it can be exchanged for an API key

2
m

83": A

ME:

The advantage of using OAuth 2.0 client credentials and access tokens over only API keys for API authentication is that if the
access token is compromised, the client credentials do not have to be reissued.

OAuth 2.0 is a secure protocol for authenticating clients and authorizing them to access protected resources. It works by having the
client authenticate with the authorization server and receive an access token, which is then used to authenticate requests to the APL
Ifthe access token is compromised, it can be revoked and replaced without needing to reissue the client credentials.

References: MuleSoft Certified Integration Architect - Level 1 Official Text Book and Resources:

* Chapter 7: Security

* Section 7.2: OAuth 2.0

According to the National Institute of Standards and Technology (NIST), a hybrid cloud is a cloud computing deployment model
that describes a composition of two or more distinct cloud infrastructures (private, community, or public) that remain unique entities
but are bound together by standardized or proprietary technology that enables data and application portability. Hybrid clouds allow
organizations to leverage the advantages of multiple cloud environments, such as combining the scalability and cost-efficiency of
public clouds with the security and control of private clouds. This model facilitates flexibility and dynamic scalability, supporting
diverse workloads and business needs while ensuring that sensitive data and applications can remain in a controlled private
environment.

References

* NIST Definition of Cloud Computing

* Hybrid Cloud Overview and Benefits



HAE #151
A developer needs to discover which API specifications have been created within the organization before starting a new project.
‘Which Anypoint Platform component can the developer use to find and try out the currently released API specifications?

A. Object Store

B. Anypomnt Exchange
C. Runtime Manager
D. API Manager

HE: B

Y.

To discover which API specifications have been created within the organization before starting a new project, a developer can use
Anypoint Exchange. Anypoint Exchange is a centralized repository on the Anypoint Platform where developers can find, share, and
collaborate on API specifications, connectors, templates, and other reusable assets.

In Anypoint Exchange, developers can browse the currently released API specifications, try them out using the built-in testing tools,
and access documentation and other resources. This facilitates the reuse of existing APIs and ensures that the new project aligns with
the organization's API strategy.

References

* MuleSoft Documentation on Anypoint Exchange

* Best Practices for API Reuse and Discovery
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