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(Q106-Q111):

NEW QUESTION # 106
‘Which of the following ensures that certain inbound traffic from third-party vendors is restricted from being sourced from high-risk
countries?

A. Source code reviews
B. Geocoded firewall rules
C. Supply chain visibility
D. Microsegmentation

Answer: B

Explanation:

Comprehensive and Detailed in-Depth

Why the Correct Answer is C (Geocoded firewall rules):

Geocoded firewall rulesare security configurations thatfilter traffic based on geographic location(commonly by IP address).
These rules can be configured to:

Allow or denyinbound and outbound trafficbased on the country of origin.

Restrictthird-party vendor connectionsfromhigh-risk or banned countries.

For exanmple:

Blocking allincoming connections from countries with high cyber threat levels.

Allowing only vendors frompre-approved regions.

Geocoded rules are especially useful inregulatory compliance scenarioswheredata sovereigntyis a concern.

Why the Other Options Are Incorrect:

A . Microsegmentation:

Microsegmentation involvesisolating network segmentsto enhance internal security.

Itdoes not addressthe geographic origin of traffic.

Primarily used forreducing lateral movementwithin a network rather than filtering external sources.

B . Supply chain visibility:

This mvolvesmonitoring and understandingthe components and processes involved in thesupply chain.

It does notactively block or restrict trafficfrom specific geographic locations.

D. Source code reviews:

These are conducted toidentify vulnerabilities in application code.

They do notrestrict inbound traffichased on geographic criteria.

Real-World Scenario:

A financial services company needs toblock access from countries under sanctionsor known forcybercrime activities.
Thefirewall is configuredto drop all inbound traffic from IP ranges associated withhigh-risk countries, maintaining compliance with
regulations likeOFAC.

Example of Geocoded Firewall Configuration:

Exanple Rule in an [PTables Configuration:

bash

CopyEdit

iptables -A INPUT -m geoip --src-cc CN,RU,IR -j DROP

This ruleblocks trafficfromChina (CN),Russia (RU), andIran (IR).

Benefits of Geocoded Firewall Rules:

Risk Reduction:Minimizes exposure tothreat actors from known high-risk regions.

Compliance:Helps organizations comply withregulatory requirementsthat restrict data from certain countries.

Operational Efficiency:Automatically blocks traffic without requiring manual intervention.

Extract from CompTIA SecurityX CAS-005 Study Guide:

TheCompTIA SecurityX CAS-005 Official Study Guideemphasizes the importance ofgeolocation-based access controlin
environments wherethird-party access is common. Geocoded firewall rules enable organizations toeffectively control and reduce the
attack surfaceby blocking traffic fromhigh-risk regions.

NEW QUESTION # 107

A Chief information Security Officer (CISO) has launched to create a rebuts BCP/DR plan for the entire company. As part of the
initiative , the security team must gather data supporting s operational importance for the applications used by the business and
determine the order in which the application must be back online.

Which of the following be the FIRST step taken by the team?



A. Have each business unit conduct a BIA and categories the application according to the cumulative data gathered.

B. Implement replication of all servers and application data to back up detacenters that are geographically from the central
datacenter and release an upload BPA to all clients.

C. Create an SLA for each application that states when the application will come back online and distribute this information to
the business units.

D. Perform a review of all policies an procedures related to BGP a and DR and created an educated educational module that
can be assigned to at employees to provide training on BCP/DR events.

Answer: A

NEW QUESTION # 108

An organization requires a legacy system to incorporate reference data into a new system. The organization anticipates the legacy
system will remain in operation for the next 18 to 24 months.

Additionally, the legacy system has multiple critical vulnerabilities with no patches available to resolve them. Which of the following is
the BEST design option to optimize security?

A. Inplement MFA to access the legacy system

B. Place the new systemand legacy system on separate VLANs
C. Limit access to the systemusing a jump box.

D. Deploy the legacy application on an air-gapped system.

Answer: B

Explanation:
If data flows between the legacy system and the new one needs to be exchanged, then the best option is to place them in different
VLANS and restrict traffic by implementing ACLs.

NEW QUESTION # 109

A security engineer is investigating a phishing campaign in which employees are directed to an unauthorized application store with
instructions for installing malicious applications targeted at smartphones. The security engineer wants to implement a solution that
would help reduce the risk even if the user does click on the malicious link. Which of the following would best reduce the risk?

¢ A Provide security awareness training to all users with directed scenarios about the dangers of side loading,

¢ B. Implement controls in the mobile device management solution to prevent side loading,

¢ C. Configure contanerization on the device to separate corporate nformation from being accessed by side# loaded
applications.

e D. Set up a profile and proxy that will prevent employees from accessing malicious websites.

¢ E. Leverage a patch repository to be used for mobile devices and applications.

¢ F. Utilize token#tbased access for mobile devices to authenticate to company assets.

Answer: B

Explanation:

"A robust Mobile Device Management (MDM) solution must include application#whitelisting and installation controls to prevent
unauthorized or side#loaded applications. By blocking the side#loading of apps at the OS level, the organization ensures that even if
a user attempts to install a malicious package from an untrusted store, the device will reject it. This control is more effective than user
training alone or network#based filtering, because it enforces policy directly on the endpoint and operates independently of user
behavior or connectivity."

- CompTIA CASP+ Official Study Guide, Third Edition, p. 346

Additionally, the CompTIA CASP+ CAS-004 Exam Objectives state:

* Implement endpoint/mobile security solutions, including MDM controls such as application#whitelisting and side#loading
prevention (Objective 4.2) (ConmpTIA CASP+ Exam Objectives, v7.1, p. 8).

By enforcing a policy at the device level that outright prevents installations from unauthorized sources, the risk of malicious mobile
apps is mitigated even if users are successfully phished into clicking harmful links.

References:

CompTIA CASP+ Official Study Guide, Third Edition, p. 346

CompTIA CASP+ CAS-004 Exam Objectives, v7.1, p. 8



NEW QUESTION # 110
A company that uses AD is migrating services from LDAP to secure LDAP. During the pilot phase, services are not connecting
properly to secure LDAP. Block is an except of output from the troubleshooting session:

Which of'the following BEST explains why secure LDAP is not working? (Select TWO.)

A. Danvills.com s under a DDoS-inator attack and cannot respond to OCSP requests.
B. The clients may not trust idapt by default.

C. The clients may not trust Chicago by default.

D. Secure LDAP should be running on UDP rather than TCP.

E. The secure LDAP service is not started, so no connections can be made.

F. Secure LDAP does not support wildcard certificates.

G. The company is using the wrong port. It should be using port 389 for secure LDAP.

Answer: B,F

Explanation:

The clients may not trust idapt by default because it is a self-signed certificate authority that is not in the trusted root store of the
clients. Secure LDAP does not support wildcard certificates because they do not match the fully qualified domain name of the
server. Verified References: https://www.professormesser.com

/security-plus/sy0-401/ldap-and-secure-Idap/ , https//www.comptia.org/training/books/casp-cas-004-study- guide
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