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(Q10-Q15):

A2 #10

A network technician is securing the management plane of an AOS-CX switch. The policy states that management access should be
restricted to a specific subnet used by the network operations team. What are the most effective security controls to achieve this?
(Select all that apply.)

e A. Disable unused physical ports on the switch.

e B. Apply the management access ACL to the default VRF.

e (. Create an extended ACL that permits SSH and HTTPS traffic only from the management subnet and denies all other
traffic.

e D. Apply the management access ACL to the control plane (CoPP).

¢ E. Configure a local user account with a strong password.

Y. CD
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AE#11
Drag and Drop Question
Select the correct order for routing protocol administrative distance with the most preferred one on the top.

-

Y.

Explanation:

Routing protocols are preferred based on administrative distance, with directly connected interfaces being the most trusted, followed
by static routes, OSPF, and finally external BGP having the highest admmnistrative distance and least preference.

EE#12
You have access to the CLI of an HPE Aruba Networking CX switch. How can you output the switch make, model, and serial
number displayed on the session?

e A. Issue command:
show configuration
e B. Issue command:
diag dump basic
e (. Issue command:
show support-information
e D. Issue command:
show system

He: D

MH.
The show system command displays key hardware and system information on a CX switch, including the vendor, model, and serial
number, directly in the CLI session.

EE#13
‘When multiple routes exist to the same destination, which would be installed in the routing table?

A. Lowest administrative distance.
B. Default route.

C. Highest administrative distance.
D. Static route.

e A
.

‘When multiple routes to the same destination are available, the route with the lowest administrative distance is preferred and installed
in the routing table because it is considered the most trustworthy source.

EE#14

A Network Operator is managing a large-scale, geographically distributed network of HPE Aruba Networking switches. The key
requirement is to have a single, unified view for monitoring, configuration, and troubleshooting from anywhere with an internet
connection. Which management tool set is specifically designed to meet this requirement?

A. The Aruba CX Mobile App.

B. Aruba Central, a cloud-based management platform

C. A script-based solution using the REST API and Python.
D. The individual HTTPS web mterface on each switch.

9. B
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