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Fortinet FCP - FortiAnalyzer 7.6 Analyst Sample Questions (Q59-Q64):

NEW QUESTION # 59
‘When managing incidents on FortiAnlyzer, what must an analyst be aware of?

A. You can manually attach generated reports to incidents.

B. Incidents must be acknowledged before they can be analyzed.

C. The status of the incident is always linked to the status of the attach event.

D. Severity incidents rated with the level High have an initial service-level agreement (SLA) response time of 1 hour.

Answer: A

Explanation:

In FortiAnalyzer's incident management system, analysts have the option to manually manage incidents, which includes attaching
relevant reports to an incident for further investigation and documentation. This feature allows analysts to consolidate information,
such as detailed reports on suspicious activity, into an incident record, providing a comprehensive view for incident response.

NEW QUESTION # 60
(When there are no matching parsers for a device log, what does FortiAnalyzer do? (Choose one answer))

A. Archives the log for future analysis

B. Applies the generic SYSLOG parser
C. Stores the log but doesn't normalize it
D. Drops the log

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide documents:
FortiAnalyzer's ingestion pipeline does not "drop" logs simply because a parser is unavailable. The study guide states that when
devices send logs, "Logs received are decompressed and saved in a log file on the FortiAnalyzer disk" (with a .log extension). This
establishes that the raw log is still accepted and stored on disk as part of the normal workflow.

Normalization, however, depends on having a suitable parser. The study guide explains that "FortiAnalyzer uses predefined parsers
to extract key fields from ingested logs and maps them to a consistent, standardized set of field names." It firther emphasizes that
"Log parsers ... are central to log normalization” because they convert unstructured/native logs into a standardized schema.
Therefore, if no matching parser exists for a given device log, FortiAnalyzer can still store the incoming log (it is received,
decompressed, and written to disk), but it cannot perform the "extract key fields" and "map to standardized field names" steps
required for normalization. In practical terms, the log remains i its native

Anstructured form (not normalized), which aligns exactly with option C.

NEW QUESTION # 61
Which statement correctly describes one Difference between templates and reports?

A. Reports support macros, but templates do not.

B. Templates can be cloned, but reports cannot be cloned.

C. Tenplate are mapped to device groups. while reports are mapped to ADOMs
D. Reports provide mora configuration options than templates

Answer: D

NEW QUESTION # 62
You discover that a few reports are taking a long tine lo generate. Which two steps can you Like to troubleshoot? (Choose two.)

A. Review report diagnostics

B. Enable auto-cache and run the reports again
C. Increase the ADOM reports quota

D. Remove old reports from the hcache



Answer: B,D

NEW QUESTION # 63
(Refer to the exhibit.

O Event = Event Status = Event Type = Severity =

O B 56834764387462384.0rg (4) Unhandled ©@Web Filter @ Critical

O Web traffic to C&C from @ ctec = - ©@Web Filter @ Critical

Which statement about the displayed event is correct? (Choose one answer))

A. The risk source is isolated.

B. The security risk was escalated.

C. The security event risk is considered open.
D. An incident was created from this event.

Answer: C

Explanation:

Comprehensive and Detailed Explanation From Exact Extract of knowledge of FortiAnalyzer 7.6 Study guide docurments:

In the exhibit, the Event Status shown is Unhandled (Event Type: Web Filter; Severity: Critical). The FortiAnalyzer study guide
defines Unhandled events as events whose security risk has not been addressed and is therefore still active/open. Specifically, it
states: "Unhandled: The security risk is considered open." This directly matches option D.

The other options correspond to different statuses or actions:

* Isolated/Contained applies when the risk source is isolated (status Contained), not Unhandled.

* Escalated refers to events moved/raised for further action (status Escalated), not Unhandled.

* Whether an incident was created cannot be concluded solely from the status "Unhandled" in the exhibit; the study guide ties
incident creation to incident management workflows rather than equating

"Unhandled" with an incident being created.

NEW QUESTION # 64
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