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B #55
An administrator wants to build a security rule that will quarantine contractors who attenipt to access specific websites.
In addition to a user host profile, which two components must the admmistrator configure to create the security rule? (Choose two.)

A. Trigger

B. Methods

C. Endpomnt compliance policy
D. Security String

E. Action

Y. AE
ME.

A security rule requires a trigger to detect the condition, such as contractors accessing specific websites based on security or traffic
events. It also requires an action to define the response, such as quarantining the contractor when the trigger condition is met.

EE2 #56
Refer to the exhibit.

Guest/Contractor Template

Add Guest/Contractor Template

o Pt | o

| Template Name: StandardGuest
Visitor Type [ Guest v]
Role: # Use a unigque Role based on this template name
' Select Role: Cuest v
Security & Access Value:  StandardGuest

Username Format Email [J SendEmali _1.Send SMS

| Password Length: 8 =3 I.| Send Password Separately
| Password Exclusions @#5%8’0 [+l "S5’/  Use Mobile-Friendly Exclusions
[ Reauthenticalion Peflod.. ¥ | (hours) L_! Propagate Hosts
Authentication Method. [Local ' v (! Account Duration
Login Availability | Specify Time v |  Edit Time
M.Tu,W.Th.F 6:00 AM - 7:00 PM

URL for Acceptable Use Policy (optional)
Resolve URL

Portal Version 1 Settings

An administrator wants to ensure that guest accounts created from this template are not allowed network access outside of the
designated times.
To achieve this, all necessary configurations must be made to force isolation of hosts in which state?
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A. Rogue

B. Non-authenticated
C. Disabled

D. At-risk

.|

o2
m

: B

Y.

‘When guest accounts attempt access outside their configured login availability, authentication fails and the hosts remain in a non-
authenticated state. To prevent network access during those times, isolation must be enforced for hosts in the non-authenticated state
so they are restricted until valid authentication occurs within the permitted time window.

HE #57
Refer to the exhibit. A FortiNAC-F N+1 HA configuration is shown.

FortiNAC-F Manager

. @G=

-""“a,“
o
.
- . &
£ @~ CA2 ) CA-3
SNoa i Prinriay ¥ Secondary
F::RATINET]

What will occur if CA-2 fails?

A. CA-1 and CA-3 will operate as a 1+1 HA cluster with CA-3 acting as a hot standby.

B. CA-3 will be promoted to a primary and share management responsibilities with CA-1.

C. CA-3 will be promoted to a primary and FortiNAC-F manager will load balance between CA-1 and CA-3.
D. CA-3 will continue to operate as a secondary in an N+1 HA configuration.

2
m

S": C

A

In an N+1 HA architecture managed by a FortiNAC-F Manager, if a primary CA fails, an available secondary CA is automatically
promoted to primary. After CA-2 fails, CA-3 is promoted to a primary role, and the FortiNAC-F Manager load balances
management and enforcement responsibilities between the remaining primary CAs, CA-1 and CA-3.

HEE #58

An administrator wants to control user access to corporate resources by integrating FortiNAC-F with FortiGate using firewall tags
defined on FortiNAC-F.

Where would the administrator assign the firewall tag value that will be sent to FortiGate?

A. RADIUS group attribute
B. Device profiling rule

C. Logical network

D. Security rule

.l

o
m

: C

Y.

In FortiNAC-F, the integration with FortiGate for Security Fabric and Single Sign-On (FSSO) allows the system to comnumnicate
the access level of an endpoint directly to the firewall using firewall tags. This eliminates the need for complex VLAN steering in
some environments by allowing the FortiGate to apply policies based on these dynamic tags instead of just a physical or virtual
network segment.

The actual assignment of the firewall tag value occurs within a Logical Network. In the FortiNAC- F architectural model, a Logical



Network acts as a container for "Access Values". When an administrator configures a Logical Network (located under Network >
Logical Networks), they define what that network represents--such as "Corporate Access" or "Contractor Limited". Within that
definition, they assign the specific Firewall Tag that matches the tag created on the FortiGate. Once a user or host matches a
Network Access Policy, FortiNAC-F identifies the associated Logical Network and pushes the defined tag to the FortiGate via the
FSSO connector.

It is important to note that while Network Access Policies (and by extension Security Rules) are the logic engines that trigger the
assignment, they do not hold the tag value itself. They simply point to a Logical Network, which serves as the central repository for
that specific access configuration.

"To assign firewall tags, navigate to Network > Logical Networks. Select the desired logical network and click Edit. Under the
Access Value section, select Firewall Tag as the type and enter the tag name exactly as it appears on the FortiGate. When a
Network Access Policy matches a host, FortiNAC sends this tag to the FortiGate as an FSSO message."

EE #59
Which two things must be done to allow FortiNAC to process incoming syslog messages from an unknown vendor? (Choose two.)

A. A security event parser must be created for the device.
B. The device sending the messages must be modeled in the Network Inventory view.
C. The device must be added as a log receiver.

[ ]
[ ]
[ ]
e D. The device must be added as a patch management server.

o
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