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SAP Certified Associate - Security Administrator Sample Questions (Q37-
Q42):

NEW QUESTION # 37
Which tool can you use to modify the entities schema content across multiple repositories?

A. SAP BTP Account Explorer

B. SAP Business Application Studio

C. SAP Cloud Identity Services Schemas app

D. SAP Cloud Identity Services Transformation Editor

Answer: C

NEW QUESTION # 38
Which protocol is the industry standard for provisioning identity and access management in hybrid landscapes?

A SSL

B. SCIM
C.OIDC
D. SAML

Answer: B

Explanation:

The System for Cross-domain Identity Management (SCIM) is the industry standard protocol for provisioning identity and access
management in hybrid landscapes. SCIM enables automated user provisioning and deprovisioning across different systens, including
cloud and on-premise environments, by standardizing the exchange of user identity data. It supports operations like creating,
updating, and deleting user accounts, making it ideal for managing identities in hybrid SAP landscapes where integration between
SAP Cloud Identity Services and on-premise systens is required. SAML (Security Assertion Markup Language) is used for single
sign-on authentication, not provisioning, OIDC (OpenID Connect) is an authentication protocol built on OAuth, and SSL (Secure
Sockets Layer) is a security protocol for data encryption, not identity provisioning, SCIM's role as a provisioning standard ensures
efficient and secure identity management, reducing administrative overhead and enhancing interoperability in complex SAP and non-
SAP hybrid environments.

NEW QUESTION # 39
To connect to data sources that are NOT all based on OData, which of the following options does SAP recommend you use?

A. SAP Integration Suite

B. OData Provisioning service
C. SAP Process Integration
D. Cloud connector

Answer: A

NEW QUESTION # 40
When segregating the duties for user and role maintenance, which of the following should be part of a decentralized treble control
strategy for a production system? Note: There are 3 correct answers to this question.

A. One user administrator per application area in the production system
B. One user administrator per production system

C. One decentralized role administrator

D. One authorization profile administrator

E. One authorization data administrator
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Answer: B,C.E

Explanation:

A decentralized treble control strategy for user and role maintenance in a production system involves distributing responsibilities to
ensure segregation of duties. One user administrator per production system is recommended to manage user master records,
ensuring centralized control over user creation and assignment within each system. One authorization data administrator is
responsible for maintaining authorization objects and values within roles, ensuring that permissions are correctly defined. One
decentralized role admnistrator handles role creation and assignment, allowing flexibility across different business units or
applications while maintaining oversight. Having one user administrator per application area (option A) is too granular and risks
inconsistency in a production system. A single authorization profile admmistrator (option C) is not ideal, as profile generation is
typically automated within PFCG, and the role is less distinct in a decentralized strategy.

This treble control approach enhances security by preventing any single individual from controlling all aspects of access, aligning with
SAP's best practices for governance and compliance.

NEW QUESTION # 41
‘When planning an authorization concept for your SAP S/AHANA Cloud Public Edition implementation, what rules must you
consider? Note: There are 2 correct answers to this question.

A. Business roles can be assigned directly to a business user.

B. SAP Fiori apps, dashboards, and displays can be assigned directly to a business role.
C. Business catalogs can be assigned directly to a business user.

D. Business catalogs can be assigned directly to a business role.

Answer: A,D

NEW QUESTION # 42
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