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H #25

Scenario: A financial institution is evaluating its security architecture and needs to select a framework that supports both compliance
with PCI DSS and scalability for future growth.

‘What should the team consider during this selection process?

Response:

A. The ease of integrating the framework with existing non-compliant systers.
B. The ability of the framework to support large-scale transaction processing.
C. The framework's ability to support only current needs.

D. The cost savings associated with choosing a less secure framework.

IEf#: B

HM #26

Scenario: Your teamis tasked with proposing a new security framework for an organization with multiple global offices and a diverse
IT infrastructure. The framework must provide centralized management and visibility.

‘What should be considered when making this proposal?

Response:

A. The framework's ability to integrate with BIG-1Q for centralized management.
B. The potential downtime during the implementation of the new framework.

C. The number of global offices and their specific security needs.

D. The cost of mplementing a less robust solution.

Ef: A C

B #27

Scenario: During a security architecture review, it was identified that a critical application lacks adequate protection against emerging
threats. The team must propose a solution that aligns with the organization's risk tolerance and regulatory requirements.

What should be included in the proposal?

Response:

A. A suggestion to delay implementation until the next fiscal year.

B. A detailed risk assessment showing potential impacts.

C. Justification for the solution's alignment with compliance requirements.
D. An analysis of how the solution will increase operational costs.

Ef#: B. C

E #28
What is the primary goal of analyzing threat modeling data for determining risk profiles?
Response:

A. To identify all potential threats and vulnerabilities
B. To create marketing materials

C. To increase server bandwidth

D. To conduct financial audits

IEf#E: A

HH #29

Which factors should be considered when determining risk profiles of infrastructure and applications through threat modeling?
(Select all that apply)

Response:



A. Vulnerabilities in the system

B. Security controls in place

C. Potential attackers and their motivations
D. Current stock market trends

Eﬁ: A\ C
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