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WGU Managing Cloud Security (JY02) Sample Questions (Q75-Q80):
NEW QUESTION # 75 
Which document, commonly existing in an IT enterprise, can be used to speed up the process of identifying a potential cloud service
provider (CSP)?

A. Entity relationship and data flow diagrams
B. Physical plant blueprint
C. Business continuity and disaster recovery plan
D. Egress safety design

Answer: A

Explanation:
Entity relationship and data flow diagrams can significantly speed up the process of identifying a suitable cloud service provider.
Managing Cloud guidance explains that these diagrams document how applications, systems, and data interact across the enterprise.
By understanding data sensitivity, integration points, trust boundaries, and workloads, organizations can quickly determine which
cloud service models, security controls, and compliance capabilities are required from a CSP. This enables efficient evaluation and
comparison of providers.
Physical plant blueprints and egress safety designs are facilities-related documents, while BCDR plans focus on recovery strategies
rather than provider selection. Therefore, entity relationship and data flow diagrams are the most useful documents for accelerating
CSP identification.

NEW QUESTION # 76 
Which tool provides a dedicated environment to contain and analyze malware?

A. Controller
B. Sandbox
C. Encryption
D. Gateway

Answer: B

Explanation:
Asandboxis a controlled, isolated environment used to safely run, observe, and analyze potentially malicious code. In cybersecurity,
sandboxes allow analysts to execute malware samples without risking contamination of production systems. This enables
identification of malware behavior, persistence techniques, and indicators of compromise.
Encryption protects confidentiality, but does not allow safe execution. Gateways control traffic flow, and controllers manage devices
or workloads. Only a sandbox provides the dedicated containment required for malware analysis.
In cloud environments, sandboxing is often implemented at scale to analyze suspicious files or traffic automatically. This practice
enhances defenses against zero-day exploits, advanced persistent threats, and polymorphic malware. By preventing malware from
escaping, sandboxes provide essential forensic and detection insights without endangering the wider environment.

NEW QUESTION # 77 
Which aspect of access management safeguards data by determining the user's rights to a certain resource?

https://www.actual4dump.com/WGU/Managing-Cloud-Security-actualtests-dumps.html
https://www.vce4dumps.com/Managing-Cloud-Security-valid-torrent.html


A. Centralization
B. Authentication
C. Provisioning
D. Authorization

Answer: D

Explanation:
Authorization is the access management aspect that safeguards data by determining a user's rights to specific resources. Managing
Cloud principles describe authorization as the process of enforcing policies that define what actions an authenticated user is
permitted to perform within a system.
Once a user's identity has been authenticated, authorization evaluates roles, permissions, and access rules to decide whether access
to a particular resource should be granted or denied. This ensures that users can only access data and services necessary for their
job functions, reducing the risk of unauthorized data exposure.
Authentication verifies who the user is, provisioning creates the identity, and centralization relates to identity architecture design.
None of these directly determine access rights. Authorization is therefore the key mechanism that enforces least privilege and
protects cloud data from improper access.

NEW QUESTION # 78 
Which tier from Uptime Institute's Data Center Site Infrastructure Tier Standards is considered to be the most secure, reliable, and
redundant in design and operational elements?

A. Tier III
B. Tier II
C. Tier I
D. Tier IV

Answer: D

Explanation:
Tier IV is the highest level in the Uptime Institute's Data Center Site Infrastructure Tier Standards and is considered the most secure,
reliable, and redundant. Managing Cloud documentation explains that Tier IV data centers provide fault tolerance with multiple
independent systems.
This tier includes fully redundant components, multiple active power and cooling distribution paths, and continuous operation even
during maintenance or failure events. Tier IV environments are designed for mission-critical systems requiring maximum uptime.
Tier I through Tier III offer increasing levels of redundancy but do not provide full fault tolerance. Therefore, Tier IV is the correct
answer.

NEW QUESTION # 79 
Which setting ensures that an attacker cannot read the information stored temporarily for use by another virtual machine (VM)?

A. Encrypted file system
B. Encrypted network protocols
C. Dedicated memory
D. Dedicated processor

Answer: C

Explanation:
Dedicated memoryallocation ensures isolation between virtual machines in a shared environment. Without memory isolation,
remnants of one VM's operations might remain in physical memory and be accessible to another VM, leading to cross-tenant data
leakage. Assigning dedicated memory prevents attackers from exploiting memory-sharing vulnerabilities.
Encrypted network protocols protect data in transit, not memory. Encrypted file systems safeguard storage, not volatile memory. A
dedicated processor helps with performance and isolation of compute tasks but does not secure temporary memory contents.
Cloud environments are multi-tenant, which makes memory isolation a critical safeguard. By dedicating memory or enforcing strict
hypervisor-level isolation, providers prevent data exposure between customers.
This aligns with best practices for virtualization security and the "resource pooling" characteristic of cloud computing, ensuring that
shared infrastructure does not compromise confidentiality.
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