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HA #307
Your company uses a large number of Google Cloud services centralized in a single project. All teams have specific projects for
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testing and development. The DevOps team needs access to all of the production services in order to perform their job. You want to
prevent Google Cloud product changes from broadening their permissions in the future. You want to follow Google-recommended
practices. What should you do?

¢ A Create a customrole that combines the required permissions. Grant the DevOps team the custom role on the production
project.

¢ B. Grant all members of the DevOps team the role of Project Editor on the organization level.

e C. Create a customrole that combines the required permissions. Grant the DevOps team the custom role on the organization
level

e D. Grant all members of the DevOps team the role of Project Editor on the production project.

IEf#: B

M #308
You've deployed a microservice called myapp1 to a Google Kubernetes Engine cluster using the YAML file specified below:

You need to refactor this configuration so that the database password is not stored in plain text. You want to follow Google-
recommended practices. What should you do?

e A Store the database password mnside a ConfigMap object. Modify the YAML file to populate the DB PASSWORD
environment variable from the ConfigMap.

¢ B. Store the database password i a file inside a Kubernetes persistent volume, and use a persistent volume claim to mount
the volume to the container.

e (. Store the database password inside the Docker image of the container, not in the YAML file.

¢ D. Store the database password inside a Secret object. Modify the YAML file to populate the DB PASSWORD
environment variable from the Secret.

Ef#: D

fERL:
https/cloud. google.com/config-connector/docs/how-to/secrets#gcloud

B #309

You are operating a Google Kubernetes Engine (GKE) cluster for your company where different teams can run non-production
workloads. Your Machine Learning (ML) team needs access to Nvidia Tesla P100 GPUs to train their models. You want to
minimize effort and cost. What should you do?

e A Recreate all the nodes of the GKE cluster to enable GPUs on all of them

¢ B. Ask your ML teamto add the "accelerator: gpu'" annotation to their pod specification.

e C. Create your own Kubernetes cluster on top of Compute Engine with nodes that have GPUs.
Dedicate this cluster to your ML team.

¢ D. Add a new, GPU-enabled, node pool to the GKE cluster. Ask your ML team to add the cloud.google.convgke -
accelerator: nvidia-tesla-p 100 nodeSelectorto their pod specification.

IEf#: D

R -

Before using GPUs on GKE, keep in mind the following limitations:
You cannot add GPUs to existing node pools.

GPU nodes cannot be live migrated during maintenance events.
https//cloud.google.com/kubernetes-engine/docs/how-to/gpus

ER #310
You have experimented with Google Cloud using your own credit card and expensed the costs to your company. Your company

wants to streamline the billing process and charge the costs of your projects to their monthly invoice. What should you do?

e A Create a ticket with Google Billing Support to ask them to send the invoice to your company.
e B. Set up BigQuery billing export and grant your financial department IAM access to query the data.
e (. Grant the financial team the IAM role of €Billing Account User€ on the billing account linked to your credit card.



¢ D. Change the billing account of your projects to the billing account of your company.
IEf#: D

2R #311

You're working as a Cloud Engineer for a small company. The lead developer needs to create some new projects in order to get
started with deploying the codebase. She tried to create a project and received an error. She messaged you on Slack to ask for
help, though, she couldn't recall the exact error message. You checked and found that she does have Project Creator permissions.
Keeping in mind the principle of least privilege, what is the best role to grant her so that she can create billable projects?

A. The "Billing Account Administrator" role.
B. The "Project Owner" role.

C. The "Billing Account User" role.

D. The "Billing Account Viewer" role.

IEf: C

HR #312
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