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CompTIA A+ Certification Exam: Core 2 Sample Questions (Q235-Q240):
NEW QUESTION # 235 
A technician is attempting to join a workstation to a domain but is receiving an error message stating the domain cannot be found.
However, the technician is able to ping the server and access the internet. Given the following information:
IP Address - 192.168.1.210
Subnet Mask - 255.255.255.0
Gateway - 192.168.1.1
DNS1 - 8.8.8.8
DNS2 - 1.1.1.1
Server - 192.168.1.10
Which of the following should the technician do to fix the issue?

A. Assign a static IP address.
B. Configure a subnet mask.
C. Change the DNS settings.
D. Update the default gateway.

Answer: C

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
The issue described-"domain cannot be found" despite the ability to ping the server and access the internet- indicates aDNS
resolution problem, not a network connectivity issue. The workstation is currently usingpublic DNS servers (8.8.8.8 and
1.1.1.1)whichcannot resolve internal domain names, such as the ones used in Active Directory environments. To resolve this, the
technician needs tochange the DNS settings to point to the internal DNS server, which in most domain setups is thedomain controller
itself (likely
192.168.1.10 in this case).
Here's the breakdown of the incorrect options:
B). Assign a static IP address: The IP is already assigned and functioning; the device can ping and reach the network and internet.
C). Configure a subnet mask: The subnet mask is appropriate for the network range (Class C /24).
D). Update the default gateway: The gateway is valid and allows internet access; this is not the issue.
CompTIA A+ 220-1102 Core 2 Objective Reference:
Objective 1.8 - Given a scenario, use features and tools of the operating system.
Under this objective, candidates must know how to troubleshoot OS-based network configurations, includingproper DNS settings in
domain environments.
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NEW QUESTION # 236 
A support specialist must apply a new application update to an entire organization. Which of the following is the first step in this
process?

A. Peer review
B. Backup plan
C. Sandbox testing
D. Request forms

Answer: C

Explanation:
Sandbox testing is performed first to validate the application update in a controlled environment, ensuring it functions correctly and
does not introduce issues before deployment across the organization.

NEW QUESTION # 237 
After using a third-party disk optimization software package, a technician restarts a laptop and receives the message "No operating
system found." The technician verifies that the BIOS properly recognizes the SSD.
Which of the following should the technician do next?

A. Isolate the system from the corporate network
B. Update BitLocker settings in the BIOS
C. Replace the CMOS battery
D. Boot from installation media and repair the MBR

Answer: D

Explanation:
Comprehensive and Detailed Explanation From Exact Extract:
A corruptedMaster Boot Record (MBR)is a common issue after disk manipulation. Booting from installation media and using tools
like bootrec to repair the MBR can resolve the problem.
Travis Everett - All-in-One Exam Guideexplains:
"A damaged MBR may result in the OS not loading. Booting from recovery or installation media and selecting startup repair or
running bootrec commands can restore functionality."

NEW QUESTION # 238 
Recently, the number of users sharing smartphone passcodes has increased. The management team wants a technician to deploy a
more secure screen lock method. Which of the following technologies should the technician use?

A. Facial recognition
B. Pattern lock
C. Device encryption
D. Multifactor authentication

Answer: A

Explanation:
Facial recognition leverages biometric characteristics unique to each user, offering stronger security than shared passcodes or easily
observed pattern locks. It ensures that only the enrolled individual can unlock the device, reducing the risk of unauthorized access
from shared codes.

NEW QUESTION # 239 
A systems administrator plans to upgrade a server to the latest operating system. Which of the following should the administrator do
before placing a change request?



A. Create a test environment
B. Establish a scope
C. Get change board approval
D. Roll back any previous changes

Answer: B

NEW QUESTION # 240
......
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