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Basic Network Security Concepts: This section of the exam measures the skills of a Network Defender
and focuses on understanding network-level protections, including firewalls, VPN, and intrusion detection
prevention systens, providing insight into how threats are mitigated within network environments.

fEY 72

Incident Handling: This section of the exam measures the skills of an Incident Responder and centers on
recognizing security incidents, responding appropriately, and containing threats—forming the essential
foundation of incident response procedures.

ey 73

Endpoint Security Concepts:This section of the exam measures the skills of an Endpoint Security Specialist
and includes securing individual devices, understanding protections such as antivirus, patching, and access
control at the endpoint level, essential for maintaining device integrity.

bEY 74

Essential Security Principles: This section of the exam measures the skills of a Cybersecurity Technician
and covers foundational cybersecurity concepts such as the CIA triad (confidentiality, integrity, availability),
along with basic threat types and vulnerabilities, laying the conceptual groundwork for understanding how
to protect information systerns.

fEYZ5

Vulnerability Assessment and Risk Management: This section of the exam measures the skills of'a Risk
Management Analyst and entails identifying and assessing vulnerabilities, understanding risk priorities, and
applying mitigation strategies that help manage threats proactively within an organization's systems
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Cisco Certified Support Technician (CCST) Cybersecurity 35X 100-160 &f
B (Q359-Q364):

R #359
What is the purpose of using an application firewall in a cybersecurity setup?

¢ A To encrypt network traffic between applications

¢ B. To block malicious incoming requests and attacks aimed at the application
¢ C. To perform vulnerability scanning of applications

¢ D. To increase the speed and performance of applications

IEf#: B

BRI -

An application firewall, also known as a web application firewall (WAF) or application-level firewall, is designed to protect web
applications from various attacks, such as cross-site scripting (XSS), SQL mjection, and distributed denial-of-service (DDoS)
attacks. It analyzes the incoming traffic and blocks malicious requests, protecting the application and its underlying infrastructure.
Encryption, speed enhancement, and vulnerability scanning are not primary functions of an application firewall

M #360
What is the primary goal of vulnerability management?

e A. Preventing all cyber attacks

¢ B. Increasing network throughput

¢ C. Minimizing the impact of potential vulnerabilities
e D. Eliminating all vulnerabilities in a system

EfE: C

fi .-

The primary goal of vulnerability management is to identify and prioritize vulnerabilities in a system or network and take appropriate
measures to minimize their impact. It involves implementing patch management, deploying security controls, and establishing incident
response procedures.

E Y #361
Which of the following involves dividing a network into smaller, more manageable segments?

A. Subnetting

B. DHCP configuration
C. IP addressing

D. VLAN configuration

IEf#: A

AR :

Subrnetting is the process of dividing a network into smaller subnetworks, called subnets or subnetworks. It helps in improving
network performance, optimizing address allocation, and enhancing network security. Subnetting is typically done by using a subnet
mask to determine the network and host portions of an IP address.

H R #362
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Which of'the following is a unique identifier assigned to a network interface card (NIC)?

e A. MAC address
¢ B. Subnet mask

¢ C. Default gateway
e D. IP address

Ef#: A

fiR e«

A Media Access Control (MAC) address is a unique identifier assigned to a network interface card (NIC) by the manufacturer. It is
a 48-bit address typically represented as six groups of two hexadecimal digits separated by colons or hyphens. MAC addresses are
used for communication at the data link layer of the network stack.

HM #363
Which of'the following is a common vulnerability management practice?

¢ A Installing antivirus software on all company devices.
¢ B. Restricting network access based on IP addresses.
¢ C. Encrypting all data at rest in a database.

¢ D. Regularly patching software and operating systems.

Ef#: D

A -

Regularly patching software and operating systems is a common practice in vulnerability management. Software and operating
system vendors release security patches and updates to address known vulnerabilities. By regularly applying these patches,
organizations can mitigate the risk of exploitation. Failure to patch systens in a timely manner can leave them vulnerable to attacks
that exploit known vulnerabilities.
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