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A (Q114-Q119):

EE #114
Refer to the exhibits.

tetwork topbtogy- R T IMET

Switch Group e Status 5

FortiSwitch 224E-PO

FortiGate (fortilink) # show
config aystem interface
edic "forrilink®™
set wvdom “root"™
set fortilink enable
get ip 10.0.13.25%4 255.255.255.0
8&t allowaccesa ping fabric
SeT TYpPe AQUregAt
set member "porcd
set device-idencificacion®enable
set lldp-receptidn snible
set lldp-tzaMamission enable
set rolelan
ser, Inmp-Index 14
Setiauto-auth-extension-device enable
aet ip-managed-by-fortiipam disable
E:EHT‘ mch-snn:rollcr—MG "fortilink"™
set switch-controller-dynamic "fortilink®
ser awc-first-create 255
set lacp-mode static
nexc

config system dhcp server
edic 1
set dns-service defaulc
aet prp-service local
set default-gaceway 10.0.0I3%264
set necmask 255.255.258.G
set incerface "rforgilink®
config ip-range
edit L
secyscart-ip 10.0.13.1
Set end-ip 10.0.13.253
Hexe
end
et vci-match enable
s&t wvci-string "FortiExtender®
nexc
end

- -
T

e e e e

You are adding a new FortiSwitch to FortiGate for management. All necessary settings have been configured on FortiGate, but
FortiSwitch remains offline. The cabling has been verified and is correctly connected.

‘Which misconfiguration might be preventing FortiGate from detecting FortiSwitch?

e A. The DHCP server setting vci-string is misconfigured.
¢ B. The Fortilink interface setting cype must be physical.
e C. The Fortilink interface setting ip-managed-by-fortiipam must be enabled.



¢ D. The Fortilink interface has the wrong interface member.
He: A

Y.

On FortiLink, FortiGate's built-in DHCP server is what gives FortiSwitch its IP so it can come under management. For automatic
FortiSwitch onboarding, the DHCP server is usually set with:

set vei-match enable

set vei-string "FortiSwitch" "FortiExtender"

In the exhibit, the DHCP server for fortilink has:

set vei-match enable

set vei-string "FortiExtender”

Because theVCI string doesn't include "FortiSwitch", DHCP offers are only sent to clients whose Vendor Class Identifier
matchesFortiExtender. The FortiSwitch never receives an IP, so it staysOffline.

* OptionBis wrong: member "port4" matches the physical cabling in the topology.

* OptionCis fine: FortiLink can be anaggregatemterface, not only physical

* OptionA(ip-managed-by-fortipam) is unrelated; FortilPAM isn't required here.

HE #115

Refer to the exhibits.

FortiGate RSSO configuration
Edit External Connector

Endpoint/identity

V]

Connector Seltings

Name RSSO0 Agent
Use RADIUS Shared Secret @D ssssssss
Send RADIUS Responses  dD

FortiGate RSSO Group

Edit User Group

MName RSSO Group

o ﬂéﬂ""l I_I E 'r RADIUS Single Sign-On (RSS0)

RADIUS Attribute Valee @ | Users

FortiGate interface configuration
Edi Interface ==HINnIEr
Name ™ portd
Asiars
Type B Prrysical Interface
VRFID @ o
Role © Undefined v
Addriess
Addressing mode BRI oHch | Auosmansiged by IPAM
1P/ Netmatk 10.012542559255.255.0

Secondary IP address (O

Administrathve Agtess

[0 ] B HTTPS & HTTP B MNG
FMG-Access SSH SNMP
IFT™ [ RADIUS Accounting Security Fabric

Connection
Speed Test




RSSO authentication has been configured on FortiGate. Port3 has been enabled to receive RADIUS accounting messages. Internet
access is available through port1. FortiGate is successfully handling incoming RADIUS accounting messages, ensuring that RSSO
users are correctly mapped to the RSSO Group user group. The administrator realized that internet access is open to all users and
ais to enforce access restrictions, ensuring that only RSSO users are permitted to have internet access. Which configuration change
should the admmnistrator apply to address this issue? Response:

A. Modify the firewall policy and add RSSO Group as a Source.

B. Configure a local user group and manually add users to enforce authentication-based restrictions.

C. Create a second firewall policy from port3 to portl, and select the target destination subnets.

D. Change the RADIUS attribute value setting to match the name of the RADIUS attribute containing the group membership
mformation of the RSSO users.

HE: A

HEE #116
‘Which command verifies FortiExtender signal strength on a FortiGate CLI?
Response:

A. diagnose extender modem status
B. show extender radio

C. get extender status

D. diagnose wireless-controller wlac

od
m

: A

HE #117
In each user certificate, you can define the subject field, expiration date. User Principal Name (UPN), URL for CRL download, and
the OCSP URL. How does the detailed configuration of these attributes impact the certificate?

A. Tt enables precise identification of the user and ensures timely certificate revocation checks.

B. It limits the validity of the certificate to specific devices and applications, reducing its general usability.

C. It makes the certificate easier to revoke manually because it reduces the need for automatic checks.

D. It makes the certificate compatible with a wide range of applications and services by ensuring universal validity

e A

HE:

In user certificates used with FortiGate / FortiAuthenticator / SSL-VPN / 802.1X, the following attributes are important:
* Subject field & UPN

* Provide a unique identity for the user (CN and/or UPN).

* FortiGate can use theSAN/UPNfield for LDAP-integrated certificate authentication.

* Expiration date

* Limits how long the certificate is valid, enforcing lifecycle and rotation.

* CRL URL & OCSP URL

* Tell FortiGate (or any relying party)where to check if the certificate has been revoked.

* Enablesnear real-time revocationusing OCSP or periodic CRL downloads instead of relying only on expiration.

By carefully configuring these fields:

* The certificate uniquely and correctly identifies the user.

* Relying systems can performaccurate and timely revocation checks, improving security.

Why other options are wrong;

* A: Tt does the opposite-CRL/OCSP increase automation, not manual revocation.

* B: These attributes do not inherently limit a cert to specific devices; that's done via key usage, EKU, or device certs.

* D: They don't "ensure universal validity"; they make the certprecisely boundto one identity with enforceable lifetime and revocation.

EE #118
You are setting up FortiAuthenticator to query users fiom Active Directory. Which bind method must be used for secure
authentication?



Response:

A. Simple Bind over SSL
B. Anonymous Bind
C.NTLM

D. Local User Bind

02
m

: A
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