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CrowdStrike Certified Falcon Hunter Sample Questions (Q35-Q40):

NEW QUESTION # 35
‘Which of'the following is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers?

A. Using the "leval’ command at the end of a search string in Event Search

B. Exporting Event Search results to a spreadsheet and aggregating the results

C. Using the "|stats count" command at the end of a search string in Event Search

D. Using the "] stats count by" command at the end of a search string in Event Search

Answer: D

Explanation:

This is the proper method to quantify search results, enabling a hunter to quickly sort and identify outliers. The stats command is used
to calculate summary statistics on the results of a search or subsearch, such as count, sum, average, etc. The count by option is used
to count the number of events for each distinct value of a field or fields and display themin a table. This can help find rare or
common values that could indicate anomalies or deviations from normal behavior.

NEW QUESTION # 36
Which field should you reference in order to find the system time of a *FileWritten event?

A. ProcessStartTime decimal
B. ContextTimeStamp _decimal
C. timestamp

D. FileTimeStamp _decimal

Answer: B

Explanation:

ContextTimeStamp _decimal is the field that shows the system time of the event that triggered the sensor to send data to the cloud. In
this case, it would be the time when the file was written. FileTimeStamp decimal is the field that shows the last modified time of the
file, which may not be the same as the time when the file was written. ProcessStartTime decimal is the field that shows the start time
of'the process that performed the file write operation, which may not be the same as the time when the file was written. Timestamp is
the field that shows the time when the sensor data was received by the cloud, which may not be the same as the time when the file
was written.

NEW QUESTION # 37
In which of the following stages of the Cyber Kill Chain does the actor not interact with the victim endpoint(s)?

A. Command & control
B. Weaponization

C. Exploitation

D. Installation

Answer: B

Explanation:

Weaponization is the stage of the Cyber Kill Chain where the actor does not interact with the victim endpoint(s). Weaponization is
where the actor prepares or packages the exploit or payload that will be used to compromise the target. This stage does not involve
any commumnication or interaction with the victim endpoint(s), as it is done by the actor before delivering the weaponized content.
Exploitation, Command & Control, and Installation are all stages where the actor interacts with the victim endpoint(s), either by
executing code, establishing commumication, or installing malware.

NEW QUESTION # 38
‘Which Falcon documentation guide should you reference to hunt for anomalies related to scheduled tasks and other Windows
related artifacts?

e A. MITRE-Based Falcon Detections Framework



¢ B. Events Data Dictionary
¢ C. Hunting and Investigation
¢ D. Customizable Dashboards

Answer: C

Explanation:

The Hunting and Investigation guide is the Falcon documentation guide that you should reference to hunt for anomalies related to
scheduled tasks and other Windows related artifacts. The Hunting and Investigation guide provides sample hunting queries, select
walkthroughs, and best practices for hunting with Falcon. It covers various topics such as process execution, network connections,
registry activity, scheduled tasks, and more.

NEW QUESTION # 39
Which of the following queries will return the parent processes responsible for launching badprogram exe?

e A event simpleName=processrollup2 [search event simpleName=processrollup2 FileName=badprogramexe | rename
ParentProcessld_decimal AS TargetProcessld_decimal | fields aid TargetProcessld_decimal] | stats count by FileName _time

e B.event simpleName=processrollup2 [search event_simpleName=processrollup2 FileName=badprogramexe | rename
TargetProcessld_decimal AS ParentProcessld_decimal | fields aid TargetProcessld_decimal] | stats count by FileName _time

e (. [search (ParentProcess) where name=badprogranrexe | | table ParentProcessName _time

e D. [search (ProcessList) where Name=badprogramexe | | search ParentProcessNane | table ParentProcessName _time

Answer: B

Explanation:

This query will return the parent processes responsible for launching badprogram.exe by using a subsearch to find the processrollup2
events where FileName is badprogram exe, then renaming the TargetProcessld _decimal field to ParentProcessld_decimal and using
it as a filter for the main search, then using stats to count the occurrences of each FileName by _time. The other queries will either
not return the parent processes or use incorrect field names or syntax.

NEW QUESTION # 40
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