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Citrix 1Y0-342 Exam Syllabus Topics:

Section ‘Weight ‘ Objectives
- Content Switching and Rewrite

¢ 1. Configure rewrite policies and actions
e 2. Configure content switching policies

- TCP Optimization and Compression

Topic 1: Advanced Networking and Optimization ~ [20-30% | e 1. Configure TCP optimizations
e 2. Configure compression

- Integrated Caching

¢ 1. Configure integrated caching
e 2. Troubleshoot caching issues
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- Monitoring and Troubleshooting

e 1. Use NetScaler tools for troubleshooting
e 2. Use AppFlow for monitoring
e 3. Configure audit logging

- Backup and Restore

Topic 2: Management and Monitoring 30-40% | e 1. Restore NetScaler configurations
e 2. Configure configuration backups

- NetScaler Management and Analytics (NMAS)

e 1. Configure ADM
e 2. Configure application analytics and tuning
e 3. Configure StyleBooks

- Application Firewall

e 1. Configure AppFW policies and profiles
e 2. Troubleshoot AppFW issues
e 3. Configure AppFW signatures

- AAA (Authentication, Authorization, and Auditing)

e 1. Troubleshoot AAA issues
e 2. Configure advanced AAA policies and expressions
e 3. Configure AAA for traffic management

Topic 3: Security 40-50% |- Rate Limiting and DoS Protection

e 1. Configure DoS protection
e 2. Configure rate limiting policies

- SSL/TLS

1. Manage SSL certificates and keys
2. Configure SSL bridging

3. Configure HSM integration

4. Configure SSL offload
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Most of the candidates who plan to take the 1Y0-342 certification exam lack updated practice questions to ace it on the first
attempt. Due to this, they fail the Citrix CCP- AppDS-NetScaler Advance Features (Security and Management) (1Y0-342) test,
losing money and time. And in some cases, applicants fail on the second attempt as well because they don't prepare with 1Y0-342
Actual Exam questions. This results in not only the loss of resources but also the motivation of the candidate.

Citrix CCP-AppDS-NetScaler Advance Features (Security and Management)
Sample Questions (Q142-Q147):

NEW QUESTION # 142

Scenario: A Citrix Engineer configured an HTTP Denial-of-Service (DoS) protection policy by setting the Surge Queue depth to
300.

The surge queue reaches a size of 308, triggering the Citrix ADC "attack” mode. The HTTP DoS window mechanism s left at the
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default size which, when reached, will trigger "no-attack" mode.
‘Which queue depth value must the Surge Queue be to trigger the "no-attack” mode?

e A size should be 290.
e B. size should be 300.
o (. size should be less than 280.
e D. size should be between 280 and 300.
Answer: C
NEW QUESTION # 143
Scenario: A Citrix Engineer created the policies in the attached exhibit.
Policy name | Priority | Expression Profile | Goto
Expression
Palicy A 100 CLIENT.IP.SRC.IN_SUBNET(192.168.10.0/24) | Policy A | END
m 110 | HTTP REQ HEADER( USer- Policy_B | END
o Agent”). CONTAINS("Safan")
Policy C 120 HTTP.REQ URL PATH.CONTAINS("password”) | Policy C | END
Policy D 130 true Policy D | END

Click the Exhibit button to view the list of policies. HTTP Request: GET /resetpassword.htm HTTP/1.1 User- Agent: Mozilla/5.0
(Windows NT 6.1; WOW64; 1v:64.0) Gecko/20100101 Firefox/64.0 Host: www.citrix.com Accept- Language: en-us Accept-
Encoding; gzip, deflate Connection: Keep- Alive Which profile will be applied to the above HTTP request?

e A Profile C
e B.Profle A
e C. Profle B
e D. Profle D

Answer: B

NEW QUESTION # 144

A Web Application Engineer is reviewing log files and finds that a large number of bad HTTP requests are being sent to the web
application servers.

What can the Citrix ADC Engineer to do prevent bad HTTP requests from getting to the web application?

e A Create an HTTP profile and select 'Drop invalid HTTP requests'. Assign the HTTP profile to the Web App Firewall
policy.

¢ B. Select 'Change HTTP Parameters' under System> Settings. Select 'Drop invalid HTTP requests'.

e C. Create an HTTP profile and select 'Drop invalid HTTP requests'. Assign the HTTP profile to the virtual server.

¢ D. Modify the default HTTP profile and select 'Drop invalid HTTP requests'. Bind the default HTTP profile globally.

Answer: B

NEW QUESTION # 145
‘What criteria must be met in order to create a certificate bundle by linking multiple certificates in Citrix ADC Application Delivery
Management?

A. The certificates must be created on the Citrix AD

B. The issuer if the first certificate must NOT have issued the second certificate.

C. The certificates must be issued by an external Certificate Authority.

D. The issuer of'the first certificate must match the domain of the second certificate.

Answer: D

NEW QUESTION # 146



‘Which protection can a Citrix Engineer implement to prevent a hacker from extracting a customer list from the company website?

A. Cross-Site Request Forgeries (CSRF)
B. Form Field Consistency

C. HTML SQL Injection

D. HTML Cross-Site Scripting (XSS)

Answer: B

NEW QUESTION # 147
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