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H A #66

An organization detects a successful login to a Google Cloud IAM user from an unfamiliar country, followed by the creation of
multiple new service account keys within mnutes. No malware alerts are triggered. What is the MOST appropriate immediate
action?

A. Revoke active credentials, disable the compromised identity, and itiate an incident response
B. Disable the service accounts and continue monitorin

C. Wait for evidence of data access

D. Rotate only the affected user's password

EfE: A

R -
Rapid creation of service account keys after anomalous login strongly indicates identity compromise. Immediate containment is
required to prevent persistence and escalation.

HMA #67

Your Google Security Operations (SecOps) case queue contains a case with IP address entities. You need to determine whether the
entities are internal or external assets and ensure that internal IP address entities are marked accordingly upon ingestion into Google
SecOps SOAR. What should you do?

¢ A Configure a feed to ingest enrichment data about the networks, and include these fields into your detection outcome.

¢ B. Indicate your organization's known internal CIDR ranges in the Environment Networks list in the settings.

¢ C. Create a customaction to ping the IP address entity from your Remote Agent. If successfil, the custom action designates
the IP address entity as internal.

¢ D. Modify the connector logic to performa secondary lookup against your CMDB and flag incoming entities as internal or
external

Ef#: B

A -

Comprehensive and Detailed Explanation

The correct solution is Option C. Google SecOps SOAR includes a specific, built-in feature to address this exact requirement. The
SOAR platformneeds to be context-aware to differentiate between internal and external IPs for accurate analysis, prioritization, and
playbook execution.
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This is achieved by configuring the Environment Networks list within the SOAR settings. Here, an administrator defines all of the
organization's internal CIDR ranges (e.g., 10.0.0.0/8, 192.168.0.0/16,

172.16.0.0/12, etc.).

When an alert is ingested from the STEM (Chronicle) or any other source, the SOAR platform parses its entities. During this
ingestion and enrichment process, it automatically cross-references every IP address entity against the configured "Environment
Networks" list. Ifan IP address falls within any of the defined internal CIDR blocks, it is automatically flagged as "Internal.” This
classification is then visible to analysts in the case and can be used by playbooks to make logical decisions (e.g,, initiate an endpoint
scan for an internal IP vs. block an external IP at the firewall).

* Option A is incorrect because it describes enriching data in the SIEM, not the SOAR ingestion process.

* Option B is incorrect because it requires custom connector modification, which is a high-effort solution, whereas a standard, out-
of-the-box setting (Option C) already exists.

* Option D is incorrect because it describes a post-ingestion playbook action, not a flag set upon ingestion

. It's also an unreliable method, as internal assets may not respond to ping due to host firewalls.

Exact Extract from Google Security Operations Documents:

Environment Networks: Google SecOps SOAR provides a configuration setting to define the organization's internal IP address
space. This setting, typically found under Organization Settings > Environment Networks within the SOAR platform, allows
administrators to list all internal CIDR ranges.

When alerts are ingested into SOAR, the platform automatically enriches entities. During this process, any IP address entity is
checked against this defined list. Ifthe TP address falls within one of the specified CIDR blocks, it is automatically marked with an
Internal flag, This contextual awareness is critical for analysts to triage cases and for playbooks to execute the correct logic (e.g,,
different actions for an internal vs. external IP).

References:

Google Cloud Documentation: Google Security Operations > Documentation > SOAR > SOAR Administration > Organization

Settings

HM #68

Your organization requires the SOC director to be notified by email of escalated incidents and their results before a case is closed.
Youneed to create a process that automatically sends the email when an escalated case is closed. Youneed to ensure the enmil is
reliably sent for the appropriate cases. What process should you use?

e A Create a playbook block that includes a condition to identify cases that have been escalated. The two resulting branches
either close the alert and email the notes to the director, or close the alert without sending an email.

e B. Navigate to the Alert Overview tab to close the Alert. Run a manual action to gather the case details. If the case was
escalated, emnail the notes to the director. Use the Close Case action in the Ul to close the case.

e C. Write a job to check closed cases for incident escalation status, pull the case status details if a case has been escalated,
and send an email to the director.

e D. Use the Close Case button in the Ul to close the case. If the case is marked as an incident, export the case from the Ul
and email it to the director.

EE: A

R

The most reliable, automated, and low-maintenance solution is to use the native Google Security Operations (SecOps) SOAR
capabilities. A playbook block is a reusable, automated workflow that can be attached to other playbooks, such as the standard
case closure playbook.

This block would be configured with a conditional action. This action would check a case field (e.g., case.

escalation status = "escalated"). If the condition is true, the playbook automatically proceeds down the

"Yes" branch, which would use an integration action (like "Send Email" for Gmail or Outlook) to send the case details to the director.
After the email action, it would proceed to the "Close Case" action. If the condition is false (the case was not escalated), the
playbook would proceed down the "No" branch, which would skip the email step and immediately close the case.

This method ensures the process is "reliably sent" and "automatic," as it's built directly into the case management logic. Options C
and D are incorrect because they rely on manual analyst actions, which are not reliable and violate the "automatic" requirement.
Option A is a custom, external solution that adds unnecessary complexity and maintenance overhead compared to the native SOAR
playbook functionality.

(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Playbook blocks"; " Using conditional
logic in playbooks")

HR #69



You are developing a new detection rule in Google Security Operations (SecOps). You are defining the YARA-L logic that includes
complex event, match, and condition sections. You need to develop and test the rule to ensure that the detections are accurate
before the rule is migrated to production. You want to minimize impact to production processes. What should you do?

¢ A Develop the rule in the Rules Editor, define the sections of the rule logic, and test the rule by setting it to live but not
alerting. Run a YARA-L retrohunt from the rules dashboard.

¢ B. Use Gemini in Google SecOps to develop the rule by providing a description of the parameters and conditions, and
transfer the rule nto the Rules Editor.

e C. Develop the rule logic in the UDM search, review the search output to inform changes to filters and logic, and copy the
rule into the Rules Editor.

¢ D. Develop the rule in the Rules Editor, define the sections of the rule logic, and test the rule using the test rule feature.

IEf#: D

ETE

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
docurents:

The Google Security Operations (SecOps) platform provides an integrated, zero-impact workflow for developing and testing
detections. The standard method is to use the "Test Rule" feature, which is built directly into the Rules Editor.

After the detection engineer has defined the complete YARA-L logic (including events, match, and condition sections), they can
click the "Test Rule" button. This function performs a historical search (a retrohunt) against a specified time range of UDM data (e.g.,
last 24 hours, last 7 days). The platform then returns a list of all events that would have triggered the detection, without creating any
live alerts, cases, or impacting production.

This allows the engineer to "ensure that the detections are accurate” by reviewing the historical matches, identifying potential false
positives, and refining the rule's logic. This iterative "develop and test" cycle within the editor is the primary method for validating a
rule before it is enabled. While UDM search (Option A) is useful for testing the events section logic, it cannot test the full match and
condition logic of the rule. Setting a rule to "live but not alerting" (Option D) is a valid, later step, but the "Test Rule" feature is the
correct initial development and testing tool.

(Reference: Google Cloud documentation, "Create and manage rules using the Rules Editor"; "Test a rule")

HE#70

You are developing a playbook to respond to phishing reports from users at your company. You configured a UDM query action to
identify all users who have connected to a malicious domain. You need to extract the users from the UDM query and add them as
entities in an alert so the playbook can reset the password for those users. You want to minimize the effort required by the SOC
analyst. What should you do?

¢ A Implement an Instruction action from the Flow integration that instructs the analyst to add the entities in the Google SecOps
user interface.

e B. Use the Create Entity action from the Siemplify integration. Use the Expression Builder to create a placeholder with the
usernames in the Entities Identifier parameter.

e C. Create a case for each identified user with the user designated as the entity.

¢ D. Configure a manual Create Entity action from the Siemplify integration that instructs the analyst to mput the Entities
Identifier parameter based on the results of the action.

IEf#: B

AR :

Comprehensive and Detailed 150 to 250 words of Explanation From Exact Extract Google Security Operations Engineer
documents:

The key requirement is to *automate* the extraction of data to *minimize analyst effort*. This is a core fimction of Google Security
Operations SOAR (formerly Siemplify). The **Siemplify integration** provides the foundational playbook actions for case
management and entity manipulation.

The ***Create Entity'** action is designed to programmatically add new entities (like users, IPs, or domains) to the active case. To
make this action automatic, the playbook developer must use the **Expression Builder**. The Expression Builder is the tool used to
parse the JSON output froma previous action (the UDM query) and dynamically map the results (the list of usernames) into the
parameters of a subsequent action.

By using the Expression Builder to configure the "Entities Identifier” parameter of the *Create Entity” action, the playbook
autormatically extracts all “principal.user.userid” fields from the UDM query results and adds themto the case. These new entities can
then be automatically passed to the next playbook step, such as

"Reset Password."



Options A and C are incorrect because they are **manual** actions. They require an analyst to intervene, which does *not™*
minimize effort. Option D is incorrect as it creates multiple, unnecessary cases, flooding the queue instead of enriching the single,
original phishing case.

*(Reference: Google Cloud documentation, "Google SecOps SOAR Playbooks overview"; "Using the Expression Builder";
"Marketplace and Integrations")*
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