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CompTIA A+ Certification Exam: Core 2 220-1102 Priifungsfragen mit
Losungen (Q478-Q483):

478. Frage
Maintaining the chain of custody is an important part of the incident response process. Which of the following reasons explains why
this is important?

A. To properly identify the issue

B. To maintain an information security policy
C. To gather as much information as possible
D. To control evidence and maintain integrity

Antwort: D

Begrindung;

Maintaining the chain of custody is important to control evidence and maintain integrity. The chain of custody is a process that
documents who handled, accessed, or modified a piece of evidence, when, where, how, and why. The chain of custody ensures that
the evidence is preserved, protected, and authenticated throughout the incident response process. Maintaining the chain of custody
can help prevent tampering, alteration, or loss of evidence, as well as establish its reliability and validity in legal proceedings.
Maintaining an information security policy, properly identifying the issue, and gathering as much information as possible are not
reasons why maintaining the chain of custody is important. Maintaining an information security policy is a general practice that defines
the rules and guidelines for securing an organization's information assets and resources. Properly identifying the issue is a step i the
incident response process that involves analyzing and classifying the incident based on its severity, impact, and scope. Gathering as
nmuch information as possible is a step in the incident response process that mvolves collecting and documenting relevant data and
evidence from various sources, such as logs, alerts, or witnesses. Reference:

Official CompTIA learning resources CompTIA A+ Core 1 and Core 2, page 26

479. Frage
During an enterprise rollout of a new application, a technician needs to validate compliance with an application's EULA while also
reducing the number of licenses to manage. Which of the following licenses would best accomplish this goal?

A. Open-source license
B. Personal use license
C. Corporate use license
D. Non-expiring license

Antwort: C

Begriindung;

A corporate use license, also known as a volume license, is a type of software license that allows an organization to purchase and
use multiple copies of a software product with a single license key. A corporate use license can help validate compliance with an
application's EULA (end-user license agreement), which is a legal contract that defines the terms and conditions of using the
software. A corporate use license can also reduce the number of licenses to manage, as it elimmates the need to activate and track
mndividual licenses for each copy of the software. Personal use license, open-source license, and non-expiring license are not types of
licenses that can best accomplish this goal.

480. Frage
A user notices a small USB drive is attached to the user's computer after a new vendor visited the office. The technician notices two
files named grabber.exe and output.txt. Which of the following attacks is MOST likely occurring?


https://www.deutschpruefung.com/220-1102-deutsch-pruefungsfragen.html

A. Keylogger
B. Rootkit

C. Trojan

D. Cryptominer

Antwort: A

Begriindung;

A keylogger is a type of malware that records the keystrokes of a user and sends themto a remote attacker. A keylogger can be
used to steal passwords, credit card numbers, personal information, and other sensitive data.

A keylogger can be delivered through a USB drive that contains a malicious executable file, such as grabber.

exe, and an output file that stores the captured keystrokes, such as output.txt. The other options are not likely to use this method of
attack. References: : https//www.comptia.org/training/resources/exam-objectives

/comptia-a-core-2-exam-objectives : https//www.kaspersky.com/resource-center/definitions/keylogger

481. Frage

A user downloads an application with a plug-in that is designed to automatically prompt for an OTP when the user browses to a
specific website. The plug-in installs without any warnings or errors. The first time the user goes to the site, the prompt does not
open, and the user cannot access the site. Which of the following browser settings should the user configure?

A. Trusted sources
B. Proxy settings

C. Extensions/add-ins
D. Certificate validity

Antwort: C

Begrindung;

The user should configure extensions/add-ins. Since the issue involves a browser plug-in, checking if the extension or add-in is
enabled or properly configured can resolve the issue. Ifthe plug-in is disabled, the OTP prompt will not appear as expected.
Reference: CompTIA A+ 220-1102 Exam Objectives, Domain 3.0 Software Troubleshooting

482. Frage

A hotel's Wi-Fi was used to steal information on a corporate laptop. A technician notes the following security log:
SRC: 192.168.1.1/secrets.zip Protocol SMB >> DST: 192.168.1.50/capture

The technician analyses the following Windows firewall information:

Which of the following protocols most likely allowed the data theft to occur?

A0
B. 1
C.2
D.3

Antwort: D

Begriindung;

The protocol that most likely allowed the data theft to occur is SMB over TCP port 445. SMB is a network file sharing protocol
that enables access to files, printers, and other resources on a network. Port 445 is used by SMB to commumicate directly over
TCP without the need for NetBIOS, which is an older and less secure protocol. The security log shows that the source IP address
192.168.1.1 sent a file named secrets.zip using SMB protocol to the destination IP address 192.168.1.50, which captured the file.
The Windows firewall information shows that port 445 is enabled for inbound and outbound traffic, which means that it is not
blocked by the firewall. Therefore, port 445 is the most likely port that was exploited by the attacker to steal the data fromthe
corporate laptop.

References:

SMB port number: Ports 445, 139, 138, and 137 explained]

What is an SMB Port + Ports 445 and 139 Explained2

CompTIA A+ Certification Exam Core 2 Objectives3



483. Frage

Wir sind klar, dass dem Problem in IT-Industrie die Qualitat fehlt. Und Wie kénnen wir CompTIA 220-1102
Zertifizierungspriifingen bestehen? Unbedingt wollen Sie die Priifimgsunterlagen mit hoher Qualitét. Wir Pass4Test bieten Thnen alle
Vorbereitungsunterlagen und Sie konnen die kostlosen Demo herunterladen, die die aktuellen Zertifizierungspriifingen simulieren.
Diese Pass4Test bieten Ihnen die qualitativ hochwertige Produkten mit 100% DurchlaufSrate. Damit konnen Sie die CompTIA 220-
1102 Zertifizierungspriifungen bestehen.
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