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GIAC Security Essentials Certification Sample Questions (Q340-Q345):

NEW QUESTION # 340
What method do Unix-type systems use to prevent attackers from cracking passwords using pre-computed hashes?

A. The system encrypts the password using a symmetrical algorithm

B. The algorithms creates hashes using a CPU- intensive algorithm.

C. Unix systerrs can prevent users from using dictionary words for passwords
D. The algorithm creates hashes using salts or randomized values

E. Unix/Linux systems use hashing finctions which cannot be reversed

Answer: D

NEW QUESTION # 341
Which of the following proxy servers provides administrative controls over the content?

A. Caching proxy server

B. Forced proxy server

C. Content filtering web proxy server
D. Web proxy server

Answer: C

Explanation:
Explanation/Reference:

NEW QUESTION # 342
An organization monitors the hard disks of its employees' computers from time to time. Which policy does this pertain to?

A. Network security policy
B. Privacy policy

C. Backup policy

D. User password policy

Answer: B

NEW QUESTION # 343
Which of'the following books is used to examine integrity and availability?

A. Orange Book
B. Red Book

C. Purple Book

D. Brown Book

Answer: B

NEW QUESTION # 344
Which of'the following protocols multicasts messages and information among all member devices in an IP muilticast group?
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A. IGMP
B. ICMP
C. ARP
D. TCP

Answer: A

NEW QUESTION # 345
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