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You have captured 802.11 traffic using an adapter that includes the radio tap header. You see several frames often called
announcement frames in the capture.
What best describes these types of frames?

A. They only include beacon and probe request frames
B. They are meant to provide information to the network that may result in state changes, but they are not open for rejection
C. They only include beacon and probe response frames
D. They are used to allow a STA to awake from sleep and for no other reason

Answer: C

NEW QUESTION # 19 
Why would a STA that supports 802.11k Radio Measurement send a Neighbor Request to an AP?

A. To request a list of neighboring STAs which enables the STA to better pick the right protection mechanisms
B. To learn about neighboring interference sources and tune its RF radio accordingly
C. To inform the current AP about the STA's intent to roam to a neighboring AP, ensuring a seamless handover
D. To request a list of neighboring APs which the STA can use as roaming candidates

Answer: D

Explanation:
A STA that supports 802.11k Radio Measurement would send a Neighbor Request to an AP to request a list of neighboring APs
which the STA can use as roaming candidates. A Neighbor Request is an Action frame that contains a subelement specifying the
type of information that the STA wants to receive from the AP. A Neighbor Report is an Action frame that contains a subelement
with a list of neighboring APs that match the criteria specified in the Neighbor Request. The Neighbor Report provides information
such as BSSID, channel, operating class, and PHY type of each neighboring AP. This information helps the STA to perform
intelligent roaming decisions based on signal quality, load, and compatibility . References: CWAP-
405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 12: 802.11k/v/r/u/w/ai Amendments, page 434;
CWAP-405Certified Wireless Analysis Professional Study and Reference Guide, Chapter 12: 802.11k/v/r/u/w/ai Amendments,
page 435.

NEW QUESTION # 20 
You have implemented an AP at a remote office. It is a single-band AP supporting 802.11ac. Several users complain that their
laptops cannot connect to the WLAN. These laptops are from multiple vendors and range in age from 2 to 4 years. The SSID and
security profile settings are correct. All default settings were used on the AP with the exception of the SSID and security settings.
What is the most likely issue preventing these STAs from connecting to the AP?

A. They do not support VHI and only support OFDM
B. They do not support the basic data rates
C. They are 5 GHz-only devices
D. They are 2.4 GHz-only devices

Answer: C

NEW QUESTION # 21 
Which one of the following should be the first step when troubleshooting a WLAN issue?

A. Define the problem
B. Perform an initial WLAN scan and see if any obvious issues stand out
C. Identify capture locations
D. Identify probable causes

Answer: A

Explanation:
The first step in any troubleshooting process is to define the problem. This involves gathering information from various sources, such
as users, network administrators, network documentation, and network monitoring tools. Defining the problem helps to narrow



down the scope of the issue and identify the symptoms, causes, and effects of the problem12 References:
* CWAP-403 Study Guide, Chapter 1: Troubleshooting Methodology, page 7
* CWAP-403 Objectives, Section 1.1: Define the problem

NEW QUESTION # 22 
Using a portable analyzer you perform a packet capture next to a client STA and you can see that the STA is associated to a BSS.
You observe the STA sending packets to the AP and the AP sending packets to the STA.
Less than 2% of all packets are retransmissions. You move to capture packets by the AP and, while the retry rate is still less than
2%, you now only see unidirectional traffic from the AP to the client. How do you explain this behavior?

A. The portable analyzer is too close to the AP causing CCI, blinding the AP to the clients packets
B. The STA is transmitting data using more spatial streams than the potable analyzer can support
C. There is a transmit power mismatch between the client and the AP and while the client can hear the APs traffic, the AP
cannot hear the client
D. The portable analyzer has a lower receive sensitivity than the AP and while it can't capture the packets from the client
STA, the AP can receive them OK

Answer: D

Explanation:
Receive sensitivity is the minimum signal level that a receiver can detect and decode. Different devices may have different receive
sensitivity levels depending on their hardware specifications and antenna configurations. In this scenario, the portable analyzer has a
lower receive sensitivity than the AP, meaning that it requires a stronger signal to capture the packets from the client STA. The AP,
on the other hand, has a higher receive sensitivity and can receive the packets from the client STA even if they have a weaker signal.
This explains why the portable analyzer can only see unidirectional traffic from the AP to the client when capturing near the AP5
References:
* CWAP-403 Study Guide, Chapter 4: PHY Layer Analysis, page 121
* CWAP-403 Objectives, Section 4.3: Analyze PHY layer metrics
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