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ECCouncil Certified Ethical Hacker Exam (CEHv13) Sample Questions
(Q106-Q111):
NEW QUESTION # 106 
Robin, a professional hacker, targeted an organization's network to sniff all the traffic. During this process.
Robin plugged in a rogue switch to an unused port in the LAN with a priority lower than any other switch in the network so that he
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could make it a root bridge that will later allow him to sniff all the traffic in the network.
What is the attack performed by Robin in the above scenario?

A. ARP spoofing attack
B. VLAN hopping attack
C. DNS poisoning attack
D. STP attack

Answer: D

Explanation:
STP prevents bridging loops in a redundant switched network environment. By avoiding loops, you can ensure that broadcast traffic
does not become a traffic storm.
STP is a hierarchical tree-like topology with a "root" switch at the top. A switch is elected as root based on the lowest configured
priority of any switch (0 through 65,535). When a switch boots up, it begins a process of identifying other switches and determining
the root bridge. After a root bridge is elected, the topology is established from its perspective of the connectivity. The switches
determine the path to the root bridge, and all redundant paths are blocked. STP sends configuration and topology change
notifications and acknowledgments (TCN/TCA) using bridge protocol data units (BPDU).
An STP attack involves an attacker spoofing the root bridge in the topology. The attacker broadcasts out an STP
configuration/topology change BPDU in an attempt to force an STP recalculation. The BPDU sent out announces that the attacker's
system has a lower bridge priority. The attacker can then see a variety of frames forwarded from other switches to it. STP
recalculation may also cause a denial-of-service (DoS) condition on the network by causing an interruption of 30 to 45 seconds
each time the root bridge changes. An attacker using STP network topology changes to force its host to be elected as the root
bridge.

NEW QUESTION # 107 
A penetration tester discovers malware on a system that disguises itself as legitimate software but performs malicious actions in the
background. What type of malware is this?

A. Rootkit
B. Trojan
C. Spyware
D. Worm

Answer: B

Explanation:
CEH v13 defines a Trojan as malware that appears as a legitimate, trusted software application while secretly executing malicious
actions behind the scenes. Trojans rely on deception rather than replication, often masquerading as tools, utilities, updates, or
installers. Once executed, they may install backdoors, steal credentials, exfiltrate data, or modify system settings. The defining
characteristic emphasized in CEH is the legitimate-looking facade combined with hidden malicious intent, which matches the scenario
perfectly.
Spyware (Option B) focuses on monitoring and data collection but does not necessarily disguise itself as legitimate software. Worms
(Option C) self-replicate across networks, which is not described here. Rootkits (Option D) hide system compromise but do not
necessarily pose as legitimate software. Therefore, the malware described is a Trojan.

NEW QUESTION # 108 
Rebecca, a security professional, wants to authenticate employees who use web services for safe and secure communication. In this
process, she employs a component of the Web Service Architecture, which is an extension of SOAP, and it can maintain the
integrity and confidentiality of SOAP messages.
Which of the following components of the Web Service Architecture is used by Rebecca for securing the communication?



A. WS Work Processes
B. WSDL
C. WS-Security
D. WS-Policy

Answer: C

Explanation:
WS-Security (Web Services Security) is a protocol specification that provides a means for securing SOAP- based messages. It
defines how to add authentication, encryption, and digital signatures to SOAP headers, helping ensure message integrity and
confidentiality.
According to CEH v13 Official Courseware:
WS-Security is an extension of SOAP.
It supports features such as:
Authentication via tokens (e.g., username, X.509)
Message integrity via digital signatures
Message confidentiality via XML encryption
Incorrect Options:
A). WSDL (Web Services Description Language) describes the web service interface but does not provide security.
B). WS Work Processes is not a defined web service security standard.
C). WS-Policy allows expressing security requirements, but enforcement is handled by WS-Security.
Reference - CEH v13 Official Courseware:
Module 14: Hacking Web Applications
Section: "Web Services Security"
Subsection: "WS-* Standards"
=

NEW QUESTION # 109 
What kind of detection technique is used in antivirus software that collects data from multiple protected systems and performs
analysis in a cloud-based environment?

A. Behavior based
B. Honeypot based
C. VCloud based
D. Heuristics based

Answer: C

Explanation:
Comprehensive and Detailed Explanation:
VCloud-based (also known as Cloud-based or Cloud-assisted) antivirus leverages cloud computing to:
Offload detection and analysis to powerful remote servers
Provide real-time updates and threat intelligence
Aggregate data from multiple endpoints to improve detection
This method is efficient, especially for zero-day threats and large-scale protection.
From CEH v13 Courseware:
Module 6: Malware Threats # Modern Antivirus Technologies
Reference:CEH v13 Study Guide - Cloud-Based Antivirus Detection
======

NEW QUESTION # 110 
As a newly appointed network security analyst, you are tasked with ensuring that the organization's network can detect and prevent
evasion techniques used by attackers. One commonly used evasion technique is packet fragmentation, which is designed to bypass
intrusion detection systems (IDS). Which IDS configuration should be implemented to effectively counter this technique?

A. Adjusting the IDS to recognize regular intervals at which fragmented packets are sent.
B. Configuring the IDS to reject all fragmented packets to eliminate the risk.
C. Implementing an anomaly-based IDS that can detect irregular traffic patterns caused by packet fragmentation.
D. Employing a signature-based IDS that recognizes the specific signature of fragmented packets.



Answer: C

Explanation:
According to the Certified Ethical Hacker (CEH) IDS/IPS and Evasion Techniques module, packet fragmentation is a technique
attackers use to split malicious payloads into smaller fragments so that signature-based IDS sensors may fail to reassemble and
inspect the complete packet.
CEH explains that anomaly-based IDS systems are more effective against fragmentation evasion because they analyze behavioral
deviations rather than relying solely on known signatures. Fragmented traffic often deviates from baseline network behavior in terms
of packet size, sequencing, and reassembly anomalies.
Option A is correct because anomaly-based detection can identify abnormal fragmentation behavior even if the payload itself does
not match known signatures.
Option B is unreliable, as attackers do not use consistent intervals.
Option C is impractical, since legitimate traffic may be fragmented.
Option D is less effective because signature-based IDS systems can be bypassed by fragmentation techniques.
CEH recommends packet normalization and anomaly-based detection as effective countermeasures.

NEW QUESTION # 111
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