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Palo Alto Networks Cloud Security Professional Sample Questions (Q79-
Q84):
NEW QUESTION # 79 
A customer is reviewing Container audits, and an audit has identified a cryptominer attack. Which three options could have
generated this audit? (Choose three.)

A. Common cryptominer process name was found.
B. Common cryptominer port usage was found.
C. The value of the mined currency exceeds $100.
D. High CPU usage over time for the container is detected.
E. The mined currency is associated with a user token.

Answer: A,B,D

Explanation:
In the case of identifying a cryptominer attack through container audits, the options that could have generated this audit include B.
High CPU usage over time for the container is detected, which is a common indicator of cryptomining activity as it consumes
significant computational resources, C. Common cryptominer process name was found, which directly indicates the presence of
cryptomining based on known malicious processes, and E. Common cryptominer port usage was found, suggesting cryptomining
activity based on network behavior typical of such attacks.

NEW QUESTION # 80 
Which step should a SecOps engineer implement in order to create a network exposure policy that identifies instances accessible
from any untrusted internet sources?

A. In Policy Section-> Add Policy-> Network type -> Define Policy details Like Name.Severity-> Configure RQL query
"network from vpc.flow_record where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest.resource IN
(resource where role IN ( Instance ))" -> define compliance standard -> Define recommendation for remediation & save.
B. In Policy Section-> Add Policy-> Network type -> Define Policy details Like Name.Severity-> Configure RQL query
"network from vpc.flow_record where source.publicnetwork IN ('Suspicious IPs', 'Internet IPs') and dest.resource IN
(resource where role IN ('Instance ))" -> define compliance standard -> Define recommendation for remediation & save.
C. In Policy Section-> Add Policy-> Network type -> Define Policy details Like Name.Severity-> Configure RQL query
"config from network where source.network = UNTRUSTJNTERNET and dest.resource.type = 'Instance' and
dest.cloud.type = 'AWS'" -> Define recommendation for remediation & save.
D. In Policy Section-> Add Policy-> Config type -> Define Policy details Like Name,Severity-> Configure RQL query
"config from network where source.network = UNTRUSTJNTERNET and dest.
resource.type = 'Instance' and dest.cloud.type = 'AWS*" -> define compliance standard -> Define recommendation for
remediation & save.

Answer: D

Explanation:
To create a network exposure policy that identifies instances accessible from any untrusted internet sources, a SecOps engineer
would need to navigate to the Policy section within Prisma Cloud and add a new policy of the Config type. They would define the
details of the policy such as the name and severity level and then configure the RQL query to specify conditions that match instances
accessible from untrusted internet sources. The RQL query provided in the answer specifies that the source of the network traffic
should be from an untrusted internet and that the destination resource should be an instance in the AWS cloud. After defining the
compliance standards and providing recommendations for remediation, the policy can be saved to be enforced within the
environment.

NEW QUESTION # 81 
Which method should be used to authenticate to Prisma Cloud Enterprise programmatically?
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A. SAML
B. access key
C. basic authentication
D. single sign-on

Answer: B

Explanation:
To authenticate to Prisma Cloud Enterprise programmatically, the use of an access key is the most suitable method among the given
options. Access keys, typically consisting of an Access Key ID and Secret Access Key, are used for programmatic calls to the
Prisma Cloud API. This method enables secure, authenticated API requests to Prisma Cloud services without requiring manual user
intervention, which is essential for automation and integration with CI/CD pipelines.
Reference to the use of access keys for programmatic access can often be found in the API documentation of cloud security
platforms like Prisma Cloud. While specific documentation from Prisma Cloud is not directly quoted here, the general practice
across cloud services (AWS, Azure, GCP) supports the use of access keys for API authentication, making it a verified approach for
Prisma Cloud as well.
Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/get-started-with- prisma-cloud/access-the-
prisma-cloud-api.html

NEW QUESTION # 82 
Where can Defender debug logs be viewed? (Choose two.)

A. /var/lib/twistlock/defender.log
B. From the Console, Manage > Defenders > Manage > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs
C. /var/lib/twistlock/log/defender.log
D. From the Console, Manage > Defenders > Deploy > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

Answer: B,C

Explanation:
In Prisma Cloud, Defender debug logs are essential for troubleshooting and understanding the Defender's operational behavior. The
logs can be accessed through two primary methods:
A). The first method (B) involves using the Prisma Cloud Console's user interface. By navigating to Manage > Defenders > Manage
> Defenders, administrators can select a deployed Defender from the list and access its logs by clicking Actions > Logs. This
method provides a convenient way to view logs directly from the Console without the need to access the Defender host directly.
D). The second method (D) involves accessing the logs directly from the file system of the host where the Defender is deployed. The
correct path for the Defender logs is /var/lib/twistlock/log/defender.log. This method is useful for situations where direct access to the
host is available, and it allows for more in-depth troubleshooting by examining the raw log files.
Options A and C are incorrect because the paths and navigation steps provided do not accurately reflect the structure and
functionality of Prisma Cloud's logging system.

NEW QUESTION # 83 
Who can access saved searches in a cloud account?

A. All users with whom the saved search has been shared
B. Creators
C. Administrators
D. Users who can access the tenant

Answer: C

Explanation:
Saved Searches has list of search queries saved by any Prisma Cloud administrator.
https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud- administrators/prisma-cloud-
admin-permissions According to the official Palo Alto Networks documentation, saved searches in a cloud account are managed by
administrators. This aligns with the principle that administrative privileges are typically required to manage access to saved searches
and other similar resources within cloud platforms. Administrators have the capability to control who can access various resources,



ensuring that only authorized users can view or modify saved searches. This is a common security measure to prevent unauthorized
access and potential data breaches.

NEW QUESTION # 84
......
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