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FIRE #29

A developer needs to deploy an application running on AWS Fargate using Amazon ECS The application has environment variables
that must be passed to a container for the application to initialize.

How should the environment variables be passed to the container?

A. Define an array that includes the environment variables under the entryPoint parameter within the service definition.
B. Define an array that includes the environment variables under the environment parameter within the task definition.
C. Define an array that includes the environment variables under the environment parameter within the service definition.
D. Define an array that includes the environment variables under the entryPoint parameter within the task definition.
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This solution allows the environment variables to be passed to the container when it is launched by AWS Fargate using Amazon
ECS. The task definition is a text file that describes one or more containers that form an application. It contains various parameters
for configuring the containers, such as CPU and memory requirements, network mode, and environment variables. The environment
parameter is an array of key-value pairs that specify environment variables to pass to a container. Defining an array that includes the
environment variables under the entryPoint parameter within the task definition will not pass them to the container, but use them as
command-line arguments for overriding the default entry point of a container.

Defining an array that includes the environment variables under the environment or entryPoint parameter within the service definition
will not pass themto the container, but cause an error because these parameters are not valid for a service definition.

Reference: [Task Definition Parameters], [Environment Variables]
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A Developer is building an application that needs to store data in Amazon S3. Management requires that the data be encrypted
before it is sent to Amazon S3 for storage. The encryption keys need to be managed by the Security team.

‘Which approach should the Developer take to meet these requirements?

A. Tmplement server-side encryption by using a client-side master key.

B. Implement client-side encryption using Amazon S3 managed keys.

C. Implement server-side encryption using customer-provided encryption keys (SSE-C).

D. Implement client-side encryption using an AWS KMS managed customer master key (CMK).

EX: B
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https:/aws.amazon.convs3/faqs/
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A Developer wants to debug an application by searching and filtering log data. The application logs are stored in Amazon
CloudWatch Logs. The Developer creates a new metric filter to count exceptions in the application logs. However, no results are
returned from the logs.

What is the reason that no filtered results are being returned?

e A. Metric data points for logs groups can be filtered only after they are exported to an Amazon S3 bucket

¢ B. The log group for CloudWatch Logs should be first streamed to Amazon Elasticsearch Service before metric filtering
returns the results

e C. A setup of the Amazon CloudWatch interface VPC endpoint is required for filtering the CloudWatch Logs in the VPC

¢ D. CloudWatch Logs only publishes metric data for events that happen after the filter is created
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Explanation/Reference: https://docs.aws.amazon.cony AmazonCloud Watcl/latest/logs/MonitoringlogData. html
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A Developer is building a mobile application and needs any update to user profile data to be pushed to all devices accessing the
specific identity. The Developer does not want to manage a back end to maintain the user profile data.

What is the MOST efficient way for the Developer to achieve these requirements using Amazon Cognito?

A. Use Cognito federated identities.
B. Use Cognito events.

C. Use a Cognito user pool.

D. Use Cognito Sync.

ZX: D
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Amazon Cognito Sync is an AWS service and client library that enables cross-device syncing of application-related user data. You
can use it to synchronize user profile data across mobile devices and the web without requiring your own backend.
https:/docs.aws.amazon.comv/cognito/latest/developerguide/cognito-sync. html
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A developer is creating a serverless application that uses an AWS Lambda function The developer will use AWS CloudFormation
to deploy the application The application will write logs to Amazon CloudWatch Logs The developer has created a log group in a
CloudFormation template for the application to use The developer needs to modify the CloudFormation template to make the name
of the log group available to the application at runtime Which solution will meet this requirement?

A. Pass the log group's name to the application in the user data section of the CloudFormation template.

B. Use the AWS:Include transform in CloudFormation to provide the log group's name to the application

C. Use the CloudFormation template's Mappings section to specify the log group's name for the application.
D. Pass the log group's Amazon Resource Name (ARN) as an environment variable to the Lambda function
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* CloudFormation and Lambda Environment Variables:

* CloudFormation is an excellent tool to manage infrastructure as code, including the log group resource.

* Lambda functions can access environment variables at runtime, making them a suitable way to pass configuration information like
the log group ARN.

* CloudFormation Template Modification:

* In your CloudFormation template, define the log group resource.

* In the Lambda function resource, add an Environment section:

YAML

Environment:

Variables:

LOG _GROUP_ARN: 'Ref LogGroupResourceName

Use code with caution.

content_copy

* The !Ref mtrinsic finction retrieves the log group's ARN, which CloudFormation generates during stack creation.
* Using the ARN i Your Lambda Function:

* Within your Lambda code, access the LOG_GROUP_ARN environment variable.

* Configure your logging library (e.g., Python's logging module) to send logs to the specified log group.
References:

AWS Lambda Environment Variables: https://docs.aws.amazon.convlambda/latest/dg/configuration-envvars.
html

CloudFormation !Ref Intrinsic Function: httpsz/docs.aws.amazon.conV AWSCloudFormatior/latest
/UserGuide/mtrinsic-function-reference-ref html
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