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Palo Alto Networks Systems Engineer Professional - Cortex Sample
Questions (Q21-Q26):
NEW QUESTION # 21 
An Administrator is alerted to a Suspicious Process Creation security event from multiple users.
The users believe that these events are false positives Which two steps should the administrator take to confirm the false positives
and create an exception? (Choose two )
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A. In the Cortex XDR security event, review the specific parent process, child process, and command line arguments
B. Within the Malware Security profile add the specific parent process, child process, and command line argument to the
child process whitelist
C. With the Malware Security profile, disable the "Prevent Malicious Child Process Execution" module
D. Contact support and ask for a security exception.

Answer: A,B

NEW QUESTION # 22 
What is the difference between the intel feed's license quotas of Cortex XSOAR Starter Edition and Cortex XSOAR (SOAR +
TIM)?

A. In Cortex XSOAR (SOAR + TIM), intelligence detail view and relationships data are not included.
B. Cortex XSOAR Starter Edition includes up to 5 active feeds and 100 indicators/fetch.
C. In Cortex XSOAR (SOAR + TIM), Unit 42 Intelligence is not included.
D. Cortex XSOAR Started Edition has unlimited access to the Threat Intel Library.

Answer: B

Explanation:
The Cortex XSOAR Starter Edition has a more limited capacity compared to Cortex XSOAR (SOAR + TIM).
It includes up to 5 active threat intelligence feeds and a maximum of 100 indicators per fetch. In contrast, the SOAR + TIM version
typically provides more extensive threat intelligence capabilities.

NEW QUESTION # 23 
"Bob" is a Demisto user. Which command is used to add 'Bob" to an investigation from the War Room CLI?

A. /invite Bob
B. #Bob
C. !invite Bob
D. @Bob

Answer: D

NEW QUESTION # 24 
Which attack method is a result of techniques designed to gain access through vulnerabilities in the code of an operating system (OS)
or application?

A. phishing
B. malware
C. ransomware
D. exploit

Answer: D

Explanation:
Reference: https://www.eccouncil.org/cybersecurity-exchange/ethical-hacking/gaining-access-techniques- implications-safeguards/

NEW QUESTION # 25 
When initiated, which Cortex XDR capability allows immediate termination of the process-or entire process tree-on an anomalous
process discovered during investigation of a security event?

A. Live terminal
B. Live sensors
C. Log stitching
D. Log forwarding



Answer: A

Explanation:
The Live terminal capability in Cortex XDR allows the immediate termination of an anomalous process or the entire process tree
during the investigation of a security event. This feature helps analysts take swift action to stop potentially malicious activity on the
endpoint in real-time.

NEW QUESTION # 26
......
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