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PR #169
‘What are the steps to encrypt data using envelope encryption?
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A. Generate a key encryption key (KEK) locally.
Use the KEK to generate a data encryption key (DEK). Encrypt data with the DEK.
Store the encrypted data and the wrapped DEK.
¢ B. Generate a data encryption key (DEK) locally.
Use a key encryption key (KEK) to wrap the DEK. Encrypt data with the KEK.
Store the encrypted data and the wrapped KEK.
¢ C. Generate a key encryption key (KEK) locally.
Generate a data encryption key (DEK) locally. Encrypt data with the KEK.
Store the encrypted data and the wrapped DEK.
¢ D. Generate a data encryption key (DEK) locally.
Encrypt data with the DEK.
Use a key encryption key (KEK) to wrap the DEK. Store the encrypted data and the wrapped DEK.
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* Objective: Encrypt data using envelope encryption.

* Solution: Follow the envelope encryption process.

* Steps:

* Step 1: Generate a Data Encryption Key (DEK) locally. The DEK is used to encrypt the actual data.

* Step 2: Encrypt the data using the DEK.

* Step 3: Use a Key Encryption Key (KEK) to wrap the DEK. The KEK is used to encrypt the DEK.

* Step 4: Store the encrypted data and the wrapped DEK. This ensures that the data can be securely decrypted in the future using
the KEK to unwrap the DEK.

Envelope encryption enhances security by adding an additional layer of encryption to the data encryption key, which is particularly
useful for managing large volumes of encrypted data.

References:

* Envelope Encryption Overview

* Google Cloud Key Management Service Documentation
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A company is running workloads in a dedicated server room. They must only be accessed from within the private company network.
Youneed to connect to these workloads firom Compute Engine instances within a Google Cloud Platform project.

Which two approaches can you take to meet the requirements? (Choose two.)

A. Configure the project with Cloud Interconnect.

B. Configure the project with VPC peering,

C. Configure the project with Shared VPC.

D. Configure the project with Cloud VPN.

E. Configure all Compute Engine instances with Private Access.
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L EER
Explanation/Reference: httpsy//cloud.google.convsolutions/secure-data-workloads-use-cases

PR #171

An organization is starting to move its infrastructure from its on-premises environment to Google Cloud Platform (GCP). The first
step the organization wants to take is to migrate its current data backup and disaster recovery solutions to GCP for later analysis.
The organization's production environment will remain on- premises for an indefinite time. The organization wants a scalable and
cost-efficient solution.

‘Which GCP solution should the organization use?

A. Cloud Storage using a scheduled task and gsutil

B. Compute Engine Virtual Machines using Persistent Disk

C. Cloud Datastore using regularly scheduled batch upload jobs
D. BigQuery using a data pipeline job with continuous updates

ZE: A
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To migrate the current data backup and disaster recovery solutions to GCP while keeping the production environment on-premises,
the most scalable and cost-efficient solution is using Google Cloud Storage with scheduled tasks and the gsutil command.

Setup Cloud Storage: Create a Cloud Storage bucket to store the backups.

Go to the Cloud Console and navigate to Cloud Storage.

Click "Create bucket" and follow the prompts to configure the storage bucket.

Install gsutil: Ensure gsutil is installed on the on-premises servers.

gsutil is a command-line tool for interacting with Cloud Storage.

Follow the installation guide here.

Create Backup Script: Write a script to upload data to Cloud Storage using gsutil.

#!/bin/bash gsutil -mcp -r /path/'to/local/backup gs://your-bucket-name Schedule Backup Task: Use a scheduling tool like cron on
Linux to run the backup script at regular intervals.

Edit the crontab file with crontab -e and add an entry like:

Reference:

Cloud Storage Documentation

gsutil Documentation
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‘While migrating your organization's infrastructure to GCP, a large number of users will need to access GCP Console. The Identity
Management team already has a well-established way to manage your users and want to keep using your existing Active Directory
or LDAP server along with the existing SSO password.

‘What should you do?

e A. Use Google Cloud Directory Sync to synchronize the data in Google domain with your existing Active Directory or LDAP
server.

¢ B. Manually synchronize the data in Google domain with your existing Active Directory or LDAP server.

e (. Users sign in directly to the GCP Console using the credentials from your on-premises Kerberos compliant identity
provider.

e D. Users sign in using OpenlD (OIDC) compatible IdP, receive an authentication token, then use that token to log in to the
GCP Console.
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Explanation

Explanation/Reference: https://cloud.google.com/blog/products/identity-security/using- your-existing-identity-management- system-
with-google-cloud-platform
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You need to enforce a security policy in your Google Cloud organization that prevents users from exposing objects in their buckets
externally. There are currently no buckets in your organization. Which solution should you implement proactively to achieve this goal
with the least operational overhead?

e A Create a VPC Service Controls perimeter that protects the storage.googleapis.com service in your projects that contains
buckets. Add any new project that contains a bucket to the perimeter.

e B. Enable the constramnts/storage.uniformBucketLevelAccess constraint at the organization level

e C. Enable the constraints/storage.publicAccessPrevention constraint at the organization level

e D. Create an hourly cron job to run a Cloud Function that finds public buckets and makes them private.
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Explanation

https//cloud.google.conystorage/docs/public-access-prevention

Public access prevention protects Cloud Storage buckets and objects from being accidentally exposed to the public. If your bucket
is contained within an organization, you can enforce public access prevention by using the organization policy constraint
storage.publicAccessPrevention at the project, folder, or organization level
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