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WGU Cybersecurity Architecture and Engineering (KFO1/D488) Sample
Questions (Q147-Q152):
NEW QUESTION # 147 
Which protocol can be used to provide secure email communication and ensure the confidentiality, integrity, and authenticity of email
messages?
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A. Internet Protocol Security (IPsec)
B. Secure/Multipurpose Internet Mail Extensions (S/MIME)
C. Pretty Good Privacy (PGP)
D. Simple Mail Transfer Protocol (SMTP)

Answer: B

Explanation:
The correct answer is C - Secure/Multipurpose Internet Mail Extensions (S/MIME).
As outlined in WGU Cybersecurity Architecture and Engineering (KFO1 / D488), S/MIME provides encryption, integrity, and
authentication for email messages by using public key cryptography and digital signatures.
SMTP (A) is used for sending emails but does not secure them. PGP (B) also secures emails but is not a protocol; it is a program
and standard. IPsec (D) secures network communications, not email specifically.
Reference Extract from Study Guide:
"Secure/Multipurpose Internet Mail Extensions (S/MIME) is a protocol used to encrypt and digitally sign email communications,
ensuring confidentiality, integrity, and authenticity."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Secure Communication Technologies

NEW QUESTION # 148 
An organization wants to implement a new encryption solution to protect sensitive data stored in a database.
The organization wants to ensure that the encryption solution provides strong protection for the data and is willing to sacrifice
performance.
Which type of encryption meets the needs of the organization?

A. Hash functions
B. Block ciphers
C. Asymmetric encryption
D. Stream ciphers

Answer: B

Explanation:
The correct answer is D - Block ciphers.
Per the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, block ciphers encrypt fixed-size blocks of
data at a time, providing strong security suitable for data at rest, such as databases.
Though they may be less performance-efficient compared to stream ciphers, their strength makes them ideal for securing stored
sensitive information.
Stream ciphers (A) are optimized for real-time encryption, not stored data. Asymmetric encryption (B) is slower and more suited for
key exchange rather than large data encryption. Hash functions (C) provide integrity verification, not encryption.
Reference Extract from Study Guide:
"Block ciphers encrypt fixed-length blocks of data, providing robust security ideal for protecting data at rest, such as sensitive
database information."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Encryption Technologies

NEW QUESTION # 149 
What is a component of IT infrastructure?

A. People
B. Data
C. Printer
D. Networks

Answer: D

Explanation:
IT infrastructure encompasses all the physical and virtual resources that support the flow,storage, processing, and analysis of data.
Networks, which include the internet, intranets, and extranets, are fundamental components of IT infrastructure as they enable
communication and data exchange between different hardware and software components.



NEW QUESTION # 150 
Which risk management strategy will ensure that data stored on an enterprise resource planning (ERP) system is secure from
exploitation in the event of a data breach?

A. Configuration of the ERP system to disable all printing services on all workstations
B. Implementation of regular backup and disaster recovery planning
C. Enforcement of a strict firewall policy to restrict access to the ERP system's server
D. Implementation of data encryption

Answer: D

Explanation:
The correct answer is D - Implementation of data encryption.
As per WGU Cybersecurity Architecture and Engineering (KFO1 / D488), encrypting data at rest ensures that even if attackers
breach the system and obtain files, the data remains protected because it cannot be easily read without decryption keys.
Firewall enforcement (A) restricts access but does not protect data if stolen. Disabling printing services (B) limits data leakage but
not core data protection. Backups (C) help with recovery, not immediate breach protection.
Reference Extract from Study Guide:
"Encrypting sensitive data ensures confidentiality even in the event of a security breach, protecting information from unauthorized
exploitation."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Data Security and Encryption Practices

NEW QUESTION # 151 
A security engineer has been asked to audit unapproved changes that have recently taken place in a corporate application.
Which logging mechanism will create an audit trail?

A. Router logs
B. Access logs
C. NetFlow logs
D. Packet capture logs

Answer: B

Explanation:
The correct answer is B - Access logs.
As outlined in the WGU Cybersecurity Architecture and Engineering (KFO1 / D488) materials, access logs record who accessed
which system components, when they did so, and what changes they made. These logs are vital for creating an audit trail that can be
reviewed to detect unauthorized changes to applications or systems.
NetFlow logs (A) track network traffic flows but not system or application changes. Packet capture logs (C) deal with network data
but are not specialized for auditing application-level events. Router logs (D) capture network device activity, not application access
information.
Reference Extract from Study Guide:
"Access logs maintain detailed records of user actions within systems and applications, providing the necessary audit trail for tracking
authorized and unauthorized activities."
- WGU Cybersecurity Architecture and Engineering (KFO1 / D488), Log Management Concepts

NEW QUESTION # 152
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