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FE1

General Configuration: This section of the exam measures skills of Security Administrators and introduces
the different object types within PingAccess such as applications, virtual hosts, and web sessions. It
explains managing application resource properties, creating web sessions, configuring identity mappings,
and navigating the administrative console effectively.

FE2

General Maintenance and File System: This section of the exam measures the skills of System Engineers
and addresses maintenance tasks such as license management, backups, configuration imports or exports,
auditing, and product upgrades. It also includes the purpose of log files and an overview of the PingAccess
file system structure with important configuration files.

FE3

Policies and Rules: This section of the exam measures the skills of Security Administrators and focuses on
how PingAccess evaluates paths for applying policies and resources. It covers the role of different rule
types, their configuration, and the implementation of rule sets and rule set groups for consistent policy
enforcement.

F&E 4

Integrations: This section of the exam measures skills of System Engineers and explains how PingAccess
integrates with token providers, OAuth and OpenID Connect configurations, and site authenticators. It also
includes the use of agents and securing web, AP, and combined applications through appropriate

integration settings.

FES

Product Overview: This section of the exam measures skills of Security Administrators and focuses on
understanding PingAccess features, finctionality, and its primary use cases. It also covers how PingAccess
mtegrates with other Ping products to support secure access management solutions.

FE6

Security: This section of the exam measures skills of Security Admmistrators and highlights how to manage
certificates and certificate groups. It covers the association of certificates with virtual hosts or listeners and
the use of administrator roles for authentication management.
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P #11
An application requires MFA for URLs that are considered high risk. Which action should the administrator take to meet this
requirement?

A. Apply an HTTP Request Parameter rule to the resource.

B. Apply an Authentication Requirements rule to the resource.

C. Create an Authentication Requirement named MFA Required.
D. Apply a Web Session Attribute rule to the resource.

Z%: B

fE R A«

PingAccess allows fine-grained authentication enforcement by applymgAuthentication Requirement rulesat the resource level. These
rules can invoke MFA flows based on request context or policy.

Exact Extract:

"Authentication requirement rules determine whether PingAccess challenges a user to authenticate again (for example, with MFA)
before allowing access to a protected resource."

* Option Ais incomplete. Creating a requirement does nothing unless it is applied.

* Option Bis correct because applying the Authentication Requirement rule to thespecific resource (URL)enforces MFA only for
that resource.

* Option Cis incorrect; Web Session Attribute rules are about evaluating existing session attributes, not triggering MFA.

* Option Dis incorrect; HITP Request Parameter rules are used to evaluate request data, not enforce MFA policies.
Reference:PingAccess Administration Guide - Authentication Requirements

il =8 #12
For a Web Application, theid tokenmust be transmitted through a back channel with the OIDC standards- based approach. Which
action should the administrator perform in the Web Session to meet this requirement?

A. Set the login type to POST

B. Set the request preservation to None
C. Set the login type to code

D. Set the request preservation to POST

BE&R:. C

R -

To transmit theid_tokenvia a back channel according to OIDC best practices, the application must use the Authorization Code
Flow(login type =code). This ensures tokens are retrieved securely via the back channel instead of being exposed in the browser.
Exact Extract:

"For back-channel transmission of ID tokens, configure the OIDC login type as Authorization Code."

* Option Ais correct - setting login type to code ensures back-channel delivery.

* Option Bis incorrect - request preservation concerns request method persistence, not OIDC flow.

* Option Cis incorrect - POST is not a valid login type; only Code, Implicit, or Hybrid.

* Option Dis incorrect - request preservation has no bearing on token delivery.

Reference:PingAccess Administration Guide -Configuring OIDC Web Sessions

FIRE #13
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An administrator is preparing to rebuild an unrecoverable primary console and must promote the replica admin node. Which two
actions must the administrator take? (Choose 2 answers.)

A. Changepa.operational modetoCLUSTERED CONSOLE REPLICAon one of the engine nodes.

B. Restart all nodes in the cluster.

C. Changepa.operational. modetoCLUSTERED CONSOLEon the replica admin node.

D. Restart the replica admin node.

E. Modifybootstrap.propertiesand set theengine.admin.configuration. hostvalue to point at the replica admin node.

E®: CE

R -

From the "Promoting the replica administrative node" documentation:

* Exact Extract:

"Open the<PA HOME>/conf/run.propertiesfile in a text editor. Locate thepa.operational. modeline and change the value
fromCLUSTERED CONSOLE REPLICAtoCLUSTERED CONSOLE. These properties are case-sensitive. Do not restart the
replica node during the promotion process."Ping Identity Documentation

* Also from the documentation under "Next steps" / manual promotion / "Using the admin API ..."When promoting the replica, there
is also mention of setting the new host-port in the primary admin configuration so that engine nodes and configuration references now
point to the promoted replica. One of the API properties iseditRunPropertyFile(to flip the mode), another iseditPrimaryHostPort,
which causes the primary-admin host setting to be updated.Ping Identity Documentation Using those facts:

Why C is correct:

* Option C says:Changepa.operational modetoCLUSTERED CONSOLEon the replica admin node.

This directly matches the documented manual promotion step: switchpa.operational.
modeffomCLUSTERED CONSOLE REPLICA#CLUSTERED CONSOLE Ping Identity

Documentationt1

* This is essential for promoting the replica to primary console.

Why E is correct:

* Option E:Modifybootstrap.propertiesand set theengine.admin.configuration.hostvalue to point at the replica admin node. While the
documentation doesn't always name the exact propertyengine.admin.

configuration.host, the "promote via admin API" includes updating the "primary host:port" in the configuration so that engine nodes'
configuration queries (or whatever is used by engines) point to the new primary. This maps to ensuring that engine nodes know that
the promoted replica is now the administrative node. This requiring modifying the bootstrap or configuration that engine nodes use to
find the administrative host is essential. Ping Identity Documentation Why the other options are incorrect:

* A.Changepa.operational. modetoCLUSTERED CONSOLE REPLICAon one of the engine nodes.No.

Engine nodes should havepa.operational. mode = CLUSTERED ENGINE, not console modes.

CLUSTERED CONSOLE REPLICAis an admim/replica console mode, not applicable for engines.

docs.ping.directory+2Ping Identity Documentationt2

* B.Restart all nodes in the cluster. The documentation explicitly saysdo not restartthe replica node during the promotion process
because restart can cause file corruption or failure to properly promote.

Only certain restarts are neededafterconfiguration updates. So restarting all nodes is not a correct required action. Ping Identity
Documentation

* D.Restart the replica admin node.As above, for manual promotion, a restart of the replica admin node is notrequired (and is even
discouraged during the promotion process). The change mrun.propertiesis detected without restarting, Ping Identity Documentation
Reference:PingAccess Reference Guide -Promoting the replica administrative node / Manually promoting the replica administrative
nodePing Identity Documentation+1

P& #14
An internal audit reveals that an agent has been compromised. What action must be taken to re-secure the agent?

A. Select a new Agent Trusted Certificate

B. Reinstall the agent

C. Change theagent.engine.configuration.shared.secretvalue in theagent.propertiesfile
D. Download and apply a newagent. propertiesfile

ZE: D

fE R A«
When a PingAccess agent is compromised, the secure approach is toinvalidate the existing credentials and issue a new configuration
filefrom the PingAccess Admin Console. This provides a freshagent.propertiesfile with new secrets, ensuring compromised keys



cannot be reused.

Exact Extract:

"If an agent is compromised, revoke and regenerate the agent configuration by downloading a newagent.
propertiesfile from the administrative console."

* Option Ais incorrect - manually changing the secret in the file does not propagate it to PingAccess.

* Option Bis incorrect - trusted certificates are not tied to agent authentication.

* Option Cis unnecessary - reinstalling the agent does not reset credentials.

* Option Dis correct - downloading a newagent. propertiesfile re-secures the agent.
Reference:PingAccess Administration Guide - Agent Management

i /8 #15
What is the purpose of theadmin.authconfiguration setting?

A. To define the method to use for authenticating to the administrative APL

B. To configure SSO for the administrative user interface.

C. To override the SSO configuration for the administrative user interface.

D. To enable automatic authentication to the PingAccess administrative console.

ZR: C

fE R A -

Theadmin.authsetting in therun.propertiesfile is used to specify a fallback authentication method for the admnistrative console.
Exact Extract from official documentation:

"To define a fallback admmistrator authentication method if the OIDC token provider is unreachable, enable the admin.auth—native
property in the run.properties file. This overrides any configured administrative authentication to basic authentication." This makes it
clear that the purpose ofadmin.authis tooverrideany configured SSO for the admin UI and enforce native (basic) authentication
nstead.

* Option Ais incorrect because theadmin.authsetting does not configure SSO. SSO for the admin Ul is configured separately.

* Option Bis incorrect because this setting does not apply to the administrative API; it specifically applies to the admin UI console.
* Option Cis correct because it directly reflects the documented behavior:admin.authoverrides SSO configuration for the
admmistrative Ul and enables native authentication.

* Option Dis incorrect because the setting does not enable automatic authentication. It still requires credentials, but falls back to
basic auth.

Reference:PingAccess User Interface Reference Guide -Configuring Admin UI SSO Authentication
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