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You have a Microsoft Sentinel workspace that contains an Azure AD data connector.

Youneed to associate a bookmark with an Azure AD-related incident.

‘What should you do? To answer, drag the appropriate blades to the correct tasks. Each blade may be used once, more than once,
or not at all. Youmay need to drag the split bar between panes or scroll to view content NOTE: Each correct selection is worth one
point.

Blades Answer Area

Hunting blade Create a bookmark by using the

ncident blade
HAssociate a bookmark with the incident by using the

Logs blade

Blades Answer Area

(T { — ‘
| Hunting blade | Create a'bookmark by using the: | Logs blade I

I — Associate a bookmark with the incident by using the: || Incident blade |

P p— T A
Logs bla 16
| Logs blade [ .\’

Explanation:

In Microsoft Sentinel , a bookmark is a saved record of an event or query result that an analyst can use to support investigations.
Bookmarks are typically created during proactive threat hunting or investigation activities to capture and retain evidence for later
correlation or incident enrichment.

According to Microsoft's Sentinel documentation, the Hunting blade pro vides a workspace where analysts can run Kusto Query
Language (KQL) queries across data sources to identify anomalies or suspicious activity. When a suspicious event or pattern is
found, the analyst can create a bookmark directly from the Hunting blade . Th is bookmark stores query details, time range, and
contextual information for use in later investigations.

Once the bookmark exists, it can be associated with a specific incident within Sentinel. This association occurs through the Incident
blade , where analysts manage alerts, incidents, and investigation details. From the Incident blade, you can attach or link existing
bookmarks to provide additional evidence or context, enriching the nvestigation record and improving traceability within the incident
ma nagement lifecycle.

In summary:

* Hunting blade # Used to create bookmarks from proactive searches or hunting queries.

* Incident blade # Used to associate bookmarks with ongoing incidents for investigation correlation.

Therefore, the correct sequence is:

Crea te a bookmark using the Hunting blade , and associate it with the incident using the Incident blade
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Hotspot Question

You have a Microsoft Sentinel workspace that has User and Entity Behavior Analytics (UEBA) enabled.

Youneed to identify all the log entries that relate to security-sensitive user actions performed on a server named Serverl. The
solution must meet the following requirements:

- Only include security-sensitive actions by users that are NOT members of the IT department.

- Minimize the number of false positives.

How should you conplete the query? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.



Answer Area

=N icrosoft

| where EventlD in (“4624","4672%)

| where Computer == “SERVER1"

[ M
| join kind=fullouter ( B
| join kind=inner ( o -
| join kind=innerunique,( 8 | 1

- K=did|
BehaviovAnalytics

' IdentityfRfo
SecurityEvent

| summarize arg_max(TimeGenerated, ™) by AccountObjectId) on $left.SubjectUserSid == $right.AccountSID

| where Department != "IT"

Microsoft

SecurityEvent

| where EventID in (“4624","4672")
| where Computer == "SERVER1"

L il
| join kind =fullouter (

[1join kind=inner ( -l
| join kind=innerunique ( > %

[ -

BehaviorAnalytics

[identityinfo gm0

SecurityEvent, \,_/

| summ@pire) arg_max(TimeGenerated, *) by AccountObjectId) on $left.SubjectUserSid == $right.AccountSID

| where Department = “IT™

Explanation:
https:/learn.microsoft. com/en-us/azure/sentinel/mvestigate-with-ueba#tembed-identityinfo-data-in- your-analytics-rules-public-
preview
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You have an Azure Sentinel deployment in the East US Azure region.

You create a Log Analytics workspace named LogsWest in the West US Azure region.

Youneed to ensure that you can use scheduled analytics rules in the existing Azure Sentinel deployment to generate alerts based on
queries to LogsWest.

What should you do first?

e A. Deploy Azure Data Catalog to the West US Azure region.

¢ B. Modify the workspace settings of the existing Azure Sentinel deployment
e C. Create a data connector in Azure Sentinel.

e D. Add Microsoft Sentinel to a workspace.

Ef#: D
i

Reference:
https7/docs.microsoft.conven-us/azure/sentinel/extend-sentinel-across-workspaces-tenants
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You use Azure Sentinel to monitor irregular Azure activity.
You create custom analytics rules to detect threats as shown in the following exhibit.



Home > Azure Sentinel workspaces > Azure Sentinel

Analytics rule wizard - Edit existing rule
DeployVM

General Set rule logic Incident settings Automated response Review and create

Define the logic for your new analytics rule.

Rule query
Any time details set here will be within the scope defined below in the Query scheduling fields.

AzurefActivity

| where OperationName == “Create or Update Virtual Machine”

or OperationName == "“Create Deployment”

| where ActivityStatus == “Succeeded”

| make-series dcount (ResourcelId) default=0

on EventSubmissionTimestamp in range (ago(7d), now(), 1d) by caller

View query results >

Map entities

B\ ricrosoft

Map the entities recognized by Azure Sentinel to the appropriate co available in your query
results. This enables Azure Sentinel to recognize the entities that are part of the alerts for further
analysis. Entity type must be a string.

Entity Type Column

Account Choose column " Padd

Host Choose columiin,  ~ |\ JAdd

P  Choosecoumn' |, W | Add

URL | Chobsegolumn v Add

FileHash T | Tenoosecoumn v Add

Query scheduling

Run'query eveny *
(5 7] [Windes =

LookUpidata from the last * G?_ <
(5 . | Hours v

Alert threshold

Generate alert when number of query results *
| Is greater than v| |2 - |

Event grouping

Configure how rule query results are grouped into alerts
(®) Group all events into a single alert

O Trigger an alert for each event
Suppression

Stop running query after alert is generated ©

Stop running query for™

[5
Next : Incident settings >




You do NOT define any incident settings as part of the rule definition.

Use the drop-down menus to select the answer choice that completes each statement based on the information presented in the
graphic.

NOTE: Each correct selection is worth one point.

If a user deploys three Azure virtual machlnisﬁrrpn jepus| , Hov many v
times will you receive [answer choice] i1 the nextfive hours. =~ 0 alerts

1 alert

2 alerts

3 alerts
If three separate users deploy one /AZure virtual machine each within five ] v
minutes of each other, you will rf€gelve [answer choice]. 0 alerts

1 alert

2 alerts

3 alerts

If a user deploys three Azure virtual machines simultaneously, how many
times will you receive [answer choice] in the next five hours.

0 alerts

2 alerts
3 alerts

If three separate users deploy one Azure virtual machine each within five
miputes of each other, you will receive-fanswer choice].

2 alerts
3 alerts

0 alerts

Reference:
httpsz//docs.microsoft.com/en-us/azure/sentinel/tutorial-detect-threats-custom

B #97

Your company has an on-premises network that uses Microsoft Defender for Identity.

The Microsoft Secure Score for the company includes a security assessment associated with unsecure Kerberos delegation.
You need remediate the security risk.

‘What should you do?

A. Disable legacy protocols on the computers listed as exposed entities.

B. Install the Local Admmistrator Password Solution (LAPS) extension on the computers listed as exposed entities.
C. Modify the properties of the computer objects listed as exposed entities.

D. Enforce LDAP signing on the computers listed as exposed entities.

Ef#: C

TR

To remediate the security risk associated with unsecure Kerberos delegation, you should modify the properties of the computer
objects listed as exposed entities. Specifically, you should set the Kerberos delegation settings to either "Trust this computer for
delegation to any service' or "Trust this computer for delegation to specified services only'. This will ensure that the computer is not
allowed to use Kerberos delegation to access other computers on the network. Reference: hitps:/docs.microsoft.com/en-
us/windows/security/identity-protection/microsoft-defender-for-identity/configure- kerberos-delegation
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