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APMG-International ISO-IEC-27001-Foundation Exam Syllabus Topics:

Topic Details

Topic 1
Data Security: Data security refers to protecting digital information—such as that stored in databases or
networks—from destruction, unauthorized access, or malicious attacks, ensuring confidentiality and
integrity.

Topic 2
Information Management (IM): Information management (IM) encompasses the entire lifecycle of
information within an organization—from its collection and storage to its distribution, use, and eventual
archiving or disposal.

Topic 3
Security Breaches: Security breaches occur when unauthorized access or violations of security protocols
are detected or imminent, potentially compromising data or system integrity.

Topic 4
Continuous Improvement Process (CI, CIP): A continuous or continual improvement process (CIP or CI)
involves ongoing, systematic efforts to enhance products, services, or operational processes to achieve
higher efficiency and effectiveness over time.

Topic 5
Cybersecurity: Cybersecurity, also known as IT security or computer security, involves safeguarding
computer systems, networks, and data from unauthorized access, theft, damage, or disruption to ensure the
integrity and availability of digital information.
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Free update for 365 days are available for ISO-IEC-27001-Foundation exam dumps, that is to say, if you buy ISO-IEC-27001-
Foundation study guide materials from us, you can get the latest information for free in the following year. Besides, ISO-IEC-27001-
Foundation exam dumps are compiled by experienced experts, and they are quite familiar with the exam center, and therefore the
quality and exam dumps can be guaranteed. And we have online and offline chat service stuff for ISO-IEC-27001-Foundation
Exam Materials, they have professional knowledge for the exam dumps, and if you have any questions about ISO-IEC-27001-
Foundation exam materials, just consult us.

APMG-International ISO/IEC 27001 (2022) Foundation Exam Sample
Questions (Q33-Q38):
NEW QUESTION # 33 
Which statement describes Annex A of ISO/IEC 27001?

A. Provides measures to determine risk treatment effectiveness
B. Provides a reference list of information security controls and their requirements
C. Defines a mandatory list of controls that shall be implemented
D. Defines the criteria for accepting risks

Answer: B

Explanation:
Annex A of ISO/IEC 27001:2022 is titled:
"Reference control objectives and controls." It provides areference list of information security controls, structured into 4 themes:
organizational, people, physical, and technological.
The standard explicitly states in Clause 6.1.3: "Organizations can design controls as required or identify them from any source.
Annex A contains a list of possible information security controls." This means controls in Annex A are not mandatory (eliminating
option C). Risk acceptance criteria (A) are defined in Clause 6.1.2, not Annex A. Annex A also does not provide measures for
treatment effectiveness (D).
Thus, Annex A is best described as areference list of information security controls. Correct answer:B.

NEW QUESTION # 34 
Which aspect of ISO/IEC 27001 requires that contractors know about the organization's information security policies?

A. Communication
B. Nonconformity and corrective action
C. Awareness
D. Competence

Answer: C

Explanation:
Clause 7.3 (Awareness) requires:
"Persons doing work under the organization's control shall be aware of: (a) the information security policy; (b) their contribution to
the effectiveness of the ISMS, including the benefits of improved information security performance; (c) the implications of not
conforming with the ISMS requirements." This applies not only to employees but also contractors and external parties under the
organization's control.
Competence (B) requires having skills, training, and experience, while Communication (C) covers defining communication processes
(Clause 7.4). Nonconformity and corrective action (A) is part of Clause 10 (Improvement).
Therefore, the specific requirement that ensures contractors are made aware of the information security policies is found in Clause
7.3 Awareness. Correct answer: D.

NEW QUESTION # 35 
When are the information security policies required to be reviewed, according to the Policies for information security control?

A. According to a schedule defined by the Certification Body
B. At planned intervals and if significant changes occur
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C. Every six months
D. Annually

Answer: B

Explanation:
Comprehensive and Detailed Explanation From Exact Extract ISO/IEC 27002:2022 standards:
Annex A.5.1 (Policies for information security) specifies:
"Information security policy and topic-specific policies should be defined, approved by management, published, communicated to
and acknowledged by relevant personnel and relevant interested parties, and reviewed at planned intervals and if significant changes
occur." This clearly identifies the review frequency requirement: planned intervalsandwhenever there are significant changes. Options
A and B (six-monthly or annually) are not prescribed by ISO - timing is left to the organization. Option C is also wrong, since
Certification Bodies do not dictate policy review schedules.
Therefore, the verified correct answer isD.

NEW QUESTION # 36 
Who is required to ensure that staff are supported so that they can contribute to the information security management system?

A. Top management of the organization
B. ISO/IEC 27001 practitioners within the organization
C. Management responsible for each area of operation
D. Auditors who audit each area of operation

Answer: A

Explanation:
Clause 5.1 (Leadership and Commitment) requires that:
"Top management shall demonstrate leadership and commitment with respect to the information security management system by...
ensuring that the resources needed for the ISMS are available... and supporting persons to contribute to the effectiveness of the
ISMS." This makes it explicit thattop managementhas the responsibility to ensure personnel are supported so they can contribute to
the ISMS. Option B (line management) may provide local support, but ultimate accountability rests with top management. Auditors
(C) only evaluate compliance, not provide support.
Practitioners (D) help implement, but they don't bear formal responsibility under the standard.
Thus, the verified answer isA: Top management of the organization.

NEW QUESTION # 37 
Which action must top management take to provide evidence of its commitment to the establishment, operation and improvement of
the ISMS?

A. Implementing the actions from internal audits
B. Producing a risk assessment report
C. Communicating feedback from interested parties to the organization
D. Ensuring information security objectives are established

Answer: D

Explanation:
Clause 5.1 (Leadership and Commitment) requires top management to demonstrate leadership by:
* "ensuring the information security policy and the information security objectives are established and are compatible with the
strategic direction of the organization;"
* "ensuring the integration of the ISMS requirements into the organization's processes;"
* "ensuring that the resources needed for the ISMS are available;"
Among the options, the one explicitly mandated isensuring that information security objectives are established. Risk assessments (C)
and implementing audit actions (D) are responsibilities of management but not the direct leadership evidence required in Clause 5.1.
Communicating interested party feedback (A) is relevant but not specifically cited as leadership evidence. Thus, the verified answer
isB.

NEW QUESTION # 38
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