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CompTIA A+ Certification Exam: Core 1 Sample Questions (Q130-Q135):

NEW QUESTION # 130
A security team wants to implement compliance controls that only permits the installation of company- approved software on user
laptops. Which of'the following should the IT department deploy?

A. MDM
B. EDR
C. VPN
D. SaaS

Answer: A

Explanation:

Mobile Device Management (MDM) allows IT departments to enforce conmpliance controls, such as restricting the installation of
unapproved software, on laptops and mobile devices.

Why Not A (EDR): Endpoint Detection and Response focuses on detecting and mitigating security threats, not compliance controls.
Why Not B (VPN): Virtual Private Networks provide secure connections but do not enforce software installation policies.

Why Not D (SaaS): Software as a Service refers to software delivery models and does not enforce conpliance controls.
CompTIA A+ Exam Reference: Core 2 (220-1102), Section 2.7, device management and security.

NEW QUESTION # 131
A user is unable to access secure applications on their tablet when working from home a couple days per week, but the applications
work when in the office. Which of the following services most likely needs to be reconfigured to allow for remote work?

A. Near-field communication
B. Global Positioning System
C. Mobile device management
D. Wi-Fi Protected Access

Answer: C

Explanation:

Comprehensive and Detailed In-Depth Explanation:

Mobile Device Management (MDM)software often controls access to corporate resources based onlocation, network, or VPN
status. Ifthe MDM is not configured to allow access from outside the office or via home networks, the apps may be blocked. This is
the most probable cause if apps work only on-premises.

* Option A:GPS is used for location services, not access control.

* Option C:WPA is a Wi-Fi security protocol, not related to access restrictions.

* Option DINFC enables close-range communication - irrelevant to app access.

CompTIA A+ Core 1 Exam Objective Reference:

* Objective 1.6: Given a scenario, configure basic mobile device network connectivity and application support.

NEW QUESTION # 132
Which of the following will most likely be used in a testing environment to execute unauthorized or experimental code without
affecting production systems?

A. Virtual machines

B. Hybrid cloud

C. Load balancers

D. Application gateways

Answer: A


https://www.exam4labs.com/220-1201-practice-torrent.html

Explanation:

CompTIA A+ strongly emphasizes that virtual machines (VMs) are ideal for testing potentially unsafe software, malware samples, or
experimental code because they isolate the environment from the host system. VMs allow snapshots, cloning, and rollback
functionality, which makes them essential in development, QA, and cybersecurity environments where code might be unstable or
harmful.

Hybrid cloud refers to infrastructure strategy, not code execution isolation. Load balancers distribute production traffic but have no
testing or sandboxing purpose. Application gateways filter traffic but do not provide execution environments.

Virtual machines create a safe sandbox where failure, infection, or corruption is contained. This is covered in the Virtualization and
Cloud Computing domain of the CompTIA A+ exam, making VMs the correct tool for executing unauthorized code safely.

NEW QUESTION # 133
Marketing department users report network performance degradation in the morning and early afternoon, but sales and customer

service department users do not report any issues. All structured cabling Is Cat Se. All departments are connected to a core switch.
The running network configuration shows the following;

wltch#show runnlng=conflg | sectlon Inter

nterface gigabitEtherneti/1

~ription Marketing

Which of the following is the most likely cause of the performance issues?

A. The interfaces are configured with Incorrect IP addresses.
B. The structured Cat Se cabling is outdated.

C. The marketing department subnet has an error.

D. The marketing department Interface is running at 10/100.

Answer: D

Explanation:

From the configuration, the Sales and Customer Service ports are hard-set to full duplex, 1000 Mbps, while the Marketing interface
(GigabitEthernet0/3) is set to duplex auto and speed auto. CompTIA A+ explains that mismatched or lower-negotiated speeds and
duplex settings can cause noticeable network slowdowns, collisions, and retransmissions-especially at busy times of the day when
utilization is high.

Because all cabling is Cat Se, it fully supports Gigabit Ethernet, so the cabling is not the limiting factor. The IP addresses are all in the
same subnet (192.168.1.0/24) and formatted correctly, so there is no subnet or addressing problem That rules out options A and
C.

With speed auto, the Marketing port may be negotiating only 10/100 Mbps, or even a duplex mismatch (e.g,, half duplex vs full).
This would severely limit throughput compared to the gigabit links used by the other departments. In peak periods, that slower link
would become congested first, which matches the users' reports of performance degradation only in Marketing.

Therefore, the most likely cause is that the Marketing interface is operating at 10/100 instead of 1000 Mbps, making option D
correct.

NEW QUESTION # 134
A user reports that a software application flinctioned as expected the previous day, but this morning, the user is unable to launch the
application. Which of the following describe what the technician should do next?

e A. Check the vendor’s website for guidance.
¢ B. Determine which steps need to be performed.



¢ (. Research the symptons
¢ D. Identify any changes the user has made

Answer: D

Explanation:

Identifying changes made to the system s the next step to troubleshoot why an application no longer launches, as recent changes
often cause such issues.

Why Not A (Research the symptons): Research is broader and should come after identifying changes.

Why Not C (Determine which steps need to be performed): This comes after identifying the issue.

Why Not D (Check the vendor's website): This is a later step if further guidance is needed.

CompTIA A+ Exam Reference: Core 2 (220-1102), Section 3.1, troubleshooting methodology.
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