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Fortinet NSE6_OTS_AR-7.6 Exam Syllabus Topics:

Topic Details

Topic 1
Asset management: Covers understanding OT standards and how Fortinet aligns with compliance
requirements in industrial environments. It also includes using the Fortinet Security Fabric to manage assets
and implementing device detection using FortiGate and FortiNAC.

Topic 2
Network access control: Focuses on OT Ethernet fundamentals and designing secure network
segmentation strategies. It also includes configuring authentication methods to control and verify access to
the OT network.

Topic 3
Network security: Explains how to apply security inspections specifically for industrial protocols and
implement virtual patching to protect vulnerable systems. It also includes configuring automation to enhance
threat response and operational efficiency.
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Topic 4
Monitoring and risk assessment: Covers creating event handlers in FortiAnalyzer to monitor network
activity and detect threats. It also includes performing risk assessments and analyzing security reports to
support ongoing risk management.

Fortinet NSE 6 - OT Security 7.6 Architect Sample Questions (Q117-Q122):
NEW QUESTION # 117 
You want to protect OT devices that are not updated against known vulnerabilities so you apply virtual patching to the firewall
policies. What must you check to confirm that the OT devices are virtually patched?
(Choose one answer)

A. The output of the CLI command get rule otvp status
B. The output of the CLI command get virtual-patch profile
C. The Asset Identity List page
D. The OT View page

Answer: A

NEW QUESTION # 118 
Refer to the exhibit. A partial OT network is shown.



In this OT network, you must add additional security measures to detect OT protocols and, therefore, increase the traffic visibility.
Which security sensor must you implement to detect the OT protocols in this network? (Choose one answer)

A. IPS sensor on FortiGate Level5
B. Inline IDS on FortiGate_Level3
C. Device detection on all the FortiGate interfaces



D. Application sensor set to monitor on all the FortiGate devices

Answer: D

NEW QUESTION # 119 
Which three criteria can a FortiGate device use to look for a matching firewall policy to process traffic? (Choose three.)

A. Lowest to highest policy ID number
B. Highest to lowest priority defined in the firewall policy
C. Source defined as internet services in the firewall policy
D. Services defined in the firewall policy.
E. Destination defined as internet services in the firewall policy

Answer: C,D,E

NEW QUESTION # 120 
Refer to the exhibit.

A partial Application Sensor profile is shown. When you apply this profile in a firewall policy, which two statements are correct?
(Choose two answers)

A. All OT protocols are blocked.
B. OT signatures are enabled.
C. A log is provided for each Modbus command.
D. A log is provided for each IEC command.

Answer: B,D

Explanation:
The correct answers are A and C .
Option C is correct because the profile clearly contains the Operational Technology category and specific OT application signatures



such as Modbus and IEC.60870.5.104 . The study guide says "You can use application control signatures to detect OT protocols"
and "You can filter to a specific OT protocol." That means OT application signatures are active in this sensor profile.
Option A is correct because the guide explains that application control works at different levels: "Detection of protocol (one
detection per session)" and "Message level (one detection per protocol message)." It also says you can use application signatures for
"granular message type identification." In the exhibit, IEC.
60870.5.104.Control.Functions is explicitly configured, which is a granular IEC message/control-level signature rather than only a
protocol-level match. That means logging and control can occur at the IEC command level.
Option B is not correct because the profile shows Modbus configured at the parent protocol level as Monitor
, while the guide states that the "parent signature takes precedence over the child signature." Since protocol-level detection is one
detection per session , that does not mean FortiGate will necessarily log each Modbus command individually.
Option D is incorrect because even though the broader Operational Technology category is set to block, the profile includes specific
application and filter overrides for Modbus and IEC 104 behavior. So the resulting effect is not simply that all OT protocols are
blocked .

NEW QUESTION # 121 
Refer to the exhibit. Based on the topology designed by the OT architect, which two statements about implementing OT security are
true? (Choose two.)

A. IT and OT networks are separated by segmentation.
B. Firewall policies should be configured on FortiGate-3 and FortiGate-4 with industrial protocol sensors.
C. Micro-segmentation can be achieved only by replacing FortiGate-3 and FortiGate-4 with a pair of FortiSwitch devices.
D. FortiGate-3 and FortiGate-4 devices must be in a transparent mode.

Answer: A,B



Explanation:
Segmentation separates the IT side from the OT zones in the diagram. FortiGate-3 and FortiGate-4 sit closest to PLC/RTU traffic,
so their policies must use industrial protocol sensors to inspect and control those OT flows.

NEW QUESTION # 122
......
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