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e Security Operations: This domain focuses on security operations including threat hunting, incident response,
SIEM and SOAR platforms, Attack Surface Management, and Cortex solutions including XSOAR,

FeEw 71
7 Xpanse, and XSIAM.

¢ Endpomt Security: This domain addresses endpoint protection including indicators of compromise,
limitations of signature-based anti-malware, UEBA, EDR

ey 72 ¢ XDR, Behavioral Threat Prevention, endpoint security technologies like host firewalls and disk encryption,

and Cortex XDR features.

o Cybersecurity: This domain covers foundational security concepts including AAA framework, MITRE
ATT&CK techniques, Zero Trust principles, advanced persistent threats, and common security

FEY 273
7 technologies like IAM, MFA, mobile device management, and secure email gateways.

¢ Secure Access: This domain examines SASE and SSE architectures, security challenges for data and
applications including Al tools, and technologies like Secure Web Gateway, CASB, DLP, Remote

=
7 Browser Isolation, SD-WAN, and Prisma SASE solutions.

¢ Cloud Security: This domain covers cloud architectures, security challenges across application security,
cloud posture, and runtime security, protection technologies like CSPM and CWPP, Cloud Native

FEY Z 5
7 Application Protection Platforms, and Cortex Cloud finctionality.
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P #203
Systems that allow for accelerated incident response through the execution of standardized and automated playbooks that work
upon inputs from security technology and other data flows are known as what?

A. SIEM
B. STEP
C. SOAR
D. XDR

Ef#: C

R -

SOAR stands for security orchestration, automation and response. It is a software solution that enables security teams to integrate
and coordinate separate tools into streamlined threat response workflows. SOAR systens allow for accelerated incident response
through the execution of standardized and automated playbooks that work upon inputs from security technology and other data
flows. SOAR systens can also help ensure consistency, reduce human errors, and improve efficiency and scalability of security
operations. Reference:

Security Operations Infrastructure from Palo Alto Networks

What is SOAR (security orchestration, autormation and response)? from IBM Security Operations Fundamentals (SOF) Flashcards
from Quizlet

R #204
What is required for an effective Attack Surface Management (ASM) process?

e A Isolation of assets by default
¢ B. Periodic manual monitoring
e (. Static inventory of assets

¢ D. Real-time data rich inventory

IEf#: D

fi .-
An effective Attack Surface Management (ASM) process requires a real-time, data-rich inventory of all internet-facing assets. This
enables continuous visibility, timely detection of vulnerabilities, and identification of exposures that attackers could exploit.

E R #205
Which type of Wi-Fi attack depends on the victim initiating the connection?

A. Evil twin
B. Mirai

C. Parager

D. Jasager

IEf#: A

AR :

Anevil twin is a type of Wi-Fi attack that mvolves setting up a fake malicious Wi-Fi hotspot with the same name as a legitimate
network to trick users into connecting to it. The attacker can then intercept the user's data, such as passwords, credit card numbers,
or personal information. The victim initiates the connection by choosing the fake network from the list of available Wi-Fi networks,
thinking it is the real one. The attacker can also use a deauthentication attack to disconnect the user from the legitimate network and
force them to reconnect to the fake one. Reference:

Types of Wi-Fi Attacks You Need to Guard Your Business Against - TechGenix Types of Wireless and Mobile Device Attacks -
GeeksforGeeks The 5 most dangerous Wi-Fi attacks, and how to fight them What are Wi-Fi Attacks & How to Fight - Tech



Resider

A #206
What are the two most prominent characteristics of the malware type rootkit? (Choose two.)

e A It takes control of the operating system.

¢ B. It cannot be detected by antivirus because of its masking techniques.
e (. It steals personal information.

e D. It encrypts user data.

_EE%: A\ B

TR

A rootkit is a type of malware that enables cyber criminals to gain access to and infiltrate data from machines without being detected.
It covers software toolboxes designed to infect computers, give the attacker remote control, and remain hidden for a long period of
time1 One of the most prominent characteristics of a rootkit is that it cannot be detected by antivirus because of its masking
techniques. A rootkit may be able to subvert the software that is intended to find it, such as by hooking system calls, modifying
kernel objects, or tampering with the registry2 Another prominent characteristic of a rootkit is that it takes control of the operating
system. A rootkit may install itself in the kernel or the firmware of the device, giving it the highest level of privilege and access. A
rootkit may also replace the bootloader or the BIOS of the machine, making it difficult to remove. A rootkit can use its control over
the operating system to launch other malware, such as ransomware, bots, keyloggers, or trojans34 Reference:

1: What Is a Rootkit? How to Defend and Stop Them? | Fortinet

2: Rootkit - Wikipedia

3: What Is a Rootkit? - Microsoft 365

4: What is Rootkit? Attack Definition & Examples - CrowdStrike

R #207
What are two common lifecycle stages for an advanced persistent threat (APT) that is infiltrating a network? (Choose two.)

e A Deletion of critical data

¢ B. Commumication with covert channels
e C. Lateral movement

e D. Privilege escalation

IEf#: C. D

fiR .-

Lateral movement is a key stage where the attacker moves across the network to find valuable targets.

Privilege escalation involves gaining higher access rights to expand control within the compromised environment.
Communication with covert channels is a tactic used during persistence or exfiltration, while deletion of critical data is not a standard
APT lifecycle stage - it's more characteristic of destructive attacks.
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