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Palo Alto Networks Cybersecurity Practitioner Sample Questions (Q80-
Q85):
NEW QUESTION # 80 
What is used to orchestrate, coordinate, and control clusters of containers?

A. Prisma Saas
B. Kubernetes
C. CN-Series
D. Docker
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Answer: B

Explanation:
As containers grew in popularity and used diversified orchestrators such as Kubernetes (and its derivatives, such as OpenShift),
Mesos, and Docker Swarm, it became increasingly important to deploy and operate containers at scale.
https://www.dynatrace.com/news/blog/kubernetes-vs-docker/

NEW QUESTION # 81 
Which capability of a Zero Trust network security architecture leverages the combination of application, user, and content
identification to prevent unauthorized access?

A. Cyber threat protection
B. Inspection of all traffic
C. Least privileges access control
D. Network segmentation

Answer: C

Explanation:
Least privileges access control is the capability of a Zero Trust network security architecture that leverages the combination of
application, user, and content identification to prevent unauthorized access. Least privileges access control means that users and
devices are only granted the permissions they need to perform their tasks, and nothing more. This helps reduce the attack surface
and makes it more difficult for attackers to gain access to sensitive data or resources. Least privileges access control is based on the
principle of Zero Trust, which assumes that there are attackers both within and outside of the network, so no users or devices should
be automatically trusted. Zero Trust verifies user identity and privileges as well as device identity and security, and requires end-to-
end encryption. Least privileges access control also involves careful management of user permissions and network segmentation,
which limit the amount of information and length of time people can access something, and contain the damage if someone does get
unauthorized access. Reference: What Is Zero Trust Architecture? | Microsoft Security, Zero Trust security | What is a Zero Trust
network? | Cloudflare, What is Zero Trust Architecture? | SANS Institute, What Is a Zero Trust Architecture? | Zscaler, What is
Zero Trust Architecture (ZTA)? - CrowdStrike.

NEW QUESTION # 82 
Which pillar of Prisma Cloud application security does vulnerability management fall under?

A. identity security
B. network protection
C. compute security
D. dynamic computing

Answer: C

Explanation:
Prisma Cloud comprises four pillars:
* Visibility, governance, and compliance. Gain deep visibility into the security posture of multicloud environments. Track everything
that gets deployed with an automated asset inventory, and maintain compliance with out-of-the-box governance policies that enforce
good behavior across your environments.
* Compute security. Secure hosts, containers, and serverless workloads throughout the application lifecycle. Detect and prevent
risks by integrating vulnerability intelligence into your integrated development environment (IDE), software configuration management
(SCM), and CI/CD workflows. Enforce machine learning-based runtime protection to protect applications and workloads in real
time.
* Network protection. Continuously monitor network activity for anomalous behavior, enforce microservice-aware micro-
segmentation, and implement industry-leading firewall protection. Protect the network perimeter and the connectivity between
containers and hosts.
* Identity security. Monitor and leverage user and entity behavior analytics (UEBA) across your environments to detect and block
malicious actions. Gain visibility into and enforce governance p

NEW QUESTION # 83 



Which option describes the "selective network security virtualization" phase of incrementally transforming data centers?

A. during the selective network security virtualization phase, all intra-host traffic is forwarded to a Web proxy server
B. during the selective network security virtualization phase, all intra-host traffic is encapsulated and encrypted using the
IPSEC protocol
C. during the selective network security virtualization phase, all intra-host traffic is load balanced
D. during the selective network security virtualization phase, all intra-host communication paths are strictly controlled

Answer: D

Explanation:
Selective network security virtualization: Intra-host communications and live migrations are architected at this phase. All intra-host
communication paths are strictly controlled to ensure that traffic between VMs at different trust levels is intermediated either by an
on-box, virtual security appliance or by an off-box, physical security appliance.

NEW QUESTION # 84 
Which of the Cloud-Delivered Security Services (CDSS) will detect zero-day malware by using inline cloud machine learning (ML)
and sandboxing?

A. Advanced Threat Prevention
B. loT security
C. Advanced WildFire
D. DNS security

Answer: C

Explanation:
Advanced WildFire is a Cloud-Delivered Security Service (CDSS) that detects zero-day malware using inline cloud machine
learning (ML) and sandboxing techniques. It analyzes unknown files in real-time to identify and block new threats before they can
cause harm.

NEW QUESTION # 85
......
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