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Cisco Securing Networks with Cisco Firepower Sample Questions (Q209-
Q214):

NEW QUESTION # 209
With Cisco Firepower Threat Defense software, which interface mode must be configured to passively receive traffic that passes
through the appliance?

A. mline set
B. passive
C. routed
D. inline tap

Answer: D

Explanation:

With tap mode, the FTD is deployed inline, but the network traffic flow is undisturbed. Instead, the FTD makes a copy of each
packet so that it can analyze the packets. Note that rules of these types do generate intrusion events when they are triggered, and the
table view of intrusion events indicates that the triggering packets would have dropped in an inline deployment. There are benefits to
using tap mode with FTDs that are deployed inline.

NEW QUESTION # 210
An administrator is creating interface objects to better segment their network but is having trouble adding interfaces to the objects.
What is the reason for this failure?

A. The mterfaces are being used for NAT for multiple networks.
B. The administrator is adding interfaces of multiple types.

C. The interfaces belong to muitiple interface groups.

D. The administrator is adding an interface that is in multiple zones.

Answer: B

Explanation:

All nterfaces n an interface object must be of the same type: all inline, passive, switched, routed, or ASA FirePOWER. After you
create an interface object, you cannot change the type of interfaces it contains.
httpss//www.cisco.conmvc/en/us/td/docs/security/firepower/620/configuration/guide/fpme-config- guide-
vo2/reusable_objects.htmiID-2243-000009b4

NEW QUESTION # 211

An organization is using a Cisco FTD and Cisco ISE to perform identity-based access controls. A network administrator is analyzing
the Cisco FTD events and notices that unknown user traffic is being allowed through the firewall. How should this be addressed to
block the traffic while allowing legitimate user traffic?

A. Add the unknown user in the Malware & File Policy in Cisco FTD.

B. Modify the Cisco ISE authorization policy to deny this access to the user.
C. Modify Cisco ISE to send only legitimate usernames to the Cisco FTD.
D. Add the unknown user in the Access Control Policy in Cisco FTD.

Answer: D


https://www.troytecdumps.com/300-710-troytec-exam-dumps.html

NEW QUESTION # 212
An engineer configures an access control rule that deploys file policy configurations to security zones, and it cause the device to
restart. What is the reason for the restart?

¢ A. Source or destination security zones in the access control rule matches the security zones that are associated with
interfaces on the target devices.

¢ B. The source tunnel zone in the rule does not match a tunnel zone that is assigned to a tunnel rule in the destination policy.

¢ C. The source tunnel zone in the rule does not match a tunnel zone that is assigned to a tunnel rule in the source policy.

¢ D. Source or destination security zones in the source tunnel zone do not match the security zones that are associated with
interfaces on the target devices.

Answer: A

NEW QUESTION # 213

An engineer wants to performa packet capture on the Cisco FTD to confirm that the host using IP address 192 168.100.100 has
the MAC address of 0042 7734.103 to help troubleshoot a connectivity issue What is the correct tcpdump command syntax to
ensure that the MAC address appears in the packet capture output?

A. -w capture.pcap -s 1518 host 192.168.100.100 mac
B. -w capture.pcap -s 1518 host 192.168.100.100 ether
C. -nmsrc 192.168.100.100
D. -ne src 192.168.100.100

Answer: D

Explanation:
Reference: httpsy//www.cisco.convc/en/us/support/docs/security/firepower-ngfw/2 124 74-working- with-firepower-threat-defense-
fhtml

NEW QUESTION # 214
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