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Fortinet FCP - FortiManager 7.4 Administrator Sample Questions (Q21-
Q26):

NEW QUESTION # 21
You are moving managed FortiGate devices from one ADOM to a new ADOM.
Which statement correctly describes the expected result?

A. The shared policy package will not be moved to the new ADOM automatically.

B. Any unused objects froma previous ADOM are moved to the new ADOM automatically.
C. The shared device settings will be installed automatically.

D. Policy packages will be imported into the new ADOM automatically.

Answer: A

NEW QUESTION # 22
Refer to the exhibit.
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A junior administrator is troubleshooting a FortiManager connectivity issue that is occurring with a managed FortiGate device.
Given the FortiManager device manager settings shown in the exhibit, what can you conclude from this scenario?

A. The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online.
B. FortiManager lost internet connectivity, therefore, the device appears to be down.

C. The administrator recently restored a FortiManager configuration file.

D. The administrator must refresh the device to restore connectivity.

Answer: A

Explanation:

* Option C: The administrator can reclaim the FortiGate to FortiManager protocol (FGFM) tunnel to get the device online. This is
the correct answer. The exhibit shows a device in "Unknown" status, which indicates that the FortiManager cannot currently
communicate with the device. Reclaiming the FGFM tunnel will help to restore connectivity by re-establishing the management tunnel
between the FortiManager and the FortiGate.

Explanation of Incorrect Options:

* Option A: The administrator must refresh the device to restore connectivityis incorrect because refieshing the device is unlikely to
solve the connection issue when the status is "Unknown."

* Option B: FortiManager lost internet connectivity, therefore, the device appears to be downis incorrect because FortiManager
does not require internet connectivity to manage a FortiGate; it needs a direct connection to the device.

* Option D: The administrator recently restored a FortiManager configuration fileis incorrect because the exhibit does not indicate a
recent restoration of configuration.

FortiManager References:

* Refer to "FortiManager Admmistration Guide" and the section on "Device Management and Connectivity" for more information
about reclaiming FGFM tunnels.
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NEW QUESTION # 23
Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When FortiManager installs device-level changes on a managed device

B. When FortiManager is auto-updated with configuration changes made directly on a managed device
C. When a configuration revision is reverted to a previous revision in the revision history

D. When changes to the device-level database are made on FortiManager

Answer: A.B

NEW QUESTION # 24
Push updates are failing on a FortiGate device that is located behind a NAT device. Which two settings should the administrator
check? (Choose two.)

A. That the NAT device IP address and correct ports are configured on FortiManager

B. That the override server IP address is set on FortiManager and the NAT device

C. That the virtual [P address and correct ports are set on the NAT device

D. That the external IP address on the NAT device is set to DHCP and configured with the virtual IP

Answer: B,C

Explanation:

‘When push updates are failing on a FortiGate device behind a NAT device, the admnistrator should check:

* A.That the override server IP address is set on FortiManager and the NAT device.

* The override server IP should be configured to ensure that FortiManager uses the correct IP address that can traverse the NAT to
reach the FortiGate device.

* D. That the virtual IP address and correct ports are set on the NAT device.

* The NAT device must have the correct virtual IP (VIP) configured to map the FortiGate's internal IP to an external address, along
with the correct ports needed for communication.

Options B and C are incorrect because:

* Bsuggests setting the external IP on the NAT device to DHCP, which is not relevant to solving the push update issue.

* Cimplies configuring NAT device IP and ports on FortiManager, which is less likely needed compared to configuring the correct
VIP and ports.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Management and NAT Configuration.

NEW QUESTION # 25
Refer to the exhibit.
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An admmnistrator is about to add the FortiGate device to FortiManager using the discovery process.

FortiManager is operating behind a NAT device, and the administrator configured the FortiManager NATed IP address under the
FortiManager system administration settings.

What is the expected result?

¢ A. During discovery, FortiManager sets the FortiManager NATed IP address on FortiGate.

¢ B. During discovery. FortiManager uses only the FortiGate serial number to establish the connection.

¢ C. During discovery, FortiManager sets both the FortiManager NATed IP address and NAT device IP address on
FortiGate.

¢ D. During discovery. FortiManager sets the NATed device IP address on FortiGate.

Answer: A



Explanation:

When adding a FortiGate device to FortiManager that is operating behind a NAT device, and the FortiManager NATed IP address
is configured under the system administration settings, FortiManager will set the FortiManager NATed IP address on the FortiGate
device during the discovery process. This ensures that the FortiGate knows how to reach the FortiManager through the NAT
device.

Options A, B, and C are incorrect because:

* Ais incorrect because the discovery process also requires knowing the NATed IP to establish a connection, not just the serial
number.

* Bis incorrect because FortiManager does not set the NAT device's IP address on the FortiGate.

* Cis incorrect because it implies that the NAT device IP is set on FortiGate, which is not the expected outcome.

FortiManager References:

* Refer to FortiManager 7.4 Administrator Guide: Device Discovery and Management with NAT.

NEW QUESTION # 26
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