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P8 #167
Which two mitigation strategies can prevent an attack delivered via matware? (Choose two.)

A. Implementing IDS

B. Daily backups

C. Multi-factor authentication
D. Raising user awareness

E. Application patching
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Raising user awareness: Educating users about the dangers of malware, phishing, and safe browsing practices can help prevent
malware infections that occur due to user actions.

Application patching: Regularly updating and patching applications ensures that known vulnerabilities, which could be exploited by
malware, are fixed, reducing the risk of successful attacks.

i =8 #168

A security operations center (SOC) analyst observed an unusually high number of login failures on a particular database server. The
analyst wants to gather supporting evidence before escalating the observation to management. Which of the following expressions
will provide login failure data for 11/24/2015?

A. grep 20151124 security log| grep "logn”

B. grep 20151124 security log | grep -c¢ "login failure"”
C. grep 20151124 security log | grep -c "login”

D. grep 20150124 security log| grep "login_failure"
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iR #169
What is the definition of a security breach?

e A. Anevent or series of correlated events that indicate a potential violation of some control or policy.

¢ B. Unauthorized access that violates the authentication, authorization, and accounting of an information asset through
intentional access, destruction, or manipulation of an information asset.

e C. Anevent or series of uncorrelated events that indicate a potential violation of some control or policy has occurred.

¢ D. Unauthorized access that violates the confidentiality, ntegrity, or availability of an information asset in the form of
unintentional access, destruction, or manipulation of an information asset.
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A security breach refers to unauthorized access that compromises the security of an information asset, violating controls such as
authentication, authorization, or accounting, This breach often involves intentional actions like accessing, destroying, or manipulating
the asset without proper authorization.

R #170
Which two options represent the most basic methods for designing a DMZ network firewall? (Choose two.)

A. Triple firewall

B. Software firewall
C. Dual firewall

D. Single firewall
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Single firewall: A single firewall is the simplest method for designing a DMZ network, where a firewall is placed between the internal
network and the external network (internet), controlling traffic to and from the DMZ.

Dual firewall: A dual firewall setup uses two firewalls, one between the internal network and the DMZ, and the other between the
DMZ and the external network. This adds an extra layer of security.

8 #171
Which of the following is the FIRST step taken to maintain the chain of custody in a forensic nvestigation?

e A Security and evaluating the electronic crime scene.
¢ B. Conducting preliminary interviews



¢ (. Packaging the electronic device
¢ D. Transporting the evidence to the forensics lab
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